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Abstract

Currently, technologies are developing very quickly and the need for information security is constantly increasing.
In this connection, Blockchain technology is becoming in demand, which allows us to keep information safety and
integrity. In addition, the technology enables the creation of a decentralized environment where transactions and data
are take place without any third party organization. We proposed a decentralized web resource based on the Ethereum
platform for managing student credits. The decentralized application (Dapp), will process, manage and control tokens,
which represent credits that students gain for completed certain courses. The credit system is a first step towards a more
transparent and technologically advanced form which could be used by universities and students to manage credits. The
novelty of this scientific research is the creation of a web-based information resource based on Blockchain technology.
Thanks to this resource, it becomes possible to track students' grades and receive reliable information about higher
education. This completely eliminates the possibility of making changes to existing records.
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Axoamna
5.A. Kymanaxos', A. Illaxan?
Xanvikapanvix 6usnec ynusepcumemi, Anmamol K., Kazaxcman
20n-Dapabu amvimoaser Kaszax ynmmolx ynueepcumemi, Aimamet K., Kazaxcman
BJIOKYEWNH BIJIIM CAJIACBIHJIA: 5)KOFAPBI OKY OPBIHJIAPBIH/JIA CTYAEHITTEPJIH BAFACHIH
BJOKYEMH APKbIJIbI KAJIAL BACKAPYFA BOJIAJIBI?

Kasipri yakpITTa TEXHOJOTHSIIAp OTE Te3 AaMbIl KeJel KoHe aKIapaTThIK KayillCi3/liKKe JereH KaKeTTUIK YHeMi
aptemn kenemi. OckbiraH OaiimaHeicThl, Blockchain TexHomoTHACH cypaHbIicKa We 0oxyma, Oy 0Oi3re akmaparThIK
Kayilci3MiK MEeH TYTACTHIKTHI caKkTayFa MYMKIiHIIK Oepeni. COHBIMEH KaTap, TEXHOJOTHS OPTAIBIKTaHABIPHLIMAaFaH
OpTaHBl KYypyFa MYMKIHAIK Oepeni, OHIA TpaH3aKOMsIap MEH MONIMETTep YIIIHII Tapam YHBIMBICHI3 JKY3ere
aCBIPBIITAIBI.

Bi3 crymenTTepaiH HoTmXKeNnepiH Oackapy ymiH Ethereum mmatdopmackiHa Heri3IenreH OpTaibIKTaHABIPhUIMaraH
BeO-pecypcTapibl YChIHABIK. OpTansiKTaHabipbiMarad Oarmapiama (Dapp) crymeHtrepre Oenrimi 0ip KyperapaaH
alfaH HOTWXKEJEepiH OUIMIpeTiH >KETOHAApAbl OHAeHI, Oackapaipl »koHe Oackapaapl. Hecuemik ixyite - Oy
YHUBEPCUTETTEP MEH CTYICHTTEp HecHuenepli Oackapyla KOJJIaHa ajaThlH allblK JKOHE TEXHOJIOTHSJIBIK TYPFbIIaH
KeTuiaipiireH Gopmara anFaiikbl KajaM. By FBUIBIMU 3epTTEY/iH JKaHAJIBIFEI - BIOKYEItH TeXHOJIOTHSIChIHA HEeTi3/IeNreH
Be0-aKmaparThIK pecyperapabl Kypy. Ochl pecypCThiH apKachlHA CTYACHTTEPIIH OaraaapblH OaKbUIAYFa KOHE KOFaphl OLTiM
TypaJibl CEeHIMAI akmapar alyra MYMKIHIIK Tyaabl. by KonjaHeicTarbl ka30aiiapra e3repicrep €Hrily MYMKIHAITIH
TOJIBIFBIMEH XKOSIIIBL.

Tyiiin ce3aep: OroKdeiiH, XKOFapHI OUTIM, HECHENEp, KETOHIAP, KOChIMIINA, OaKpLIay.

AnHomayus
5.4 Kymanaxoe*, 4. [llaxan?
YWhueepcumem mescoynapoonozo busneca, 2. Anmamer, Kasaxcman
2Kazaxckuii nayuonanouwlil ynusepcumem um. anv-Dapabu, 2. Armamor, Kasaxcman
BJIOYEWH B OBPA3OBAHNHN: KAK YITPABJISATH CTYJIEHUECKUMU KPEJJUTAMAMUA
BBICIIET'O OBPA3OBAHHWA YEPE3 BJIOKYENH?

B Hacrosimiee BpeMsi TEXHOJIOTHH Pa3BUBAIOTCSI OYEHBb OBICTPO M MOTPEOHOCTh B MHDOPMAIIMOHHON 0€30TIacHOCTH
MOCTOSIHHO pacTeT. B cBs3u ¢ atum Texuomorusi Blockchain cramoButest BocTpeGoBaHHOM, YTO MO3BOJSET HAM
COXpaHATh 0e30MacHOCTh M ILIENOCTHOCTh HH(popmaimu. Kpome TOro, TeXHOJOIWs MO3BOJISIET CO3AaBaTh
JCLCHTPATM30BaHHYIO Cpely, B KOTOPOW TpaH3aKUMH M JaHHbIC OCYIISCTBIIIOTCS 0e3 Kakoil-1ubo CTOpOHHEH
OpraHu3aLiH.

MBpI mpeioxKHIIN ACLEHTPAIN30BaHHbIil BeO-pecypc Ha ocHoBe miaTdopmel Ethereum s ynpaBineHust KpeauTaMu
cryneHToB. JleneHrpanu3oBanHoe npunoxerue (Dapp) Oyaer oOpabaTeiBaTh, YIPaBIATh U KOHTPOIUPOBATH TOKEHBL,
KOTOpbIE MPEICTaBISIFOT COOOW KPEAWTBI, KOTOPBIC CTYICHTHI MOJYYarT 32 MPOXOXKICHHE OIPEICICHHBIX KYPCOB.
KpenuTHast cructeMa SIBISIETCS TIEPBBIM IIaroM K 0o0Jiee MpO3padHON M TeXHOIOTHYECKH MPOJBUHYTON (hopMe, KOoTopas
MOKET UCIIOJI30BATHCSI YHUBEPCUTETAMHI U CTYACHTAMH TS YIIPABJICHUS KPEAUTAMH.
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Hosuznoit JAAaHHOTO HAYYHOI'O MCCJICAOBAaHUA 3aKIIHOYACTCAd B CO3AaHUN I/IH(l)OpMaI_lI/IOHHOFO Be6-pecypca Ha 0aze
TeXHoJIorun biokueliH. Bnaro,uapﬂ OTOMY PpeCypCy, HNOABIACTCA BO3MOXHOCTL CACJIATh OTCJICKHUBAHUC OLICHOK
CTYACHTOB U MOJYy4YaTb AOCTOBCPHYIO I/IH(I)OpMaIII/IIO O BBICHIEM 06pa3OBaHI/II/I. HpI/I 9TOM IIOJIHOCTBKO HCKIJIIOYACTCA
BO3MOXXHOCTb BHOCUTb U3BMEHCHHS B CYIICCTBYIOINC 3allUCH.

KaroueBble ciioBa: 6J'IOK‘~IeI‘/IIH, BBICHICC 06pa3OBaHI/Ie, KpE€AUThI, TOKCHBI, IPHUJIOKEHUE, OTCICIKUBAHUC.

1 Introduction

Blockchain technology is becoming popular not just a financial sphere, but also are entering into more
and more new spheres such as medicine, Internet of things, education, voting etc. This technology has not
been ignored in the field of education. Currently, there is already a number of works interested in various
aspects of the application of blockchain technologies in education, for example, and others. However, these
works are mainly focused on theoretical nature, considering the prospects of applying blockchain
technologies to various issues of digitalization of education.

One of the relevant issues of education system is to create a web-based information resource based on
Blockchain technology. Thanks to this resource, it becomes possible to keep records and receive reliable
information about the student achievements. This completely eliminates the possibility of making changes to
existing records.

This paper aims to show some practical implementation to solve this kind of problems via using
blockchain. The paper considers technical details of building the appropriate decentralized application
(Dapp), which could be used by universities and students to manage credits. That means, after each
successful completion of a semester an employee (teacher) of the university with certain access rights could
issue credits to students as tokens, when fully getting the needed number of credits/tokens, students could see
their achievements, as well as could show to their potential employers or to another university.

Remainder of the paper is organised as follows. Section 2 defines the problem. Section 3 provides related
works. Section 4 provides implementations. Section 5 concludes this paper.

2 Problem definition

Today, most higher education institutions keep their students’ records including credits in various
applications. However, these databases are designed on a centralized approach that leads to numerous
drawbacks, such as mutability, privacy and reliability of records. To overcome the issue of centralized
approach of storing credits, we have proposed a decentralized web resource based on the Ethereum platform
for managing student credits.

Blockchain is one of the new technologies with special features like security, immutability, transparency
and so on. For instance, academic credit is an important piece of learning achievements of students which
confirm that student has achieved certain learning outcomes before graduating certain degrees. This
information will now be decentralized and available to public so that anyone can validate this information
through web application interacting with blockchain.

3 Methodology

To understand the practical implementation of the blockchain technology in education we researched and
analyzed a number of materials which related to this problem, the aim was to improve practical skills in this
area. Allocated more time for interacting user interface with smart contract, for this was built process model
of blockchain app, as well as examined several problems associated with the practical implementation of this
issue.

Related works

After the appearance of Bitcoin [1, p.5] in 2009, Blockchain technology has been applied to many fields,
including medicine [2,3], economics [4, p.6], Internet of things [5,p.10], education [6,7], voting [8,p.4] and
so on. Its underlying technique has shown promising applications prospects and attracted lots of attentions
from academia and industry.

Besides cryptocurrency one of the relevant areas is blockchain in education, however, the studies on the
blockchain technology are still very new, reflections on the education are still at the beginning stage.
Therefore, some of these few studies of the filed are briefly summarized.

One of the studies addresses the value decentralized ledgers, in particular those based on blockchain, may
bring to stakeholders within the educational sector, with a particular focus on its potential for digital
accreditation of personal and academic learning. As well as focuses on the feasibility, challenges, benefits
and risks of the Blockchain as applied to formal and non-formal education credentials [9, p.6].
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This postgraduate dissertation study addresses some problems that centralized e-learning platforms may
encounter and emphasizes the importance of decentralized access control in solving these problems. In this
study, a model proposal for decentralized access systems is presented.

In the realization of this model, blockchain structure was utilized. Thus, it is argued that the integrity,
correctness, deniability, and traceability of e-learning sources can be achieved. The mean response time was
used as a metric when evaluating the proposed model. The two different network environments (such as the
Local Area Network (LAN) and the Cloud Web Service (i.e. Amazon Web Service)) are compared. It is
stated that LAN environment represents the most appropriate condition and the cloud environment represents
the real situation in the real world.

The average response time in the LAN environment is faster (about 1.5 times) than in the cloud
environment, but when the number of customers is large, the difference in average response time between
these two environments becomes insignificant [10, p.7].

Another study describes a decentralized learning system CHiLO which utilizes e-books. In this study
provided a basic demonstration of the first stage “content exchange” and demonstrated the making of e-
books while protecting copyright by using the blockchain [11].

A study in which using blockchain as a tool for tracking and verification of official degrees is addressed
the main concepts of blockchain and the particular implementation of Blockcerts as an opensource solution
devoted to the certification and verification of documents.

As well as briefly introduce the Higher Education market in Europe to determine the volume, geography
and trend of the economic sector to address the developed solution [12, p.10]. In this research blockchain in
education address the fundaments and developments of blockchain technology and suggests a reflection and
a debate which should address in the near future the impact, or not, of blockchain in education [13, p.9].

4 Implementaions

Development of a web resource on the basis of the etherum platform for managing student credits
of higher education

At the moment, the product has been developed in the development environment configured locally. The
following is a list of tools used to perform this test (figure 1).

' ™y
Web browser Web browser
(teacher) [student)

MNodejs -
Web3.js —
HTML/CSS5/lavaScript

EVM (Ethereum Virtual Machine)

Block 1 Block 2 Block 3

Ethereum Blockchain (Ganache)

Deployed Smart Contract

Figure 1. System flow

- Required for the operation of a web resource:
Apache web server, database (MySQL), PHP language, JavaScript/CSS;
- Required for the interactions with applications over the network:
NodesJS, Web3;
- Required Ganache blockchain server to deploy a private blockchain on the Ethereum platform;
- Required for compiling Smart Contract:
Program language Soidity (Remix IDE).

4.1 Description of the credit process model
For clarity, we considered the following situation: student to complete studies at the university they must
get needed number of credits, after the semester of study, an employee (teacher) of the university with
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certain access rights update the students profile, upon successful accumulation of all credits/tokens. Ganache
(blockchain server) will register a block for this student and stores the credit details in the block. As well as
student, can see their achievements respectively from website. The webpage interact with the Ganache to
fetch the details about the student credit.

The admin / professor of the student will be able to update all the information for each students (figure 2).

Ul {student)
Student ID: 1
Name: X ||3| Mame |Sname | Credits |
Ul (teacher) | Surname: XX

1

x o 30
Credits: 30 | ‘ ‘

Update profile

Ethereum blockchain

(Ganache)

(StudentiD, {StudentID, Credits)

name, surname)

Figure 2. Student credit process model

4.2 Creating a web interface and connection with a blockchain server

When creating the web interface, we used the HTML hypertext markup language, as well as certain
Javascript libraries, such as jQuery. Created special form for filling the student detail, The record consists of
the following fields:

e Student ID

e  First Name

e Last Name

e Credits

After clicking the button (update) located at the bottom of the form, the corresponding summary record
will be store in the Blockchai as a hexedecimal format. As a result of processing the record, a web page
opens with the following information: student id, first name, last name, block number and credits. Thus, a
student can quickly obtain information about their achievements.

The interaction of the smart contract with the web interface is carried out thanks to the JavaScript library
Web3.js. The Web3.js and Node.js library are collection of modules that contain specific functions for the
Ethereum platform, which makes it easier to interact with the Ethereum Blockchain, its smart contracts and
related functions.

In order to make it clear the data flow diagram (DFD) is shown below (figure 3).
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create user 1.0 store user
Admin D1 user
create user
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D2 | student B
update
3.0
view student store block infol
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student info Data store

credit info I:l Entity

Student
view

credit info

Process

Figure 3. Data flow diagram (DFD)

5 Conclusion and future research

In this paper we explored how to use the blockchain technology in education, more precisely, proposed
tracking students’ grading system. Our result show that this technology can be used in other industries and
spheres. During the study, we were able to learn the principles of the Blockchain technology, explore the
scope of application of the Blockchain technology, develop an information web resource for managing
student credits in higher education based on the Ethereum Blockchain. Fristly, the transparency and integrity
of the system, this means any student in the educational process that has its own id, via this can confirm the
“truth” of the their credits at any time. At the same time, the blockchain block cannot be changed or deleted
from the network. Secondly, the general reduction of paper documents for proving their achievements. Of
course in parallel with this there were certain problems (technical) that successfully resolved.

As a result of all this, the following practical and theoretical significance of this scientific research can be
noted:

- Blockchain technology is becoming popular not just a financial sphere, but also are entering into more
and more new spheres such as medicine, education, etc.

- The practical implementation of the blockchain technology in education showed that using this
technology for track student’s grading system in higher education is quite possible. Proof of this: system
flow between web browser and Ethereum Blockchain, credit process model, web interface and connection
with a blockchain server.

In our future research we intend to explore the possible solution to the problem of issuing digital
certificates and related problems using blockchain, as well as we plan to extent and adapt proposed credit
system to any existing grading system and thus incoprporate other aspects of educational digitalization.
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