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Abstract

Online quizzes have become an increasingly popular way to test knowledge and engage students in learning. Online
quiz systems have become even more prevalent with the rise of remote learning due to the COVID-19 pandemic.
However, with the convenience of online quizzes comes the risk of cheating. To combat this, many online quiz systems
have implemented various anti-fraud mechanisms. This article will review some of the most popular online quiz systems
and their anti-fraud mechanisms. Other topics discussed include methods of statistical data analysis in the context of
various statistical operations, such as fraud data; general anti-fraud mechanisms; anti-fraud features of the popular online
quiz systems; pros and cons of webcam and microphone monitoring.

Keywords: online education, education, information security, testing platform, fraud detection, antifraud system
development.
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OwJtaiiH BUKTOpUHAIAp OLTIMII TeKCepy/IiH )KoHE CTYJICHTTEp I OKyFa TapTy/IbIH TaHbIMaJ dJliciHe aifHanabl. OHIalH
BukTopuHa Xxyi#enepi COVID-19 mangemusiceiHa OaiIaHBICTHI KAIIBIKTaH OKBITYABIH ©CYIMEH OJaH Ja KCH Tapalbl.
JlereHMeH, OHJIaWH BUKTOPWHAJIAp/bIH BIHFAWIBUIBIFBIMEH CTYASHTEp/iH anpay Kaymi Oap. byraH Kapcel Typy YIIiH
KOIITeTeH OHJIAHH BUKTOPHHAJBIK JKYHeJep alasKThIKKa Kapchl opTYpil MexaHw3MIepni eHri3mi. byn makamana ey
TaHbIMaI OHJIAWH BHKTOPHHA OKyHeiepi MeH OapiblH alasKTbIKKa Kapchl MeXaHM3MJepl KapacThIpbUIaJIbl.
Tankpu1aHaTEIH 6AaCKa TAKBIPBINITAPFA PTYPIIl CTATUCTUKAIIBIK OMEpalisiiap KOHTEKCTIH/IE CTATHCTUKAIIBIK AepPEeKTepIi
TaJAay SAicTepi JKaTaabl, MbICAJIBI, ANASKTHIK JEPEKTepi; adasKThIKKa Kapchl JKaJIbl MEXaHM3M/Eep; TaHbIMAaJ OHJIAHH
BUKTOPUHAJBIK JKYHeNep/iH ajasKThiIKKa Kapchl MYMKIHJIKTepi; BeO-kamepa MeH MHKPO(GOHABI OaKbLIayablH
aPTHIKIIBUIBIKTAPbl MEH KEMILLTIKTEPI.

Tyiiin ce3aep: oHyaiiH OKpITY, OLNIM Oepy, aKmapaTThIK Kayilci3ziK, ChiHAK MaTdopmachl, anasKkThIKThl TEKCEpY,
AIasKTBIKKA KapChl )KYHEHi JaMBITY.
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npouecc o0ydeHusi. CHUCTEMbl OHIAWH-BUKTOPHH CTaJM €Iie 0osiee paclpoOCTPaHEHHBIMH C POCTOM JUCTaHIMOHHOTO
o0yuenust n3-3a nangemun COVID-19. Onnako yqo0CTBO OHIAH-BUKTOPHH COINPSDKEHO C PUCKOM MOIIIEHHHUYECTBA.
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Jlist OoppOBI C 3THM BO MHOTHX CHCTEMax OHJIAWH-BUKTOPHH DEalN30BaHbI Pa3IMYHBIC MEXaHM3MBI 3alIUTHI OT
MOIIEHHHYECTBA. B 3TOH cTaTthe OymyT paccCMOTPEHBI HEKOTOPBIE U3 CaMbIX MOIYISIPHBIX CHCTEM OHJIAWH-BUKTOPHH U
MX MEXaHU3MBI 3alIUTHl OT MOLIEHHUYECTBA. Jpyrue o0CyXaaeMble TEMbI BKIFOUAIOT METO/IbI aHAJIN3a CTATUCTUIECKIX
JTAaHHBIX B KOHTEKCTE Pa3INYHBIX CTATHCTHUYECKHX OIIEpalnii, TAKHX KaK JaHHBIE O MOLIICHHUIECTBE; OOIIIE MEXaHU3MbI
O0OppOBI C MOIICHHHUYECTBOM; AHTH(POA-QYHKIMM MOMYISAPHBIX CHCTEM OHJIAWH-BUKTOPHH; IUTIOCBI W MHHYCHI
MOHHUTOPHHI'A BeO-KaMepbl U MUKPO(OHa.

KnaloueBble cioBa: oninaiiH-oOpa3zoBaHue, o0Opa3oBaHue, HHGpOpMaMOoHHas Oe3omacHOCThb, IaTdopma
TECTUPOBAHMUSI, BHISIBIICHHE MOILICHHUYECTBA, YIy4lIEeHHE Ka4eCTB CUCTEMBI aHTH(pOIa.

Introduction

Many educational institutions are trying to improve their learning processes and use various new
technologies. Over the past decades, teaching methods and learning technologies have undergone major
changes [1, 2]. The quality and safety of e-learning technologies and online exams are attracting the attention
of educators who are actively involved in both offline and online learning. Every year, a multi-billion-dollar
budget is allocated for online learning. We can't ignore apps and sites for a comfortable experience. Recently,
as the Covid pandemic has forced colleges and schools to replace classroom learning with online learning, the
use of e-learning technologies has expanded exponentially. At the same time, there has been a sharp increase
in vulnerability in the transition to online cybersecurity education with online educational technologies. The
issue was data security and privacy. Among the different types of e-learning, remote online exams are much
more prone to fraud than traditional offline exams. So, why do students cheat? Cheating has become a
pervasive issue in schools, colleges, and universities across the globe. There are many reasons why students
cheat on exams, and understanding these reasons is critical to finding solutions to this problem. In this article,
we will explore some of the most common reasons why students cheat on their exams:

1. Pressure to Succeed. One of the most common reasons why students cheat on their exams is the pressure
to succeed. Many students feel that the only way to get good grades and succeed academically is to cheat. They
may feel that their future is at stake and that they will not be able to achieve their goals without good grades.
This pressure to succeed can be particularly strong in highly competitive environments, such as selective
colleges or programs.

2. Lack of Preparation. Another reason why students cheat on their exams is because they are not
adequately prepared. Students may feel that they do not have the knowledge or skills needed to do well on the
exam, and therefore feel compelled to cheat. This lack of preparation may be due to a variety of factors, such
as poor time management, procrastination, or difficulty understanding the material.

3. Fear of Failure. Many students cheat because they are afraid of failing. They may feel that they are not
smart enough or capable enough to do well on the exam. Cheating may provide a temporary solution to this
fear, as it allows students to obtain better grades without having to face the possibility of failure. However,
cheating ultimately undermines a student's ability to learn and grow, and can lead to long-term consequences.

4. Peer Pressure. Peer pressure is another common reason why students cheat. Students may feel pressure
from their peers to cheat, particularly if they believe that everyone else is doing it. This pressure can be
particularly strong in situations where cheating is normalized or accepted by the culture or community.

5. Easy Access to Technology. The availability of technology has made cheating easier than ever before.
Students can easily access information online, collaborate with their peers, or use software to complete
assignments or exams. This easy access to technology has created new opportunities for cheating that may not
have existed in the past.

6. Lack of Consequences. Finally, many students may cheat because they feel that there are no real
consequences for their actions. If cheating is not punished or if the consequences are not severe, students may
feel that there is no real risk in cheating. This lack of consequences can create a culture where cheating is
normalized and accepted, leading to even more cheating in the future [2].

We will compare the most popular quiz apps like Kahoot, Quizlet, Google Forms, ProProfs Quiz Maker,
Moodle Quiz, Platonus, and the brand new quiz application - Delicatest, and look at cheat detection methods
and how to implement them in them, as well as in our project called Delicatest. We will also try to understand
whether they properly address the security issues of online training and testing. The security controls used for
online learning are very different from the methods used in traditional classrooms. The teacher watches the
students in the classroom. But in online exams, the focus of such dependency is shifting to technical controls
such as the webcam and software, which is the focus of this study.
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Many educational institutions use a learning management system (training management system) for
motivation and organizational needs that are subject to the involvement of advanced effectiveness of learning
technologies to support learning [3]. The learning management system can be implemented in various forms
of student learning activities [4]. A learning management system is a computer program that helps and guides
students in the learning process [5]. It can be recalled that the future learning platform is one of the most
important and important issues means of distance learning via the Internet [6].

It is very important to devote time and resources to the development and implementation of the approaches
needed to prevent fraud in an organization, as this strongly supports the continued resilience and continuity of
the business. Taking into account the losses incurred after the fact of fraud is a highly inefficient and time-
consuming process, and most organizations cannot fully recover the losses incurred. However, the
methodologies developed to prevent fraud are not able to ensure the complete integrity of the organization [4].
Accordingly, an organization should apply other specific policies to ensure system continuity after fraud has
occurred. This is mainly achieved through fraud detection. Fraud detection methodologies typically use ad-
hoc procedures that rely heavily on analytical approaches and reporting systems to identify and summarize the
presence of inconsistencies and anomalies.

Materials and methods

Literature reviews, unlike original research papers, do not draw new conclusions from data; rather, they
aim to analyze what has been published in primary research on a particular subject. As a result, the main goal
of this literature review is to provide readers with a better understanding of risk, risk management, and its
manifestations in fraud planning and succession in quiz applications [3]. First, you need to understand what a
quiz is. The quiz is the shortest, most common, and most random form of assessment. What is a quiz app? You
create a test and give it a name. You can then add questions and answers to the test. In the context of the course,
teachers most often conduct tests to better understand how well students have mastered the topic. The test
covers a small amount of material, such as one lesson, page, or concept. Quiz question formats include one or
two answer choices, answer gaps, multiple choice, and true or false. In the context of the course, teachers most
often conduct tests to better understand how well students have mastered the topic. The test covers a small
amount of material, such as one lesson, page, or concept. Quiz question formats include one or two answer
choices, answer gaps, multiple choice, and true or false.

The literature search for this review was a descriptive review search that relied primarily on two major
electronic databases, including Google Scholar and Scopus. The articles used in this descriptive review were
selected based on the search terms like cybersecurity, antifraud system, authentication, authorization, and
information security, either alone or in combination. All report titles and abstracts have been carefully studied.
The full texts of potentially relevant articles were examined, and the reference lists of these publications were
searched for other related articles.

Let’s consider methods of statistical data analysis. Statistical data analysis for fraud detection performs
various statistical operations such as fraud data collection, fraud detection, and fraud verification [4]. These
technologies are divided into the following types:

1. The calculation of statistical parameters refers to the calculation of various statistical parameters such
as means, quantiles, performance measures, and probability distributions for fraud-related data collected
during the data collection process [7].

2. Regression analysis allows you to study the relationship between independent and dependent variables.
This helps to understand and determine the relationship between several fraud variables, which also helps to
predict future fraudulent activities [5].

3. In Probability Distributions and Models.

4. The probabilities of various fraudulent activities in a business are compared either in terms of various
parameters or in terms of probability distributions [6].

5. Data matching is used to compare two sets of collected data (i.e. fraud data). The process can be carried
out either based on algorithms or programmed cycles [8].

What mechanism should be used to combat fraud? The type of anti-fraud mechanism that should be
implemented will depend on the nature of the exam and the level of scrutiny required. However, some general
anti-fraud mechanisms that could be effective include:

1. Randomizing questions and answers: This makes it more difficult for students to share answers with
each other or to look up answers online. It ensures that each student has a unique set of questions and answers.
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2. Time limits: Setting time limits for exams can prevent students from having enough time to cheat or
look up answers online. This ensures that students demonstrate their knowledge in a more authentic way.

3. Multiple question banks: Providing a variety of question banks with many variations can make it more
difficult for students to share answers with each other or to memorize answers ahead of time.

4. Lockdown browsers: Lockdown browsers can prevent students from accessing external resources or
other programs during the exam, which ensures that they cannot cheat or communicate with other students.

5. Webcam and microphone monitoring: As we discussed in a previous question, webcam and
microphone monitoring can be controversial, but it can be effective in preventing cheating and ensuring exam
integrity.

Ultimately, the anti-fraud mechanism that should be implemented will depend on the specific needs and
requirements of the exam. Educators should evaluate the available options and choose the mechanism or
combination of mechanisms that are best suited for the exam at hand. Additionally, it is important to
communicate the importance of academic integrity and the consequences of cheating to students to help create
a culture of honesty and fairness.

Let's look at the Antifraud features of the popular online quiz systems:

1. Kahoot

Kahoot is a popular online quiz system that is widely used in classrooms around the world. Kahoot's anti-
fraud mechanism is centered around a two-step login process. When a student logs in to Kahoot, they must
enter a username and password, as well as a PIN code specific to the quiz. This makes it more difficult for
students to share quiz content with each other. Kahoot also includes monitoring features that alert teachers
when a student is suspected of cheating. For example, if a student answers questions too quickly, the teacher
can receive an alert and investigate further.

2. Quizlet

Quizlet is another popular online quiz system that is used by many teachers and students. Quizlet uses a
variety of anti-cheating measures, including timed quizzes, randomized questions, and verification codes that
prevent students from sharing quiz content with each other. The timed quizzes ensure that students do not have
enough time to cheat or look up answers online. The randomized questions mean that each student gets a
different set of questions, making it more difficult for students to share answers. The verification codes ensure
that students cannot share quiz content with each other outside of the platform.

3. Google Forms

Google Forms is a popular quiz system that is widely used by teachers to create and distribute quizzes.
Google Forms has built-in anti-cheating features that are designed to prevent students from cheating. For
example, teachers can limit responses to one per user, which ensures that students cannot retake the quiz or
submit multiple answers. Google Forms also includes features that allow teachers to shuffle answer choices,
making it more difficult for students to share answers. Additionally, Google Forms uses captcha tests to prevent
automated bot attacks.

4. ProProfs Quiz Maker

ProProfs Quiz Maker is a quiz system that is designed specifically for educators. It offers a range of security
features that are designed to prevent cheating. For example, ProProfs Quiz Maker allows teachers to password
protect their quizzes, which ensures that only authorized students can access the quiz. ProProfs Quiz Maker
also includes timed quizzes, which ensure that students do not have enough time to cheat or look up answers
online. In addition, ProProfs Quiz Maker uses IP address tracking to monitor and prevent cheating. Lastly, the
question bank contains a large number of variations to prevent students from sharing answers.

5.  ExamSoft

ExamSoft is a secure testing platform that is designed for high-stakes exams. It is widely used by
professional organizations, such as bar examiners, medical boards, and law schools. ExamSoft offers a range
of anti-fraud mechanisms that are specifically designed to ensure exam integrity. When students take an exam
on ExamSoft, the platform locks down their computers, preventing access to other programs or the internet.
This means that students cannot cheat by accessing external resources or communicating with other students.
ExamSoft also uses facial recognition technology to verify the identity of the student taking the exam. Finally,
live proctoring is available to monitor exams and ensure that no cheating occurs.

6. Platonus

Platonus is an information system that is designed to provide effective information support for the
management of the education system, as well as the management of the educational process of higher and
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secondary educational institutions. The information system Platonus will provide a set of tasks in the following
areas: a) Improving the efficiency of management in the field of education based on the information and
technical support for solving the problems of monitoring compliance with the check of the contingent; b)
Improving the quality of the provision of educational services based on the improvement of information
technology support for the activities of higher and secondary educational institutions, their employees, and
students; c) Raising the awareness of students of higher and secondary educational institutions on the issues
of conducting the educational process, as well as the implementation of activities in the field of education
based on providing the possibility of electronic interaction with the relevant authorized bodies [9].

7. Moodle Quiz

Moodle is a popular learning management system that is widely used in schools and universities. Moodle
Quiz is the built-in quiz system that is included in Moodle [10]. Moodle Quiz allows teachers to set a variety
of anti-cheating measures, such as randomizing question order and answers, setting time limits, and providing
immediate feedback on correct answers. The randomization of questions and answers ensures that students do
not have the same set of questions or answers, making it more difficult for students to share answers. The time
limit ensures that students do not have enough time to cheat or look up answers online. Finally, providing
immediate feedback on correct answers ensures that students cannot share answers with each other.

8. Delicatest

We will also consider the functionality of the online quiz system Delicatest. Delicatest allows you to
compose test questions. Questions can be exported and imported to CSV so that they can be shared with
colleagues. You can use images for questions, use the Latex functionality for mathematical formulas, and even
insert program code. Let’s consider the main idea of the antifraud process of Delicatest. The main idea that we
currently have to implement in our project is as follows.

1. We have a quiz that has a list of questions.

2. We have a student who wants to take the quiz.

3. Every time the student answers a question, we check if the student has already answered this question
before. If the student has already answered this question, we do not allow the student to answer the question
again. We also do not allow the student to change the answer.

4. We also check the time that the student has taken to answer the question. If the student has taken too
much time to answer the question, and the question was relatively simple, this answer becomes suspicious.

5. If the student answers a question too quickly, and the question was relatively difficult, this answer also
becomes suspicious.Now, the question is to recognize if the question itself was difficult or not.

We have a list of questions. We can use the number of correct answers to a question to recognize if the
question was difficult or not. If the number of correct answers is high, the question is easy. If the number of
correct answers is low, the question is hard. We can also use the number of students who answered the question
to recognize if the question was difficult or not. If the number of students who answered the question is high,
the question is easy. If the number of students who answered the question is low, the question is hard. But that
is not all. Our goal is to know how much time is necessary to answer the guestion. We only look at the correct
answers and save the time that the student has taken to answer the question. Now, the speed of each student is
different. So, we need to normalize the time that the student has taken to answer the question. We can do this
by dividing the time that the student has taken to answer the question by the average time that the students
have taken to answer the question. Now, we have a normalized time. We can use this normalized time to
recognize if the question was difficult or not. If the normalized time is high, the question is easy. If the
normalized time is low, the question is hard.

After all the questions are answered, having all the normalized times, we can detect cheating [6]. We can
detect cheating by comparing the normalized time of each student to the normalized time of the other students.
If the normalized time of a student is too high or too low, this student is most probably cheating. Also, we can
detect cheating using the unique code. We generate a unique code for each student. This code is generated
using the student's name, the quiz's name, and some random numbers. This code is saved to the local storage
of the student’s browser. The student cannot change this code. It happens that one student is helping another.
Each student has a personal link to the quiz, and the student can share this link with his friends. When the
student shares the link with his friends, the student's unique code stays unchanged, and it is sent to the server
together with the answers. If we see the same code for different users, this is a sign of cheating.

In Figure 1, we can see an IP address. This is the IP address of the student who answered the question. To
protect the personal data of students, the surnames, names, and mail of the students were covered up.
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Figure 1. List of identical IP addresses of the students

We relied on this field for some time to detect cheating. However, we found out that this is not a reliable
way to detect cheating. The reason is that students can use a VPN to change their IP address. Also, when after
the Covid pandemic, students started to take the quiz from universities, and they were using the same IP
address. So, this field is not reliable for detecting cheating. We have another method here to mention. We
generate a unique code for each student. This code is generated using the student's name and the quiz's name.
We use this code to detect cheating. We will talk about this method in the next section.

Delicatest makes it possible to track the activity of students. For example, using the telegram bot, you can
track how many students have passed the test out of those enrolled for passing the test, how many are passing
at a given time, and the average score, it allows exporting to csv, xlIs formats, and also provides detailed
information on the scores of each student. Let's see how it looks with the help of Figure 2.

Delicatest Monitor

alghorithms, cratucTka:

[stat 933 .

PK1 MalwnHHoe oByueHue
Bcero cTyaeHTos: 6
Caanu: 6 (100.0%)

Cpeanuii 6ann: 85.33%
Bkcnopr 8 CSV:

3kcnopr 8 excel:
CrUCOK CTYAEHTOB!

Figure 2. An example of using a telegram bot for data analytics on passed tests in Delicatest

What features are more important? There are several anti-fraud mechanisms that are important in preventing
cheating in online quiz systems. However, the most important mechanisms depend on the nature of the quiz
and the level of scrutiny required. For high-stakes exams, measures such as locking down the computer, using
facial recognition technology to verify the identity of the test taker, and live proctoring are critical to ensuring
exam integrity. These measures ensure that students cannot cheat by accessing external resources or
communicating with other students. For low-stakes quizzes, anti-fraud mechanisms such as timed quizzes,
randomization of questions and answers, and verification codes can be effective. These mechanisms make it
more difficult for students to share answers or cheat by looking up answers online. Additionally, tracking
features that monitor and identify unusual activity or behavior can be helpful in detecting cheating. Ultimately,
the most effective anti-fraud mechanisms are those that are tailored to the specific needs and requirements of
the quiz or exam. Educators should carefully evaluate the available options and choose the mechanisms that
best suit their needs. If we talking about Webcam and Microphone monitoring, webcam and microphone
monitoring during an online exam can be a controversial issue. Some people believe that this type of
monitoring is necessary to prevent cheating and ensure exam integrity, while others view it as a violation of
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privacy. In this article, we will explore the pros and cons of webcam and microphone monitoring during online
exams to determine whether it is appropriate [11].

Let's take a look at the pros of webcam and microphone monitoring:

1. Prevents Cheating

Webcam and microphone monitoring can be an effective way to prevent cheating during online exams.
When students know that they are being monitored, they are less likely to cheat, which ensures that the exam
results are more accurate and reflect the student's actual knowledge.

2. Ensures Exam Integrity

Webcam and microphone monitoring can also ensure exam integrity by preventing students from accessing
external resources or communicating with other students during the exam. This ensures that the exam is fair
and that all students have an equal opportunity to demonstrate their knowledge.

3. Deters Potential Cheaters

The presence of webcam and microphone monitoring can act as a deterrent to potential cheaters. When
students know that they are being monitored, they are less likely to cheat, which can help to maintain the
integrity of the exam.

Let's also look at the cons of webcam and microphone monitoring:

1. Violation of Privacy

Webcam and microphone monitoring can be seen as a violation of privacy. Students may feel
uncomfortable knowing that they are being monitored during the exam and may feel that their privacy has
been violated.

2. Technical Issues

Webcam and microphone monitoring can also be challenging from a technical perspective. Students may
have technical difficulties that prevent them from participating in the exam or that disrupt their performance.
This can lead to inaccurate results or unfair treatment of students.

3. Ineffective for Some Forms of Cheating

Webcam and microphone monitoring may not be effective for preventing some forms of cheating, such as
using a second device or communicating with others outside of the monitoring range. In these cases, students
may still be able to cheat despite the monitoring. And of course, the main question is, what mechanism to use?
The type of anti-fraud mechanism that should be implemented will depend on the nature of the exam and the
level of scrutiny required. However, some general anti-fraud mechanisms that could be effective include:
Randomizing questions and answers. This makes it more difficult for students to share answers with each other
or to look up answers online. It ensures that each student has a unique set of questions and answers:

1. Time limits: Setting time limits for exams can prevent students from having enough time to cheat or
look up answers online. This ensures that students demonstrate their knowledge in a more authentic way.

2. Multiple question banks: Providing a variety of question banks with a large number of variations can
make it more difficult for students to share answers with each other or to memorize answers ahead of time.

3. Lockdown browsers: Lockdown browsers can prevent students from accessing external resources or
other programs during the exam, which ensures that they cannot cheat or communicate with other students.

4. Webcam and microphone monitoring: As we discussed in a previous question, webcam and
microphone monitoring can be controversial, but it can be effective in preventing cheating and ensuring exam
integrity.

Ultimately, the anti-fraud mechanism that should be implemented will depend on the specific needs and
requirements of the exam. Educators should evaluate the available options and choose the mechanism or
combination of mechanisms that are best suited for the exam at hand. Additionally, it is important to
communicate the importance of academic integrity and the consequences of cheating to students to help create
a culture of honesty and fairness.

Conclusion

With the growth of information, information and data processing plays an important role in the efficient
operation of departments within the organization and outside it, for example, in educational institutions.
Processing data is time-consuming because there are large and ever-growing volumes of data in any
organization. Accordingly, information systems, in light of advances in computer systems, have been
developed to rationalize specific methods associated with data processing, in particular for collecting, storing,
processing, and analyzing data, as well as for extracting and disseminating information for certain purposes.
However, in addition to the wide range of benefits that information systems provide to organizations, they also
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present some potential risks to the organization. The risks associated with the implementation and development
of information systems are closely related to the development of information and data security. Consequently,
worldwide attention and investment in resources towards standardization and the development of specific
frameworks with which to reduce the associated risks can be increased. There are many online quiz systems
available today, each with their own unique features and anti-fraud mechanisms. It is important for educators
to evaluate these systems based on their specific needs and requirements. While some systems may be better
suited for low-stakes quizzes, others are designed for high-stakes exams. By using these anti-fraud
mechanisms, educators can ensure that students are learning and demonstrating their knowledge in an honest
and fair manner.

In the article we have covered:

1. Methods of statistical data analysis in the context of various statistical operations, such as fraud data;

2. General anti-fraud mechanisms;

3. Anti-fraud features of the popular online quiz systems;

4. Pros and cons of webcam and microphone monitoring.

Within such structures, risks are identified, systematized, analyzed both qualitatively and quantitatively,
and then responded to, which is combined with the development of specific policies to prevent the occurrence
of such risk events. Webcam and microphone monitoring during an online exam can be appropriate, but it is
important to consider the pros and cons carefully. While it can be an effective way to prevent cheating and
ensure exam integrity, it may also be seen as a violation of privacy and may not be effective for preventing all
forms of cheating. Educators should consider these factors when deciding whether or not to use webcam and
microphone monitoring during online exams. Additionally, it is important to communicate with students about
the purpose and importance of webcam and microphone monitoring and to ensure that the monitoring is carried
out in a fair and consistent manner. It can be concluded that the integrity of information plays an important
role in modern society. Every day we are exposed to risks and fraud, so the invention of information and data
protection tools is important today. In conclusion, cheating is a complex problem that has many different
causes. Understanding these causes is critical to finding solutions to this problem. To prevent cheating, it is
important to create a culture of academic integrity that emphasizes the importance of learning and honesty.
This can be done through educational programs, clear policies and consequences for cheating, and support for
students who may be struggling academically. By addressing the root causes of cheating, we can create a more
honest and fair educational system that benefits everyone.
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