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Abstract

The article is devoted to the methodology and new technology of image and face recognition, which are relevant
during the pandemic and distance learning. The methods used to create image recognition technologies and their practical
results are considered in detail. The result of the Face ID algorithm using the face recognition method was shown in a
web application. During the experiment, the advantages and disadvantages of the face recognition method were
determined. The article contains a comparative indicator of facial recognition methods in the following categories: facial
recognition accuracy; face recognition time; the occurrence of a problem in facial recognition. Among the methods of
facial recognition for a web application, the Viola-Jones method showed the best results. The article shows the result of
using the Viola-Jones method for authentication and identification on a real example. The program code of the Viola-
Jones method in the PHP programming language is given.

Keywords: distance learning, methodology, image recognition, identification of a person, Viola-Jones method, PHP,
MySQL.

Axoamna
LI.C. Tymkvuubaesa *, A.5. 3axuposa *
YJLH . T'ymunes amvinoazwl Espasus ynmmuix ynusepcumemi, Acmana x, Kasaxcman
KALIBIKTBIKTAH OKBITY/IA BEWHEHI TAHY 9JIICI BAP BEB-KOCBIMIIAJIAP YIITH IOT
TEXHOJIOTI'USACBIH HAI?II[AJIAHY

MakaJia maHaeMust )KOHE KaIIBIKTBIKTaH OKBITY Ke31H 1€ ©3€KTi O0JIBIN Ta0bIIaThIH OCHHEHI TaHy 9/liCTEMEC MCH JKaHa
TEXHOJIOTUSIChIHA apHaiFaH. KeckiHJi TaHy TEXHOJIOTHSIIAPBIH jKacayJa KOJJAHBUIATHIH OCiHEHI TaHy 9JicTep KoHE
OHBIH, MTPAKTHKAJBIK HOTHIKEIEP] JKaH-)KAKThI KAPACTHIPbLIA bl beliHeHi TaHy o/liciH BeO KOCHIMIIIACHIH/IA Ma/[aaHbIIl
Face ID anropuTMiHiH HOTIDKECI KOpPCETIAL. DKCIEpUMEHT OapbICHIHIA OCHHEH! TaHy OMICIHIH apTHIKIIBUIBIFEI MEH
KEeMIIUTIKTepi aHBIKTaIIp. Makanaga kejeci caHaTTap OOHbIHIIA OCiHEHI TaHy diCTEpPiHiH CaIBICTRIPMANBI KOPCETKIIII
KeNTipiireH: OelHEeHI TaHy IoNIiri; OeHHEHI TaHy YyakbITH; OCHHEHI TaHymarbl MoceleHIH maiima Oomybl. Be0-
KOCBHIMIIIaChIHA OCiHEHI TaHy omicTepiHiH immiHeH Bwoma-J[»KOHC omici JKaKChl HOTIDKE KepceTTi. Makamaga HakKThI
MBbICaJIJIa ayTeHTUHKALHS J)KoHe AeHTH(UKalMs yiuiH Brona-/[>xoHe o/1iciH KoiaHy Ke3iHAeri HOTHKeCi KOpCeTIreH.
Buouna-J[)x0HC oficiHiH porpaMMaisik koasl PHP 6armapiamanay TisiHme KopceTiareH.

Tyiiin ce3mep: KalIBIKTBIKTaH OKBITY, 9/licCHamMa, OciiHeHi Tany, OcitHeHi anbikTay, Brosa-Ixouc omici, PHP, MySQL.

Annomayus
LI.C. Tymkvuubaesa , A.B. 3axuposa *
! Espasuiickuii nayuonansuuiii ynusepcumem um.J1.H. IN'ymunesa, 2. Acmana, Kazaxcman
HNCIOJIb30BAHHUE loT AJIsI BEB-IIPUJIOKEHUM C METOAOM PACITIO3HABAHWUS JIUIL B
JAUCTAHIIMOHHOM OBYYEHUUA

CraTbs MOCBAIICHA METOIOJIOTHH W TEXHOJIOTHH PACIIO3HABAHUS 00PA30B M JIMI, aKTyalbHBIE BO BpeMsI MAaHAESMHUH U
JIMCTaHIIMOHHOTO 00y4eHus. PaccMaTpuBalOTCS METOJbI, MCHOJB3YyEMbIE /IS CO3JIaHMSI TEXHOJIOTWH paclio3HaBaHMS
n300paXeHUH M MX ITIPaKTUYECKHe pe3yibTaThl. Pesynprar pabotsl anroputMma Face ID ¢ ucronbp3oBaHuneM Mmerona
pacIio3HaBaHuUs JIMI] TI0Ka3aH B BeO-NpWIOKEHNHU. B Xoze skcrepuMeHTa ompeaeieHbl NPeMMYIecTBa U HeI0CTaTKN
METOJia PaclOo3HaBaHMs JUL. B craThe CONEp:KUTCS CpaBHUTENbHBIN MOKa3aTeNnb METOMOB PACHO3HABAHUS JHI[ IO
CIIEAYIONIMM KaTEerOpHsIM: TOYHOCTH pPACHO3HABAaHMS JIMI[; BPEMs pacllO3HABaHWS; BO3HUKHOBEHHE IIPOOJIEMBI B
pacniozHaBaauH Jaun. Cpean METOJ0B pacIO3HABAHMS JIUIT AJIS BEO-TIPHUIIOKECHNS HAMTYUIIIHE Pe3yIbTaThl ITOKa3al METO
Buosnsr-JI>xoHca. B cTaThe mokaszaH pe3yibTaT €ro NpUMEHEHHUS IS ayTeHTH(OUKAIIUN ¥ HACHTU(UKAIH HAa PEaJIbHOM
npumepe. [IpuBeaeH nporpammusbIi koa metoaa Buosnbi-/[>xoHca Ha si3b1ke nporpammupoBanus PHP.

KiroueBble c10Ba: TUCTAaHIIMOHHOE 00YYEHUE, METOIOJIOTHS, PACIIO3HaBaHUE H300paKeHNS, HIACHTU(UKAIIHS JINIIA,
meron Buonbr-/xxonca, PHP, MySQL.
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1. Introduction

On March 16, 2020, a state of emergency was declared in the Republic of Kazakhstan. The main purpose
of the state of emergency was to ensure the security of the Kazakh people. In this regard, all educational
institutions in the country have switched to distance learning technology.

This educational platform differs from other educational platforms in that students were provided with
video, theory of all learning materials and self-checking tasks during the approval of the material. In addition,
teachers can use this platform to conduct online conferences.

Within the walls of the university, different platforms were used to establish communication between
students and teachers. For example: ZOOM, Microsoft Teams worked with training platforms.

Distance learning technologies have been used since the advent of computers and the Internet. For example,
a teacher and a student correspond with each other. The teacher sent the assignment by letter. The student
received a letter, completed the task and sent the decision back to the teacher. Later, with the advent of audio
and video technology, users began to make extensive use of distance learning.

Thus, the definition of distance learning technology is as follows: as one of the objects of the system of
continuing education, which realizes the human right to education and access to information, allows to improve
the knowledge and skills of professionals while performing their main functions [1].

In this regard, in the education system: online, offline and webinar training systems began to be used
freely.An online learning system is a form of organization of training through an electronic device that teaches
a teacher at a certain time, at a certain distance, using resources through a global network.

An offline learning system is a form of face-to-face exchange of information between teacher and
student [2]. A webinar is a form of conducting classes and seminars using a global network and using different
learning platforms [3].

2. Problem statement

Teachers working in the education system today have a special role to play. After all, in distance learning,
the use of technologies used in different education systems to draw students' attention to the lesson, to check
the task assigned to each student and monitor their timely completion.

In this regard, pattern recognition is a scientific discipline aimed at which is the identification of objects by
several criteria or classes. The theory of object recognition is a branch of computer science, which is based on
the development of fundamentals and methods for identifying objects, phenomena and signals. The need for
such recognition arises in many areas, starting with machine vision, character recognition, diagnostics in
medicine, speech recognition and ending with narrowly specialized tasks. Despite the fact that some of these
tasks are solved by a person on a subconscious level with great however, to date, no computer programs have
been created that solve them in the same general way in the form of [4].

In this regard, the problem of pattern recognition has become widespread, including in the field of artificial
intelligence and robaotics. The recognition capability is based on the similarity of similar objects. Despite the
fact that all phenomena and objects are not similar to each other, it is always possible to find similarities
between some of them in one way or another. All object recognition methods are divided into two types:
methods based on decision theory and structural methods. The former are based on the calculation using
guantitative quantities, such as length, texture, etc. The latter are focused on images, for descriptions of which
are more suitable for qualitative values, for example relational. Also, learning based on a known sample plays
an important role in object recognition. By image is meant some ordered set of features. An image class is a
collection of objects with the same properties. A classifier or a decisive rule is the rule of attributing an image
to one of the classes based on its feature vector. In practice, three forms of representation of signs are widely
used: feature vector (for quantitative quantities), character string and feature trees (for structural quantities) [5].

Methods based on matching are sets of feature vectors for each class of objects. The new image will be
assigned to the class that will be closest, within a predefined metric. Obviously, the simplest approach is to
find the minimum distance, which is calculated using Euclidean norms between the feature vectors of an
unknown object and the prototype vectors. The conclusion that an object belongs to a certain class occurs at
the smallest of these distances. The minimum distance classifier works well in cases where the distance
between the points of mathematical expectation of classes is large compared to the range of scattering of
objects of each class.

Equally important are pattern recognition methods based on probabilistic classifiers, due to the randomness
that affects the generation classes of images. Therefore, it is necessary to develop such an optimal approach,
when using which there will be the least probability of errors. It is very difficult to answer unequivocally what
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the optimal method describing computer vision looks like. However, it is possible to divide all existing
methods into three stages: primary processing and filtering, logical evaluation of filtering results and decision-
making algorithms [6]. As a rule, it is necessary to apply all these steps to recognize objects in an image, but
two or even one may be enough.

The filtering group includes methods that allow you to determine the objects of interest in the image,
without preliminary analysis. The bulk of such methods use a single operation to all points of the image at the
same time. At this level, the analysis is usually not carried out to all points of the image at the same time.

e are introducing FacelD technology to the educational portal to check that the teacher is doing his own
homework, practical tasks during distance learning. We present experimental works of this technology used in
distance learning. First of all, let's understand the concept of image recognition technology.

Image recognition appeared much earlier than modern computer systems and technologies as a method of
decision-making based on the results of observation of objects and processes in the environment. The first
methods of recognition were developed for electronic analog systems and considered in the framework of
signal processing theory.

In the process of development of computer technology and information technology, this subject, like the
concept of video itself, has undergone significant changes and is developing rapidly.

Nowadays, it is difficult to define classes of tasks related to image recognition and to provide a definition
in this area.

An object is a description of an object or process that allows it to be separated from the environment and
grouped into other objects or processes to make the necessary decisions [7]. Classes are the objects we need
or divide into sets.

Any image recognition algorithm should be represented as an abstract functional system R, which consists
of three components:R={A,S,P},

this,

A={A}, k=1,..., K-class alphabet - a set of categories, division of images
S={S;j}, j=1...., n - descriptive dictionary - a set of properties that characterize the image
P={P;}, 1=1,..., L is a set of rules for choosing a solution [8].

The solution of facial recognition tasks is relevant both in the field of intelligent environments, as well as
in security systems. For example, Tsinghua University in Beijing has developed an image recognition system
for security in public places [8]. The Japanese division of Omron has developed an image recognition system
for mobile phones [9]. Riya, a company of image recognition scientists at Stanford University, has developed
an open-ended testing Web service for searching facial images in digital photo albums [10-14].

Today, image recognition technology is a convenient and practical function of password-free identification.
Technology itself belongs to the field of application of the theory of image recognition, which appeared much
earlier than modern computer systems. Image recognition is an integral part of brain function. Therefore, the
problems of recognition in the spectrum of computer disciplines are associated with the problems of artificial
intelligence.

The algorithm of image recognition technology consists of two stages: identification (who is this person?)
And verification (is this the person he said?). The sequence of actions is usually as follows:

1. Face detection- Distinguishes a person's face from a picture

2. Facial features detection- Anthropometric points are determined. The system finds points that determine
the individual characteristics of the person. The algorithm for calculating the characteristics is different for
each system and is the main secret of the developers. Previously, the main reference point for algorithms was
the eye, but algorithms have evolved to take into account at least 68 points on the face (located along the
contour of the face, determine the location and shape of the jaw, eyes, nose and mouth, the distance between
them).

3. Face normalization- To get a clear frontal image, additional image modifications are performed
(removal of head curvature, facial color correction, etc.).

4. Feature extraction and descriptor computation- Descriptor is calculated - a set of characteristics that
characterize a person, regardless of external factors (age, hair style, makeup). Special local symbols are
analyzed and described, for example, the structure of certain areas on the page. Comparing different descriptors
allows you to assess the relevance of two received page images to one person.
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5. Verification- The resulting page vector (digital model) is compared with the pages in the database.

Image recognition has several advantages over other methods of identification:

1. No special and expensive equipment is required;

2. No physical contact with the equipment is required. In most cases, you have to stand in front of the
camera for a while and wait for the system to work.

Disadvantages of this system:

1. The system does not provide 100% reliability. When high reliability is required, a combination of several
biometric methods is used;

2. In addition, the system can send errors due to a number of other factors: signs of aging, facial
expressions, lighting and viewing angle. As the size of the page image database increases, so does the
proportion of errors.

In this work, we used the results of the Viola-Jones method to recognize the image of a person.

3. Calculation experiment

Main part. Image recognition is one of the most popular trends in cybernetics today. Today, video
recognition technology is used in various fields: information security, mobile applications, websites,
marketing, etc. Today there are different methods of this technology. This article describes the advantages and
disadvantages of the methods used to recognize this image, as well as the results of the method used as an
experiment. The main idea of using the Internet of Things in an automated web application is to create a smart
system that recognizes the user by biometric data and connects sensors to the system to verify the data.

According to American sources, they record the following statistics that in 2020, more than 50 billion
devices will be connected through loT technology [10].

From American sources, today we see that video recognition is developing rapidly. Before starting the
experiment, let's first determine the general method of image recognition (Figure 1).

video or

tmage Face detection 1 Face layout, size |
Survelllance J L | Face correction )7

Face detection

Determine the features

of the face
Drtermine the features 1| =| Identafication of facial
of the face | l features

Database of registered
USETS

Face 1D

Figure 1. General method of image recognition

Determines the size and layout of the first page, as shown in the figure. Then defines the features of the page. At the
last stage, the image of the person is compared with the database, and this face is given a personal identification number.

There are two popular ways to recognize a person's face:

* Highly efficient neural network;

* Viola-Jones method [11].

Describe the integration of video recognition component into the educational platform

We found that there are two popular methods of image recognition. We used the Viola-Jones method as an experiment
on the educational platform.

Viola-Jones method

This method is used to search for the video in real time and is less likely to provide false information. In this algorithm,
the Haar symbol (search for the desired object) and AdaBoost work [12]. The advantage of this method is that it recognizes
the image of the user at an angle of up to 30 degrees, if it is greater than 30 degrees, the effectiveness of this method can
be zero. Therefore, this method is the most effective for recognizing the user's image.

Let's analyze the main methods of the Viola-Jones algorithm. Thus, the definition of a person's face in a digital image
works as follows: There is an image that contains the objects that the user is looking for. It is represented by a two-
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dimensional matrix of piskels w * h, where; if the information is from 0 to 255, then the image is a black-and-white image;
If the information is from 0 to 2553, then the image is a color image (components R, G, B).

We used the Viola-Jones method to enable biometric video access on the education platform. We introduced this
feature when registering on the user's site. We used PhP to create an educational platform. The following figure shows
the main page of the educational platform (Figure 2).

oo am++@on

+
+
+

Hom om

Figure 2. The structure of the educational platform

We will look at an algorithm for adding a biometric method (FacelD) as part of 10T technology to an
educational platform for these students and show you how to add it to a database.

To add this function to the database, you need to write the following algorithm. This feature must be
integrated with the user table, as the user is allowed to continue working on the site via FacelD when he logs
in again.

UPDATE wp_option SET option_value =replace (option_value, ‘newurl.com’) WHERE option_name=
“home” OR
Option_name= ‘siterl’; UPDATE wp_posters SEL quid=replace(quid, “olderl.com”, “newurl.com”);

FERNNTS

UPDATE wp_posters SET post_content=replace (post_content, “olderl.com”, “newurl.com”);

»

UPDATE wp_postermeta SET meta_value=replace (meta_value, “olderl.com”, “newurl.com”)

The variables "olderl.com” and "newurl.com™ in this function are the main variables that link the table of
users in the database. When a user of one variable is registered, the computer camera stores the data when it
takes a picture, and the second variable compares it with the first variable when the user enters the site. Gives
identification if the pictures match.

As a result of the experiment, the algorithm must determine the user's image and facial features and mark
them - the search is carried out in the active area of the image with rectangular symbols, which describes the
image found and its features:

rectangle = {x, y, w, h, a}

Where X, y are the coordinates of the i-th center of the rectangle, w is the width, h is the height, and a is the
angle of the rectangle.

Let's see how this function works in the education portal. Once the user has entered their full details, the
FaselD window will appear (Figure 3).
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SMEDUFACE e —

Figure 3. Registration page for the educational platform

When you click the Take photo button, the camera automatically takes a picture of the user and sends the
information to the database. When a user logs in to a site, he compares the next picture to the first one he took.
It is shown in the following figure. Once authenticated, it allows you to log in to the site with
authentication (Figure 4).

&) SMEDUFACE @) SMEDUFACE
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WM napans.

Figure 4. FacelD check box

Currently, 26 users are registered on the site as an experiment. The list of registered users is shown on the
following picture (Ommo6ka! UcTounuk cchliikn He Haiinen.5), and each registered user has an ID number.
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Figure 5. Database of users
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4. The result of the experiment

MySQL was written in the PhP programming language to recognize the image of the person in the picture
in real time and to collect information about registered users.

The main purpose of the experiment is to compare the image of users with the information provided and to
allow further work on the educational site. The experiment was based on data from 26 key users registered on
the educational portal (Figure 5). There are 98 images of different people in the database, Each with 3 or 4
pictures. During the creation of the database, the size of the image and the conditions of capture were the same.
The image is saved in JPEG format for 24 bits. The database contains images of men and women.

When the user visits the educational site, the verification method is performed (Figure 4). The program
currently compares the user's image with the data stored in the database and displays the result. Check speed
7-14 frames / sec.

To verify the data of these algorithms, US scientists have developed a program FERET. U.S. scientists have
tested the above algorithm and other methods.

This experiment can identify two main shortcomings in the recognition of the user's face:

- Lighting;

- The position of the user's face in space;

- Depending on the quality of the camera, the user may not recognize it;

- It may take a long time to recognize the user.

The use of this image recognition technology in distance learning has facilitated the work of the teacher.
For example, during distance learning, the question arises as to whether the students completed the task
themselves or copied the task from someone else. To avoid this shortcoming, we share the results of FacelD
technology. With the help of this technology, the teacher makes sure that the student is responsible for the task
itself and the tasks to consolidate knowledge. After all, when accessing the educational portal, the student can
access only through image recognition technology. Another user cannot access his account.

5. Conclusion

Thus, the results of the experiment:

1. A new algorithm for testing current video and written in PHP by the Viola-Jones method has been
proposed. In using this method, we used other methods of image recognition. The comparative table shows the
results of the methods (Table 1).

Table 1. Comparative data

The accuracy of the The time recognition The emergence of the
Method L problem in the face
face recognition of persons S
recognition
Viola-Jones >90% ++ +
High-performance neural network >90% + +
Flexible graph comparison ~90% + ++

As a result of this table, Viola-Jones showed good results in the experiment.

1. A user image recognition site has been created for the educational portal in the PHP programming
language and connected to the MySql database.

2. The developed algorithm was tested as an experiment and showed high results.

3. Facilitated the work of teachers in the distance learning of image recognition technology.

Thus, concluding the article, the proposed technology (video recognition) facilitates the work of teachers
in the distance learning, during a pandemic. When asked how to make it easier, the teacher does not take the
time to check the students and is sure that the student has answered the given control tasks and test questions.
We believe that a video or face recognition system is a good solution for a system of teaching and testing for
remote identification of students. When using the educational portal, users can access course materials, test
and exam tasks, which previously could use the educational portal with a standard system login and password.
If you implement this technology in the educational portal, the system will allow the user to access the
educational portal only. According to teachers, about 5% of students tried to use third parties during the exam,
but the system (image recognition technology) prevented all intentional actions.

287




BECTHHUK KaszHIIY um. Abas, cepus « Quzuxo-mamemamuyeckue naykuy, Nel(81), 2023 2.

References:

1  Akhmetova G.K., Karaev Z.A., Muhambetzhanova S.T. “Methodology for the organization of teacher
qualification improvement in the case of introducing an electronic learning system to educational organizations "//
Almaty: JSC "UBAO "Orleu", 2013. — P.30

2 Halykova K.Z., Abdulkarimova G.A. “Pedagogical informatics. Informatization of education” - Almaty, 2007.
P. 273.

3 Collection of scientific articles of the IV International Forum of Information Education in Kazakhstan and the
CIS countries - P.18-19, P. 38-3, P. 118-119, P. 460-461.

4 Rosy A., Sujitha J. An Enhanced Intelligent Attendance Management System for Smart Campus// Proceedings -
6th International Conference on Computing Methodologies and Communication, ICCMC 2022. —PP. 1587-1591.
DOI:10.1109/1CCMC53470.2022.9753810.

5 DreminI. M., Ivanov O.V., Nechitailo V.A. Wavelets and their use //Successes of physical sciences.-2001.—Vol.
171. no. 5. P. 465-501.

6  Shapiro L., Stockman D. Computer vision //M.: Binom. Laboratory of knowledge.- 2006.—Vol. 752

7  Chaban L.N. “Theory and algorithm of image recognition ”- Tutorial. Moscow, Russia, 2004. — P.48-49. P.
50-60.

8  Srisujjalertwaja D. P. A., “Elective course recommendation model for higher education program”
Songklanakarin J. Sci. Technol, no. 40 (6), 2018. —P. 1232-1239. DOI:10.14456/sjst-psu.2018.151.
https://doi.nrct.go.th//ListDoi/listDetail?Resolve DOI=10.14456/sjst-psu.2018.151

9 Sankhe V., Shah J., Paranjape T., and Shankarmani R., “Skill based course recommendation system,” in 2020
IEEE International Conference on Computing, Power and Communication Technologies (GUCON), 2020. DOI:
10.1109/GUCON48875.2020.9231074. https://ieeexplore.ieee.org/document/9231074

10 ChangP.-C., Lin C.-H., and Chen M.-H., A hybrid course recom mendation system by integrating collaborative
filtering and artificial immune systems, Algorithms, A9, no. 3, P.47, 2016. DOI:10.3390/a9030047.

11  Zemsov A. “Face recognition algorithms”. Moscow, Russia, 2011. —P. 50-51.

12 Method Viola-Jones// Information portal "Khabarkhabr".- Available at: https://habrahabr.ru/post/133826/
(Accessed:14.08.2021).

13 Rokatansky M. “Ada Bots algorithm”. Available at: https://habr.com/ru/company/otus/blog/503888/ (Accessed:
18.09.2021).

14 Gonzalez R., Woods R., Eddins S. Digital image processing in MATLAB //Moscow: Technosphere.- 2006.—Vol.
616.—P. 6.

288



javascript:void(0)
javascript:void(0)
https://doi.nrct.go.th/ListDoi/listDetail?Resolve_DOI=10.14456/sjst-psu.2018.151
https://ieeexplore.ieee.org/document/9231074
https://habr.com/ru/users/MaxRokatansky/
https://habr.com/ru/company/otus/blog/503888/

