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Abstract

One of the most used technologies in computer and network security is Security Information and Event Management
(SIEM) systems. A SIEM system is a tool that collects logs of all software and hardware connected to the network, detects
security violations using these logs, and generates alarm notifications. The SIEM system generates several alerts during
operation. It is an essential problem because of the abundance and the correctness of these alerts generated. In this paper,
we implement the Artificial Immune System (AIS) algorithm to generate more stable alerts and to increase the verification
rates of the alerts produced by SIEM systems. The results show that the adaptation of the AIS algorithm to SIEM systems
is successful. When we apply the SIEM systems powered by AlS, then we had got more successful result than the
traditional SIEM systems.

Keywords: Security information and event management (SIEM) systems, Information security, Cyber security,
Acrtificial immune systems, Intrusion detection systems.

Annomayus
PEAJIMBALIUS AJITOPUTMA UCKYCCTBEHHxOM UMMYHHOM CUCTEMBI J1JI51
NH®OPMALMOHHBIX CUCTEM BE3OINIACHOCTMU U YIIPABJIEHUS COBBITUSIMU
10. Yenux?, O. Qunoux?, 10. Anaoxca®, b. Acanoea?, C. Illapmyxanbem?
Kapabyxckuii ynusepcumem, 2. Kapabyk, Typyus
2Amwipayckuii ynusepcumem um. X, Jocmyxameoosa, 2. Amvipay,Kazaxcman
Yuusepcumem Xumum, e. Yopym, Typyus

OnHolt m3 Hambosee YacTO MCHOJIB3YEMBIX TEXHOJOTHH B 00NAacTH KOMIIBIOTEPHOW M CETeBOH 0e30macHOCTH
SIBIITIOTCSL CHCTEMBI yrpaBiieHuss mHpopMmarnmeid o OezomacHoctH u coObitmsiMu (SIEM). Cuctrema SIEM — 3t0
HHCTPYMEHT, KOTOPBIA COOMpAeT >KypHaJIbl BCETO MIPOTPAMMHOTO U aIlllIapaTHOTO 00eceueHHs, MOJKIIOUEHHOTO K CeTH,
0OHapy)XMBaeT HapyIIeHUs Oe30MacHOCTH C IMOMOIIBI0 ITHX JKYpPHAJIOB M TEHEPUPYET TPEBOXKHBIE YBEIOMIICHHS.
Cucrtema SIEM reHepupyeT HECKOJIBKO IIPEAYNPEKICHUN BO BpeMs paboThl. DTO CyIIeCTBEHHAs MpodieMa 13-3a O0MINs
U KOPPEKTHOCTH T€HEPUPYEMBIX NIpeAyNpexIeHUi. B 3Toi cTatbe Mbl peain3yeM aJIrOPUTM UCKYCCTBEHHONH UMMYHHOM
cucteMsl (AIS) mns reHeparuu Gojee CTaOMIBHBIX ONOBEUICHWH M TOBBIIICHHS CKOPOCTH IPOBEPKH OIMOBEUICHHUH,
reHepupyemsix cucremamu SIEM. Pe3ynbTaTsl moka3beIBaroT, uto aganrtaius anropurMa AIS k SIEM -cuctemam nponuia
ycrnemHo. Korma mel mpumenmnu cuctemsl SIEM Ha 6aze AIS, mMbl momy4ymnu Oornee yCHEUTHBIH pe3yibTaT, deM
TpaauLroHHbIE cucTeMbl SIEM.

KiroueBble cioBa: cucTeMBl 0e30MacHOCTH WHpopManuu U yrnpasieHus coowitusivu (SIEM), uadopmanmonHas
6e30rmacHOCTh, KnOepOe30macHoCTh, McKkyccTBeHHBIE IMMYHHBIE CHCTEMBI, CHCTEMBbI OOHAPYKEHHUS BTOP)KECHHH.

Anoamna
AKITAPATTBIK KAYITICI3JIIK )KOHE OKUFAJIAPIbI BACKAPY KYWEJIEPI YIIITH )KACAHJIbI
UMMYH/IBIK ’KYHUE AJITOPUTMIH EHT'I3Y
FO. Yenur®, O. @unoux?, 10. Anaoxca®, 5. Acanosa?, C. Hlapmyxanbem?
Kapabyk ynusepcumemi, Kapabiox ., Typxus
2X Jlocmyxame0oe amuinoazel Amuipay yHueepcumemi, Amwipay ., Kazaxcman
SXumum ynueepcumemi, Yopym ., Typxus

KomnbroTepitik sxoHe )KEIUTIK KayilCi3iK calachbIHIAFb €H KOIl KOJIIAHBUIATHIH TEXHOJIOTHSIIAPIBIH Oipi-Kayilci3aik
XKoHe oKuraap/bl 6ackapy xyienepi (SIEM). SIEM »xyiieci-Oyi1 xetire KocbUraH 0apiiblk OarjapiiamMariblK Kacakrama
MEH aNnapaTThlK KYpajJapAblH >XKypHaJJapblH >XKMHAWTBIH, OCHl JKypHANJap apKbUIBl KayilCI3HIKTIH Oy3BbUTYBIH
AHBIKTaHTHIH JKoHE J1a0bIT XabapiiaManapblH XKacaiTeIH Kypail. Siem xyHeci >KyMbIC Ke3iH/e OipHelIe ecKepTy KacaiIbl.
Byn xacanraH eckepTyJepaiH KONTIrh MEeH AYPHICTHIFbIHA OaiIaHBICTBI MaHBI3ABI Mocene. byn Makanana 6i3 TypakThl
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eckepryiep skacay xaoHe SIEM skyienepi jkacaraH eCKepTYJEpIi TEKCEPY JKbIIIAMIBIFBIH apTThIPY VILUIH KacaHJIbl
UMMYHIBIK Ky#e (AIS) amroputmin enrizemis. Hotwxkenep AIS anropurmin SIEM xyitenepine OeitiMaey corTi
OonrranbIH kepcereni. AIS apkpuisl sxymebic icreiitin SIEM sxyienepin konpanranna, 6i3 goctypii SIEM xyitenepine
KaparaH/ia TaObICTBl HOTHKETE KOJI )KETKI3IK.

Tyiiin ce3mep: aknmapaTThIK Kayilci3mik jkoHe OKuranapisl Oackapy xyienepi (SIEM), aknapaTThIK Kayinci3mik,
KubOepKayiInci3ik, )kacanabl IMMYHIIBIK )KYHenep, HHTPY3UsHBI aHBIKTay JKyHenepi.

Introduction

Network infrastructures consist of many devices and software tools such as computers, clients, servers, etc.
All machines and software in the network produce logs every day. Due to a large amount of log data, it isn't
easy to filter the data that can be helpful to take from network traffic. Network movements need to be reported
to analyze incoming and outgoing traffic data and obtain meaningful results for the network.

Identifying the events occurring in information security or network security and taking precautions against
them can be provided using these reports and log analysis [1]. If attacks on the network can not be detected
correctly, then the security of all components connected to the network is compromised. Since the network is
a multi-user system and many connected systems, it is challenging to ensure network security. Log records of
all users and system activity must be collected to ensure information security [2]. One of the goals of log
management is collecting log records automatically from systems, databases, and users. One of the information
security systems developed especially for analyzing logs is a SIEM system.

A SIEM system can become an automated and self-adaptive system using artificial intelligence techniques.
A traditional SIEM system has difficulty with newly encountered and multi-step attacks by combining data
from many heterogeneous systems. To overcome these difficulties, a self-adaptive and automatic SIEM system
is introduced using genetic programming and deploying artificial neural networks [3].

SIEM systems have two classic tasks. The first is to collect log data from software and hardware such as
network servers, routers, firewalls, and intrusion detection systems (IDS). Another task is to listen to the
network traffic in real-time and apply a series of correlation rules to detect suspicious events and analyze the
encrypted network. Since the whole network is complex and large, SIEM log records should be collected in a
specific location [4]

In large-scale networks with a large number of security incidents, SIEM systems face problems such as the
normalization of data, reducing the number of false positives, and the length of data analysis. Effective data
processing plays a vital role in eliminating these problems [5].

A cyber Kill chain model was first developed by Lockheed Martin and is known as the Lockheed Martin
Kill-Chain model, which is currently used by the National Institute of Standards and Technology (NIST) as a
component of the cyber security framework. The Kill-Chain model was used in SIEM systems to generate
fewer false positive and false negative alerts [4]. Supervisory Control and Data Acquisition (SCADA) systems
are integrated with SIEM systems to be more reliable [4].

One of the methods developed against cyber-attacks is the Artificial Immune System, and it is used to detect
abnormal activities in the network for intrusion detection [6].

Artificial Immune System (AIS) has attractive features such as self-configuration, self-learning, and self-
adaptation. Thanks to these features, AlS is generally used when anomalies are identified as non-self. Thus, a
proactive system is developed to identify and prevent new and unseen anomalies [7].

A self-adaptive SIEM system is improved by deploying artificial neural networks. It is possible to identify
the attacks in the existing system by generating the rules and correlations using Artificial Neural Networks
(ANN) [4].

Denial of service attacks (DoS) is constantly growing and threatening. Due to their sophistication, ease of
application, and improvements in hiding fingerprints, they have recently been the most common types of
attacks. When dealing with DoS flooding attacks, the AIS approach has yielded successful results in reducing
such attacks [8]. In this approach, various agents are distributed to the devices and software in the network.
These agents can identify threats and perform behaviors similar to the biological defense mechanisms of human
beings, such as creating quarantine areas and constructing immune memory.

To ensure the security of computers and networks, keep unauthorized users away from the system, or
prevent them from logging into the system and capturing information, first, unique authentication and access
are provided to users. Such phases form the lowest level of security [9].

The necessary signatures should be well defined, and the size of the large-scale signature databases should
be adjusted by this method. There is a high probability of false alarms in a signature database that is not well-
sized [10]. If the signature database is more minor than necessary, it is ineffective in detecting attacks and
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negatively affects security. A profile of events is created to monitor user behaviors using an anomaly intrusion
detection method [10].

The remainder of the paper is organized as follows. A review of SIEM systems is given in Section 2. The
design of the dataset for cyberattacks on SIEM systems and the use of SIEM together with AIS are introduced
in Section 3. In Section 4, the experimental test results obtained from the proposed SIEM and AIS methods
are presented, and finally, some concluding remarks are given in Section 5.

1. Security information and event management system (SIEM)

SIEM systems are software tools that provide the log records produced by all network software and
hardware resources to be collected and reported on a central system [11]. A SIEM system contains and stores
logs. If the identical records are generated repeatedly, then SIEM will show them as a single event. It is a tool
that makes the collected logs readable and categorizes them, manages the events created by generating reports
and alarms, and establishes relationships between many events [4].

There are three main challenges in conventional SIEM systems.

1. The existing SIEM systems are highly dependent on the configuration of multiple sensors (agents)
deployed over the network. Numerous techniques have been proposed to combine data derived from different
sources to help identify attacks.

2. Existing correlation engines require collecting relevant warnings of operators and making a minor
effort to choose the most appropriate precaution.

3. SIEM systems attach great importance to the use of automated procedures for real-time analysis of
security events. SIEM systems are equipped with autonomous up-to-date information on attacks that prevent
further damage to zero-day attacks by self-learning and adaptation to the event association.

Classical management flaws still persist; for example, bringing together many security events reported from
multiple heterogeneous systems poses exciting challenges in adapting to new and multi-step attacks.

Methods such as ANN and Genetic Programming have been used to minimize the disadvantages of SIEM
systems. ANNs classify all events collected by a SIEM system. The ANN is trained to categorize the attack
scenarios whose events are dynamically defined and controlled by the information examined. More precisely,
an ANN creates patterns containing the type and number of events to represent a particular multi-step attack.
It generates efficient correlation rules by introducing Genetic Programming (GP) into the SIEM correlation
engine. It also provides a correlation infrastructure to learn and develop correlation rules for different multi-
step attacks automatically. Therefore, it associates events with a specific attack context and makes the response
of the event more efficient [12].

A standard SIEM solution must have the components given in Figure 1 to manage and analyze security
events at a single place and to follow the incident response processes, if necessary.

< LoG PARSING & RULES & ALERTS &
OURCE ‘—> COLLECTION '_> FORMATTING CORRELATION ALARMS

!

STORAGE

) MONITORING &
REPORTING

Figure 1. Six basic steps of a SIEM system

1.1 Log Collection Aggregation

SIEM systems collect logs from many different devices connected to the network. Depending on the
variability of the systems, before the log collection process is performed the records created by that system in
their structure differ [13].

Processing log files collected from software, hardware, and application resources of each system has
significant problems [12]. These problems can be listed as follows:
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1. The log records being high both in number and size,

2. The recording patterns are different from each other since the logs of each source are collected in its
log format,

3. The content of the logs is very different from each other since various events come together to form
records.

All devices and resources that are actively connected to the network collect their log records in their format,
which allows the patterns of the log records to be designed differently. Due to this difference, it isn't easy to
read and analyze the logs. The main reason for the difference in these patterns is that the application areas are
not considered quite broad, readability is not prioritized, this process is left to the discretion of the application
developers, and most importantly, there is no specific standard. No organization has set a standard regarding
this issue, and its deficiency continues. SIEM systems define these events by combining these patterns within
specific rules [14].

1.2 Normalization

Normalization correlates by enabling the data to be converted to another format to reveal appropriate
information from the log files without disturbing the integrity of the data. Filtering should be applied to log
data with specific criteria to reduce massive data. By using this process, unnecessary parts of massive data are
removed. The data can be saved in databases so that it may be organized logically. Thus, efficiency will be
achieved in terms of time and performance [15].

1.3 Correlation

It is establishing a relationship between logs independent of each other and taking action as a result. In
other words, designing of reports from records collected via device or raising alarms from the rules created is
called correlation [16]

Correlation is the process of checking millions of data collected every day and storing them in a single
directory before reporting. This helps to reduce huge data and creates easy to read by the system administrator.
Complex alarms are reported by the correlation system [17].

1.4 Prioritization

Prioritization is the classification process according to critical values if the system is under any attack and
this attack is successfully performed. A priority value between 0 and 5 is determined according to the
magnitude of the attack [18]. For example, scanning to find vulnerabilities in a network or server port is more
important than scanning a printer's port. Administrators can change these priorities in the normalization tables
for each event.

1.5 Alarm, Report

These are services for collecting information (logs) of the events that occurred and recorded in the systems
and for the analysis and reports of the operations made in the systems. It is the process of creating reports for
analysis of all successful and unsuccessful event information or logs in systems having SIEM systems [17]. It
is the process of determining that the systems have been attacked by creating alarms and reports and analyzing
these attacks in order not to have such attacks again. In contrast, reporting of the log records, graphs, and past
analysis is performed. If a problem occurs within certain criteria, an alarm is generated, and the responsible
system administrators are warned.

1.6 Post-event Analysis (Incident Response)

A log containing an attack vector or a risky situation caused by multiple threats is called an incident [17].
For example, the reverse TCP connection attempt from the machine where SQL Injection experiment was
performed and adding users to that machine can be given as an example. After the event, archiving the logs to
analyze logs is called Post-event Analysis (Incident Response).

2. Design of siem dataset

In 1998, DARPA created datasets for intrusion detection. KDD'99 dataset was created in 1999 by adding
new ones to these datasets and changing some of the data in the datasets (KDD'99, http://kdd.ics.uci.edu/,
Tarih yok). KDD'99 dataset, which has become standard, is still up to date for academic studies (DARPA).
This dataset consists of 41 features. Among them, 32 features are continuous variables, and nine are discrete
variables (KDD'99, http://kdd.ics.uci.edu/databases/kddcup99/task.html, Tarih yok). We used the KDD'99
dataset to test the method's success proposed in this study [20].

Training Dataset

The training data consists of 65536 data taken randomly from KDD'99, of which 10% can be used. These
data determine the population of AlS, that is, the antibody. These training data are mutated with the Clonal
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Selection Algorithm, and the population of antibodies is created with mutated data. Antibody data shows the
number of data in four types of attacks. Log records consist of DoS, U2R, R2L, Probe attacks, and non-attack
log data. Since there is no log data when there is no attack, there are normal type values. Thus, by looking at
these values, false positive and false negative numbers can be determined.

Table 1 Antibody populations

Attack Type  Attack Name Nr of data Subtotal of Attacks All Attacks Total of dataset
Land 16
Neptune 29086
DoS Pod 20 42681
Smurf 13459
Teardrop 100
Buffer-overflow 2
U2R Loadmodule 1 4
Perl 1
44098
Imap 11 65536
ROL Multihop 1 34
Warezmaster 20
Phf 2
Ipsweep 102
Probe Nmap o1 1379
Portsweep 238
Satan 038
Normal Normal 21438 21438 21438

As seen in Table 1, 10% of KDD log data contains 65536 attack data in total. Among the total log data,
most of which is DoS attack data. Although there are four different types of attacks, the number of antibodies
varies with the scarcity and distribution of other data.

Test Datasets

It is possible to test multiple antigen populations with the antibody population obtained from KDD'99. In
Table 1, three sets of antigens were created by selecting random values from the antibody population of the
data. In this way, it is aimed that the antibodies differentiate against different antigens and try to identify
these antigens.

Preprocessing

The preprocessing has to be performed since KDD'99 data are in txt format, and these data must be used
in AIS. These preprocess are digitization and normalization. A sample of KDD'99 data is shown in Figure 2.
All data have 42 features in total and are converted into 42 columns. The data converted into columns are
given in Table 2.

0,udp,private,SF,105,146,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,252,0.99,0.01,
0.00,0.00,0.00,0.00,0.00,0.00,snmpgetattack.

1,tcp,smtp,SF,3170,329,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,1,2,0.00,0.00,0.00,0.00,1.00,0.00,1.00,54,39,0.72,0.11,0.02
,0.00,0.02,0.00,0.09,0.13,normal.

0,tcp,http,SF,297,13787,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,177,255,1.00,0.00,0.
01,0.01,0.00,0.00,0.00,0.00,normal.

Figure 2. Sample KDD 99 data
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Table 2. Data parsed to columns

0|udp |private |SF 105 |146 |.. 0.00 [0.00 |0.00 [0.00 | snmpgetattack.
litcp |smtp |SF 3170 |329 |.. 0.02 |0.00 |0.09 |0.13 normal.
Oltcp | http SF 297 13787 ... 0.00 |0.00 |0.00 |0.00 normal.
O|tcp |http SF 291 3542 | .. 0.00 [0.00 |0.00 |0.00 normal.

Data converted into columns must be transformed into numerical data used in AIS. Due to the size of the
data, the data were digitized with the preprocessing phase. In the digitization process, the digitization of the
protocol names were carried out as TCP =0, UDP =1 and ICMP = 2. Flag names, attack names, and service
names are shown in Table 3, Table 4, and Table 5, respectively.

Table 3. Digitization of flag names

Flag S0 s1 2 3 SF | SH | OTH | REJ | RSTO | RSTOSO | RSTR
Numerical 0 1 2 3 4 5 6 7 8 9 10
Value

Table 4. Digitization of attack names

Nr Attack Names

1 ipsweep, nmap, portsweep, spy, warezclient, saint, mscan,

2 back, buffer_overflow, land, neptune, pod, satan, smurf, teardrop, warezmaster, apache2, udpstorm,
mailbomb, processtable

3 loadmodule, perl, rootkit, ps, xterm, sglattack

4 ftp_write, guess_passwd, imap, multihop, phf, named, sendmail, snmpgetattack, xsnoop, httptunnel,
snmpguess, worm

Table 2. Digitization of service names

Service Nr |Service Nr |Service Nr |Service Nr [Service Nr
http 0 |exec 33 |ftp data 13 [csnet ns 46 |daytime 26
smtp 1 [printer 34 |rje 14 |pop 2 47 |ctf 27
finger 2 |efs 35 |time 15 [sunrpc 48 |nntp 28
domain u |3 [courier 36 |mtp 16 [uucp path 49 |shell 29
auth 4 luucp 37 |link 17 [netbios ns 50 [IRC 30
telnet 5 |klogin 38 |remote job |18 |netbios ssn 51 [nnsp 31
ftp 6 |kshell 39 |gopher 19 |netbios dgm [52 |[http 443 32
eco i 7 |echo 40 |ssh 20 |sgl net 53 furh i 59
ntp u 8 |discard 41 |name 21 |vmnet 54 [X11 60
ecr i 9 |[systat 42 [whois 22 |bgp 55 |urp i 61
other 10 |supdup 43 [domain 23 [Z39 50 56 |pm dump |62
private 11 [iso tsap 44 |login 24 |ldap 57 |tftp u 63
pop 3 12 [hostnames |45 [imap4 25 |netstat 58 [tim i 64

red i 65

The Use of the Clonal Selection Algorithm

When creatures are exposed to an antigen, this antigen is responded by producing antibodies through B
lymphocytes in the bone marrow. As shown in Figure 3, antibodies are on the surface of the B cell and bind
into incoming antigens to recognize them. A uniform antibody against each antigen is produced by the B cell.
If any antibody recognizes an antigen, then B cells divide and reproduce with the help of the T cells and then
grow. This reproduction occurs by cloning a single cell or cluster of cells.

Burnet first introduced the clonal selection theory in 1976 [19]. This theory consists of three basic features,
as shown in Figure 3. First, the most suitable antibody is selected among n antibodies. The antibody is
proliferated and divided into a set of subpopulation groups. The proliferating antibodies to detect different
antigens differ.
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Figure 3. Clonal selection principle

The learning mechanism in the immune system also has an important place. Clonal selection algorithm
(CSA) designed to perform machine learning and pattern recognition tasks, where an explicit antigen
population represents a set of input patterns at the beginning of 2000 [19]. As shown in Figure 4, the antibody
population is first created. The training data that has been preprocessed are read, and an antibody population
is created. Then the threshold value that controls the specificity level of the antibodies is determined.
Antibodies in the population are cloned to produce new antibodies. Antibodies whose fitness values are lower
than the threshold are eliminated. Otherwise, they are added to the population. The test data after the
preprocessing are read, and an alarm is generated by comparing the test data with the antibody. The pseudocode
of the algorithm is given in Figure 5.

® (b —>[ s

(7)

(6)

e,
) 4)

Figure 4. The flowchart of the clonal selection algorithm [1]

Input: Ab Ag: iternd.L:

Output:Abm

for t=1 to iter

for =1 to M,

f: =coding(Ab):
Abn: =selection(Ab.fn):
C: =cloning(Abn:f):
C: = hypermutation(C.f);
f: =coding(C):
Abn: = selection(C;fin):
Ab: = add(Ab.Abn);
Abd: = produce(d.L):
Ab: = crossover(Ab:Abd:f))

end

end

Figure 5. The pseudocode of the implementation of CSA on SIEM systems
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The threshold value is determined using the Euclidean distance formula. With this formula, the distance
between the antibody and antigen is found. Antibody data consists of 42 different data. The test data consists
of 42 different data, as well. The distance between the first data of the antibody and the first data of the test
data is calculated. By repeating this calculation to all features, all values are added together. The threshold
value is determined by taking the average of all these values.

The antibodies and antigens shown in Table 6 and Table 7 are calculated using the Euclidean distance
formula starting from the first column to the last column in each row. The threshold value is computed as the
average of these values. Antibodies whose values are lower than the threshold are eliminated.

Euclidean distance between Ab (Antibody) and Ag (Antigen) is calculated by Equation (1).

D= [S4,(Ab; — 49, ®
Cloning process:
In this process, all antibodies in Table 6 are cloned using Equation (2).

C; = round (w), 2)

where i is index of the antibody in the population, g is an input parameter and s(Ab) is the size of Ab
population. C; determines the number of antibodies to be cloned.

Table 3 Digitized Ab data

1 2 3 4 5 6 38 39 40 41 42
1 0 5 0 | 3170| 329 | ... ... | 0.02| 0.00| 0.09| 0.13
0 0 0 0 297 | 13787 ... ... | 0.00| 0.00| 0.00| 0.00
0 0 0 0 291 | 3542 ... ... | 0.00| 0.00| 0.00| 0.00
Table 4 Digitized Ag data
1 2 4 5 6 38 39 40 41 42
1 0 4 215 | 626 | ... ... 1 002| 000| 009|065| 0
1 0 13 4 232 | 2019 ... ... | 0.00| 0.00| 0.00| 1.00
0 0 13 4 314 | 315 | ... ... 1 000| 000| 000|020| 2

Each antibody is cloned n times. Each row and column is cloned with a certain similarity rate. The best n
of cloned antibodies are selected and added to the antibody population. The K-means clustering algorithm
conducts selection. The best k antibodies are selected for the cloned n antibodies and added to the population.
Adding new antibodies provides to detect different antigens. Using three different antigen sets, the algorithm
detects false-negative and false-positive alarms.

As shown in Figure 5, the data is first read from the file to create an antibody population. New antibodies
are generated by determining the similarity ratios and cloning the population of antibodies. The test data read
from the file are compared with the population, and attacks are detected. Steps of the clonal selection algorithm
is shown in Figure 6.

3. Computational test results

Experiments on the development of SIEM systems using AlIS are introduced in this section. False-positive
and false-negative rates of SIEM systems have been significantly reduced by using AIS. Three experiments
were carried out using the KDD’99 dataset. KDD’99 dataset includes approximately 4,900,000 instances.
Each instance has 42 columns. The last column represents the class of the instance. Each instance is either
labeled as normal or as an attack. Table 8 shows the attack types.
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Figure 6. Steps of the clonal selection algorithm

Table 8. Instance and attack types

Class Type of attack
0 Normal
1 Probe
2 DoS — Denial of Service
3 UZ2R — User to Root
4 R2L — Remote to Local

The antibody population used in the experiments is shown in Table 9. It is seen that the number of DoS
attacks is high in the training data given to AlS. However, since the CSA algorithm is used in the experiments
and this algorithm clones itself, there is no problem detecting the low number of attacks.

Table 9. Training population size

Class Number of attacks
0 21438
1 1379
2 42681
3 4
4 34
Total 65536

Three experiments were carried out in total. The test data used in Experiment 1 are shown in Table 10. The
number of DoS attacks is higher than the others in the attacks given as antigen data in Experiment 1. This way
measures how much AIS strengthens SIEM in determining the antigens with a different number of attacks.
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Table 10. The number of antigen attacks used in Experiment 1

Class Number of attacks
0 6367
1 809
2 57256
3 3
4 1100
Total 65536

The number of attacks used in Experiment 2 is given in Table 11. Normal values given as antigens in
Experiment 2 are higher than others. Thus, when test data that does not contain a normal attack is given to
AIS, the system's success has been measured. In particular, the number of false negatives was measured in this
experiment. AlS powered by SIEM was tested on test data with a high number of normal data, and as a result,
the false-negative number was measured.

Table 11. The number of antigen attacks used in Experiment 2

Class Number of attacks
0 16698
1 2654
2 41791
3 4257
4 37
Total 65536

The number of attacks used as test data in Experiment 3 is shown in Table 12. The number of antibodies
and antigens in the other two experiments is equal. In Experiment 3, the number of attacks in the training data
used as the antibody population was defined to be greater than the number of attacks in the test data used as
the antigen population. In this way, the number of false positives was measured. By giving SIEM log data to
AIS, it was tested how many of these attacks the system can measure in case of an attack.

Table 12. The number of antigen attacks used in Experiment 3

Class Number of attacks
0 8212
1 15
2 38235
3 1
4 2422
Total 48885

According to the results of the experiments, it is seen that the success rates of SIEM systems, which AIS
powers, are quite high. Three experiments were conducted with software developed using the Clonal Selection
Algorithm (CSA), one of the main algorithms of AIS, and the experimental test results are given in Table 13.
The experimental results show that the use of AIS together with SIEM systems yields high success rates.

Table 13. Experimental results

Experiments

Accuracy Rate

False Positive Rate

False Negative Rate

Experiment 1 295,13 %5,14 %3,91
Experiment 2 %94,75 %7,73 %8,23
Experiment 3 %97,68 %3,45 %4,52

Average %95,85 %6,44 95,55
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The antibody population was trained with the training data in AIS, and experiments were carried out with
three different test data containing different attacks. The experimental results given in Table 13 show that the
success rate of AIS is quite satisfactory and high. Another result of this system is that it produces some values
using AIS in SIEM systems. These values are as follows. Detection Rate: Detecting an attack if it exists or
identifying a normal situation as abnormal is called detection rate. False Positive: If there is an attack, then the
system indicates it as normal. False Negative: Although there is no attack on the system, it indicates an attack
and generates an alarm. Table 13 presents false positive, false negative, and detection rates obtained in three
experiments. The difference in the experimental results is due to the different test data used in the experiments.
It is seen that Experiment 3 is more successful, and the detection rate is higher than the other two experiments.

120 iterations are performed for all experiments, and the success percentages are obtained. A summary of
the regression statistics based on the percentage of success and the number of iterations are presented in
Table 14. Standard error rates are given according to the number of observations made with this statistical
information.

Table 14. Regression statistics

Regression statistics
Multiple R 0,965952403
R Square 0,933064045
Adjusted R Square 0,93302643
Standard Error 10,20824399
Observation 65536

In addition to the regression statistics in Table 14, the regression graph was obtained in Figure 7. With this
regression graph, the percentage of success increased due to the number of iterations. The regression graph
changes with the number of observations of the test data used and the number of iterations.
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Figure 7. Regression graph

To obtain the regression graph, the iteration number and the percentage of success were chosen as
dependent and independent variables, respectively. The regression graph increases as the iteration number
increases. As a result, the system was tested on three test data containing different log records and was
successful. It is seen that traditional SIEM systems provide significant information security. However,
traditional SIEM systems can sometimes give false positive and false negative alarms due to many log data
and collecting from multiple sources. Artificial Immune Systems have been used to reduce the number of these
alarms, and SIEM systems have been made more robust.

4. Concluding remarks

In detecting cyber security attacks, SIEM systems play an important role. Reviewing the studies carried out
on the SIEM systems, it is noticed that they produce false positive and false negative alarms. In this study, to
reduce the false-negative alarms generated by SIEM systems, the traditional SIEM system’s data analysis
phase is adjusted to the CSA of AIS methods, so the SIEM systems' success is increased.

According to the experimental test results obtained from the proposed study:

1. The SIEM systems powered by AIS are more successful than the traditional SIEM systems.

186




Abaii amvinoazer Kaz¥I1Y-uiy XABAPIIBICHI, « Duzuxa-mamemamura sviiimoapsly cepusicol, Ne3(83), 2023

2. The log data used in the SIEM systems should be preprocessed to be used in AlS.

3. The heterogeneous data collected from different sources should pass certain criteria to filter the
unnecessary data.

4. Log data contains a large amount of event data. To increase the system's performance, similar log and
event data should be recorded as a single log.

5. It has been observed that the variety and amount of training and test data did not affect the success rate.

Considering all these results, it has been observed that implementation of AIS on the SIEM systems reduced
false positive false negative alarm rates and worked more efficiently. As a suggestion, the artificial immune
algorithm applied in this paper to the SIEM system can be adjusted to other intrusion detection and prevention
systems to increase their performance.
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