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Abstract

Currently, technologies are developing very quickly and the need for information security is constantly increasing.
In this connection, Blockchain technology is becoming in demand, which allows us to keep information safety and
integrity. In addition, the technology enables the creation of a decentralized environment where transactions and data
are take place without any third party organization. We proposed a decentralized web resource based on the Ethereum
platform for managing student credits. The decentralized application (Dapp), will process, manage and control tokens,
which represent credits that students gain for completed certain courses. The credit system is a first step towards a more
transparent and technologically advanced form which could be used by universities and students to manage credits. The
novelty of this scientific research is official documents of the educational process issued by universities as a transcript, a
diploma with attachments, a certificate for additional education are not secured against unauthorized changes to critical
data. It became necessary to apply a new approach to secure storage of records with data on academic performance at
all stages of the learning process.

Keywords: blockchain, verification, digital diploma, personal data, Ethereum.

AnHomayus
A Hlaxan', 5.A Kymanaxos®,C. Hapbaesa®
1Kasaxckuii nayuonanvuuiii ynusepcumem um. aro-Papabu, 2. Aamamot, Kazaxcman
2 Vuueepcumem mevncoynapooroz2o busneca, 2. Aimamot, Kazaxcmar
BJIOYEWH B OGPABOBAHUM: MIPUMEHEHME TEXHOJIOT MU BJIOKYENH
JJISI BEPUOUKAIIMA TUTIJIOMOB

B Hacrositiee BpeMs TEXHOJIOTMH Pa3BUBAIOTCSI O4Y€Hb OBICTPO M MOTPEOHOCTh B MH(GOPMAIOHHOW 0€301macHOCTH
MOCTOSIHHO pacteT. B cBsi3u ¢ atum TexHosorust Blockchain cranoBuTCs BOCTpeOOBaHHOW, YTO MO3BOJISIET HaM
COXpaHATh O€30IaCHOCTh M ILEJNOCTHOCTh HH(popmanuu. Kpome Toro, TexXHOIOTHs IO3BOJIIET CO34aBaTh
JCLECHTPATM30BaHHYI0 Cpely, B KOTOPOW TpaH3aKIMH M JAHHbIC OCYIISCTBIIAIOTCS 0e3 Kakoil-1Mbo CTOpOHHEH
OpraHu3alyy. Mel MPeATIOKIIH JeHeHTPAT30BaHHbIH BeO-pecypc Ha ocHoBe miaTdopmer Ethereum mist ynpaeneHus
KpeAuTaMHu CTyIeHToB. J[leneHTpanuzoBaHHoe mnpuioxeHue (Dapp) Oyner oOpalOaTbiBaTb, YHOpaBIsATb |
KOHTPOJIUPOBATh TOKEHBI, KOTOPBIE MPEICTABISIIOT COOOW KPEAUTBI, KOTOPBIE CTYASHTHI MOJyYaloT 3a MPOX0KICHHE
OIpe/ieNieHHbIX KypcoB. KpeamTHas cucTema sBISETCS MEPBBIM LIaroM K Oojee Mpo3payHOd M TEXHOJOTHYECKU
NPOJBUHYTOU (opMe, KOTOpask MOXKET HCIIONIb30BAThCS YHUBEPCUTETAMHU U CTYACHTAMH UL YIIPABJICHUS KPEAUTAMH.
HoBU3HOH [aHHOTO HAay4YHOrO MCCIEIOBAHHSA 3aKJIOYaeTcs B CO3JaHHM HH(OPMALIOHHOTO BebO-pecypca Ha 0Oase
TexHonorun bioxueiin. bnaromaps 3ToMy pecypcy, MOSBISETCS BO3MOXHOCTh CHENATh OTCJICKUBAHHE OICHOK
CTY/ICHTOB U TIOJIy4YaTh JOCTOBEPHYIO MH()OPMALMIO O BhICHIEM 00pa3oBaHuH. [IpM 3TOM MOJHOCTBIO MCKIIOYAETCS
BO3MOXKHOCTb BHOCHTh M3MEHEHUSI B CYILIECTBYOLIHE 3aIIUCH.

KoaroueBble ciioBa: OnokueiiH, Bepudukanus, (udpoBoii IUIIIOM, epcoHajbHbIe TaHHble, Ethereum.
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AHxoamna
Kasipri yakpITTa TEXHOJOTHSIIAp ©TE TE3 AaMbII KeJel XoHE aKMapaTThIK KayillCi3liKKe JereH KaKeTTUIK YHeMi
aptein kesteni. Ocbiran OaitnmanbicThl, Blockchain TexHosormsicel cypanbicka ue Oomyna, Oy 0isre akmapaTThIK
Kayilci3MiK MEeH TYTACTHIKTHI cakrayFa MYMKiHIIK Oepeni. COHBIMEH KaTap, TEXHOJIOTHS OpPTaJBIKTaHIBIPBUIMAFaH
OpTaHBl KypyFa MYMKIHIIK Oepeli, OHIA TpaH3aKUMsUIAD MEH MOJIMETTEp VINIHINI Tapam YHBIMBICHI3 JKy3ere
achIpbLUIAIBL.
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bi3 crynenTrepain HoTHKenepiH Oackapy yuriH Ethereum miatdopmacsiHa Heri3genreH OpTajibIKTaHAbIPbUIMaraH
BeO-pecypcTapabl YCHIHABIK. OpTanmblkTaHAbIpeIMarad Oarmapiama (Dapp) crynmentrepre Oenrinmi Oip KypcrapaaH
afaH HOTIDKEJNEpiH OinmipeTiH >KeTOHmapAbl eHIewni, Oackapansl xoHe Oackapanbl. Hecmemik xyiie — Oy
YHUBEPCUTETTEp MEH CTYAEHTTep Hecuenepli Oackapylna KOoJZaHa aJaThlH allblK JKOHE TEXHOJOTHSUIBIK TYPFBIIAH
KETIAIpUITeH ¢opMmara aiFalikbl KagaMm. byl FRUTBIMH 3€pTTEYAIH JKAHAJIBIFBI — DIOKYEHH TEXHOIOTHSACHIHA
HETi3MIeNTeH BeO-aKmapaTThK pecypcrapasl Kypy. Ochl pecypcThIH apKachlHIA CTYACHTTEPAiH OaramapbiH Oakbliayra
JKOHE JKOFaphl OUTIM Typanibl CEeHIMII aKmapar aixyFa MYMKIHAIK Tyansl. bym KonmmaHsICTarbl xka3bamapra esrepictep
€HIi3y MYMKIH/IIT1H TOJBIFBIMCH KOS IBI.

Tyiiin ce3aep: O1okueiin, Bepudukanms, CaHIBIK AUILUIOM, XKeke MaaiMerTep, Ethereum.

1 Problem definition

Falsification of qualifications is widespread throughout the world. 30% of senior executives represent
qualifications they do not possess. There are enough paid services on the Internet for the production of fake
diplomas. The Google search engine returns more than 24 million results for the query “fake diplomas”.
Validation of the authenticity of diplomas and applications is a complex, inconvenient and time-consuming
and expensive operation. This can be especially noticed when employers apply to the place of study of the
applicant with a request to confirm the authenticity of the documents on graduation from the educational
institution. Every year, about 500 thousand requests come to the Ministry of Education and Science to
confirm the authenticity of diplomas. The Ministry of Education and Science, in turn, due to the lack of a
common database, cannot independently determine the authenticity, since all copies of documents are stored
in the university's archive in the graduate's personal file. In this regard, the Ministry of Education and
Science applies to universities to obtain accurate information. The process of obtaining feedback from
universities takes 1-2 weeks, which is critical for employers.

This paper aims to show some practical implementation to solve this kind of problems via using
blockchain. Development of an information system for a unified digital register of official documents of the
educational process in universities based on blockchain technology integrated into an international platform
to ensure cryptographic protection and integrity of digitized data stored in a decentralized system and
provide a flexible opportunity to verify the authenticity of official documents.

2 Methodology

- Take the Ethereum platform as a basis, passing certified courses in application development on the
Ethereum platform.

- Development of the program logic of smart contracts, which allows you to record the student's
progress throughout the entire educational period and, when fulfilling pre-regulated consensus, form official
documents of the learning process.

3 Related works

After the appearance of Bitcoin [1] in 2009, Blockchain technology has been applied to many fields,
including medicine [2, 3], economics [4], Internet of things [5], education [6, 7], voting [8] and so on. Its
underlying technique has shown promising applications prospects and attracted lots of attentions from
academia and industry. Besides cryptocurrency one of the relevant areas is blockchain in education,
however, the studies on the blockchain technology are still very new, reflections on the education are still at
the beginning stage. Therefore, some of these few studies of the filed are briefly summarized.

One of the studies addresses the value decentralized ledgers, in particular those based on blockchain, may
bring to stakeholders within the educational sector, with a particular focus on its potential for digital
accreditation of personal and academic learning. As well as focuses on the feasibility, challenges, benefits
and risks of the Blockchain as applied to formal and non-formal education credentials [9]. This postgraduate
dissertation study addresses some problems that centralized e-learning platforms may encounter and
emphasizes the importance of decentralized access control in solving these problems. In this study, a model
proposal for decentralized access systems is presented. In the realization of this model, blockchain structure
was utilized. Thus, it is argued that the integrity, correctness, deniability, and traceability of e-learning
sources can be achieved. The mean response time was used as a metric when evaluating the proposed model.
The two different network environments (such as the Local Area Network (LAN) and the Cloud Web
Service (i.e. Amazon Web Service)) are compared. It is stated that LAN environment represents the most
appropriate condition and the cloud environment represents the real situation in the real world. The average
response time in the LAN environment is faster (about 1.5 times) than in the cloud environment, but when

271




BECTHUK Ka3HIMY um. Abas, cepus «Pusuko-mamemamuyeckue Hayku», Ne4(72), 2020 a.

the number of customers is large, the difference in average response time between these two environments
becomes insignificant [10].

Another study describes a decentralized learning system CHiLO which utilizes e-books. In this study
provided a basic demonstration of the first stage “content exchange” and demonstrated the making of e-
books while protecting copyright by using the blockchain [11].

A study in which using blockchain as a tool for tracking and verification of official degrees is addressed
the main concepts of blockchain and the particular implementation of Blockcerts as an opensource solution
devoted to the certification and verification of documents. As well as briefly introduce the Higher Education
market in Europe to determine the volume, geography and trend of the economic sector to address the
developed solution [12].

In this research blockchain in education address the fundaments and developments of blockchain
technology and suggests a reflection and a debate which should address in the near future the impact, or not,
of blockchain in education [13].

4 Implementaions

Scenario:

- Student to complete studies at the university they must get 240 loans throughout the four year, for this
will be separate smart contract

- After the semester of study, an employee (teacher) of the university with certain access rights to
information about academic performance of university students transfers to the loans to student’s view

- Upon successful accumulation of all loans, smart contracts will register a diploma for this student

ld=1 ld=1 Id=1 Id=1
Name :: Name : Name :: Name Credits = 240
Surname Surname Surname Surname |:>
Credit = 60 Credit = 60 Credit = 60 Credit = 60
First academic year Second academic year Third academic year Forth academic year
Transaction Data
ld=1
_—_ I credits = 240 then . Name D;E?S?;fg;:?ﬁiﬁ;?:f
( ' should ther f urname as s
" forsenorting diotoma :> Credit = 76ds7f6d7as6r
or generating diploma 240 767632rsfds7f6ds76166 6dsfs6f
with student detail speciality

Diploma (pdf]
Transaction Data P (pdf)

Dsfaf676dsf76 7676df 1d=1
/N | 767as676df76ds7f6 SV
f \ Ali Yasin
) 76ds7f6d7as6f |::> Input TD |::> speciality
7676f32rsfds7f6ds76f Credits
66 6dsfsbf

Firgure 1. The process of the verification of a student’s educational achievements

4.1 Student profile form
In this stage carried out filling the form with information such as student id, fullname of student and
credits.
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Student ID

Name

‘ Ali ‘

Surname

‘ Yasin ‘

Credits

‘ 120| ‘

Figure 2. Student profile form

4.2 Ganache, Personal Blockchain For Ethereum

To develop a smart contract on the Ethereum blockchain, Ganache, a Personal Ethereal blockchain
application, was first installed and configured to run at http://localhost:8545. As shown in Figure 2, Ganache
contains 10 accounts with 100 ethers as default. If desired, this number of accounts and the amount of
Ethereum owned can be changed. These accounts can be used to send and receive Ethereum transactions, or
to make operations on smart contracts. After filling the student form this information submitted and it goes to
Ganash server and then created one block which contains information about student.

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS
4

10000 2000000000000000 PETERSBURG 5777 HTTP://127.0.0.1:8545 AUTOMINING

MINED ON GAS USED
2020-10-16 16:09:58 23192
_——

BLOCK MINED ON GAS USED
3 20820-10-16 @9:58:22 23192
BLOCK MINED ON GAS USED
2 2020-18-16 ©9:56:59 22936
BLOCK MINED ON GAS USED
1 2020-10-16 09:46:04 361583
BLOCK MINED ON GAS USED

(2] 2020-10-16 69:44:30 c]

Figure 3. Creation of block in Ganache

4.3 Transaction Data
Ganache blockchain can also provide transaction data which contained detail information about a block.
We can see the details below shown in Figure 4.

SENDER ADDRESS
Bx71c8d38118758d038193¢552

7A9baFAb96d18Bb3

Name: 416c¢69 (in HEX) =Ali

Sure name: 596173696 (in HEX) =Yasin

Credits: 78 (in HEX) = 120

Figure 4. Transaction data
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5 Conclusion and future research

Blockchain technology, which was originally mentioned along with Bitcoin and other crypto coins, is
seen as a revolutionary technology in the near future in almost every field such as finance to engineering,
education to health. As regarding to this technology there are a lot of work which conducted especially in the
finance sector, however, we can say that we are at the beginning of the road, especially with respect to
studies conducted in the field of education.

The data stability and permanence features of blockchain technology will be very suitable for the storing
of educational data. For example if the universities in our country hold the records in the student information
systems on the blockchain, an unchangeable and reliable common pool of data for grade equivalence and
graduation information will be provided to access.

As a result of all this, the following practical of this scientific research can be noted:

- Blockchain technology is becoming popular not just a financial sphere, but also are entering into more
and more new spheres such as medicine, education, etc.

- The practical implementation of the blockchain technology in education showed that using this
technology for track student’s grading system in higher education is quite possible, as well as, identification
of transaction data which ontained detail information about a block.

In future studies, it is thought that developing document verification page in order to put obtaining
information (transaction data) from the blockchain server. If the transaction information of the control code
is found in the database, after the document control code on the digital certificate is entered into this page,
the data stored in the blockchain is fetched through smart contract and the authenticity of the document is
proved.
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