BECTHHUK KaszHIIY um. Abas, cepus « usuxo-mamemamuyeckue naykuy, Ne3(87), 2024 2.
IRSTI 20.53.01

10.51889/2959-5894.2024.87.3.012

M. Zhanuzakov'™®/, G. Balakayeva!

! Al-Farabi Kazakh National University, Almaty, Kazakhstan
“e-mail: zhanmuha0l@gmail.com

A COMPARATIVE STUDY OF LOAD-BALANCING ALGORITHMS FOR RELIABILITY
OF ENTERPRISE INFORMATION SYSTEMS

Abstract

Enterprise information systems are always prone to high loads during active sessions. This issue is
becoming more and more actual with the increase of digital enterprise systems. The key to the solution is the
use of load-balancing algorithms, which ensure system stability at high workloads. This work analyzes
common load balancing algorithms and provides a comparison analysis. The paper also performs a complexity
analysis of load balancing algorithms, differentiating between the static and dynamic algorithms. The results
show that static algorithms are easy to implement, yet they are unable to adapt to different changes. Dynamic
load balancing algorithms require deeper knowledge of the system, but at the same time providing higher
efficiency in changing environments. This research paper also provides a recommendation for selecting a load-
balancer for enterprise information system.
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M. XKanysakos!, I'.Banakaesa®
1On-®dapabu ateingarsl Kazak yITTBIK yHUBEpCHTETI, AnMarsl K., Kasakcran
KOCIITOPBIH AKITAPATTBIK )KYWEJIEPTHIH, CEHIMILIII'TH KAMTAMACBKI3 ETYT'E
APHAJIFAH ) KYKTEMEHI TEHAECTIPY AJITOPUTM/EPIH CAJIBICTBIPMAJIbBI 3BEPTTEY

Anoamna

KocimopsIHHBIH aKmapaTThIK JKyHenepi OenceHai ceccusuiap Ke3iHIe opKalllaH KOFaphl KYKTeMenepre
yuisipaiiael. by mMacene mudpiblK KOCIIOPBIH KyHenepiHiH MacmTabTarybIMeH e3eKTi Ooma tycyne. byn
Mocesere HIelIiM - JKOFapbl JKYKTeME Ke3iHAe KYHEHIH TYpaKTBUIBIFBIH KaMTaMachl3 €TETiH JKYKTeMEeHi
TEHECTIpYy aNrOpUTMIEPiH KOoNAaHy. byl Makama >KyKTeMenepAi TeHIECTIpYIiH J>KaIIbl alTOpPUTMIEPiH
TaJJIA]IBI )KOHE CaJBICTBIPMAITBI TANIAY bl YCbIHa bl COHai-aK, )KYMBICTAa CTATHKAJIBIK )KOHE TMHAMHKAJIBIK
ITOPUTMIEP/Il 2KbIPaTa OTHIPHII, )KYKTEMEHI TEHAECTIPY alrOpUTMICPiHIH KYpAeIiTiriHe Tanay xKacanajpl.
Hortmxkenep crarukanblK anropuTMAEpAl >Ky3ere achlpy OHall eKeHiH Kepcerelni, Oipak oyap opTypdi
e3repicrepre Oeiimjene ajMaipl. JJMHAMHMKANIBIK KYKTEMEHI TEHECTIpY aJrOpUTMIEP ©3repeTiH opTraja
TUIMIUTIKTI KAMTaMachl3 €Te allajibl, ajlaiia )KyHeHi TepeHipek Outy i Tajman erei. by 3epTTey KyMbIChIHIA
COHBIMEH KaTap KoCIMOPBIHHBIH aKITapaTThIK )KYHECi YIIIiH )KYKTeMe TeHrepiMiH TaHay OOMBIHIIA YCHIHBICTAP
OepinreH.

Tyiiin ce3mep: >XYKTeMeHI TEHAECTIpy, alrOpUTMAEP, KACIOPBIH, aKMapaTThIK XKYyHe, CEeHIMILTIK,
aKayJiapra Te31MITIK

M. XKanysakos!, I'.Banakaesa®
1Kazaxckuit HartmoHabHbIH YHuBepcuteT uMeHHu anb-Papadbu, Anmartsl, Kazaxcran
CPABHUTEJBHOE NUCCJIIEJOBAHHUE AJITOPUTMOB BAJTIAHCHUPOBKH HAT'PY3KHA
JJISA OBECITIEYEHUSA HAAEX KHOCTHU KOPIIOPATUBHBIX UHOOPMAIIMOHHBIX
CUCTEM

AnHomayus
KOpHOpaTI/IBHBIe I/IH(bOpMa]_II/IOHHI)IC CUCTEMBI BCCrja IOJABCPKCHBI BBICOKMM Harpy3kamM BO BpEMsA
aKTHBHBIX ceccui. DTa mpobieMa CTaHOBHTCS Bce 0Oojiee aKTyalbHOM ¢ POCTOM KOJHYECTBAa IUPPOBBIX
KODIIOPaTUBHBIX CHCTeM. KUIFOUOM K peIIeHHIO SBISIETCS HCIOJB30BAHME aJITOPUTMOB OaJaHCHPOBKH
Harpy3KH, KOTOpbIe 00eCleunBaOT CTa0OMILHOCTh CHCTEMBI MPU BBICOKMX paboumx Harpy3kax. B manHol
paboTe aHAIM3UPYIOTCS PACIPOCTPAHEHHBIE AalTOPUTMBI  OalaHCUPOBKH HArpy3KH H  TPOBOJUTCS
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CPaBHHUTENBHBIN aHamm3. B cTaThe Takke NPOBOTUTCS aHAIU3 CIOKHOCTUA aIrOPUTMOB OaJlaHCHPOBKHU
HArpy3KH, B KOTOPOM MPOBOJMTCS PA3IUYUE MEXKAY CTATUYCCKUMH M JTUHAMHYECKAMH alTOpPUTMaMHU.
Pe3ynbrarhl MOKa3bIBAIOT, YTO CTATUYCCKHUE AJITOPUTMBI MPOCTHI B peaju3allid, HO OHU HE CIIOCOOHBI
aJaNTUPOBATHCS K PA3IMYHBIM H3MCHEHUSM. AJITOPUTMBI TUHAMHYECKOW 0aTaHCUPOBKH HATPY3KH TPEOYIOT
Oornee TIyOOKOTO 3HAHHWA CHCTEMBI, HO MpPH 3TOM oOecmedwBas OoJiee BBICOKYIO 3((EKTHBHOCTH B
M3MEHSIOIIUXCS cpefax. B ATol ucclemnoBarenbckoil paboTe TakKe JAl0TCs PEKOMEHIAIMU IO BBIOOPY
MeToJ1a 0aJaHCUPOBKH HATPY3KH JIJISL KOPITOPATUBHOW MH(POPMAIIMOHHONW CUCTEMBI.

KiroueBble ciioBa: 0ajlaHCHpPOBKA HArpy3KH, alTOPUTMEI, MPEINpUsATHE, WHPOPMAIMOHHAS CHUCTEMA,
HaJIGKHOCTh, OTKA30yCTOWIHBOCTh

Main provisions

The idea of the article is to analyze and compare different load-balancing algorithms for enterprise
information systems. The research uses complexity analysis to evaluate load-balancing algorithms
performance. It assesses their fault-tolerance capabilities and discusses difference between static and
dynamic types of algorithms. Results of the study show that among dynamic algorithms, The Least
Connection is considered most reliable, while among static algorithms, Round-Robin outstand other
methods in terms of reliability.

Introduction

The current enterprise information systems are designed to feed many users and execute
complicated data calculations that cannot be performed by a single machine. Nowadays, enterprise
systems are distributed systems comprising several nodes, each node is considered as an independent
computer. When the primary server is busy handling resourceful calculations, requests from other
clients keep coming to that server and all these requests are put into the queue. The idea of the load
balancing algorithm is to distribute these requests to other servers, so that the load on each server is
near equal [1].

Load balancing algorithms can be divided into two main types: the operated media [2]. The goal
of a static load balancing algorithm is uniformly spreading incoming requests to a pool of existing
servers which is achieved by defining particular parameters or using fixed set of rules. In contrast,
the dynamic load balancer is continuous and real-time, which monitors inbound traffic and adjusts
the servers dynamically by determining their load value, for instance, CPU, memory or number of
active connections.

In the article by Beniwal P. et al., authors compare load-balancing algorithms by different
parameters such as overhead, response time etc. Another review done by Sidra Aslam et al., reviews
different methods for load-balancing between 2004-2015 and its relevance in cloud computing.
Similar research was carried out by M. Randles et al., where the authors investigate Honeybee
Foraging Behaviour, Biased Random Sampling and Active Clustering methods in cloud computing.

In this article, we make a comparative review of the most popular load-balancing algorithms and
make a complexity analysis of each. In the methods section, we outline the methods used to compare
and analyze the algorithms. The results of the analysis are described in the results sections. The
discussion part underlines the interpretations of the findings and suggests further scientific directions
of the research.

Research methodology

The compared features are the time complexity of the algorithm for handling requests, support of
fault-tolerance and type of the algorithm (static or dynamic). This section provides a list of common
algorithms and methods that are chosen for analysis with a brief description for each one.

Round Robin

Round Robin is a simple load balancing method that distributes requests evenly among a set of
servers. Each server takes turns handling the next request [3]. The distribution pattern in this case is
static, meaning it does not change because of the status of the system or various conditions affecting
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workload. After task assignment is decided, the process repeats indefinitely without any change that
may come because of workload or resource availability.

Random

Load balancer will randomly generate numbers to pick servers from a pool for each incoming
request.

Threshold Algorithm

Threshold Algorithm runs by having threshold values for each processor, monitoring their
workload continuously, but dynamically registers thresholds for redistributing tasks when necessary
[4]. The goal of this algorithm is averting from overload modes of the processors through enforcing
limited load levels for each one, resulting in the highest possible usage of resources. If there is a
condition when processors are above their predetermined threshold of load, then the tasks will be
migrated to other processors which have a lower load to maintain balance. Periodic revisions of
thresholds allow for adaptability towards new system or workload patterns that are constantly under
evolving [5]. This dynamic nature lets Threshold Algorithm to adapt to the variations in workload,
alterations in system capacities and processor’s capacity differences among processors.

IP hash

The IP Hash Load Balancing algorithm is a method applied to route inbound requests or traffic
from various sources onto numerous servers or resources having worked out the hash value of the
source IP address of each one of them. The concept is to repeat the mapping process uniformly for
each individual IP address to the distinct server to create a unique route for request from the same IP
address either by configuring local area network (LAN) enable server or by primary Domain Name
Service (DNS) server. This feature assists in preservation of session affinity which is also referred to
as "sticky sessions", and such applications are mostly used in stateful applications or session that need
to be maintained through more than one request.

Least Connections

The load balancing technique, the Least Connections algorithm, tries to convey the accessing
requests during the incoming connection to a pool of servers as evenly as possible. It is achieved by
directing any request to resources that are in idle mode connected to the server with the least number
of connections among available ones. This stop helps to prevent any individual server to be eclipsed
and offers the better use of the resources which are available. In case a new connection is made, the
load balancer orders server checking of the connection counts. On receiving the request, the load
balancer analyzes it and subsequently forwards it to the server having the lowest number of active
connections.

Least Response Time

Least Response Time (LRT) algorithm is a static load balancing techniques but with a dynamic
side that summarizes sending requests to experimental servers depending on the average time of their
response [9]. This is done to make sure that requests get sent to the servers which are the best in speed
of processing and thus takes less amount of time to be processed faster thus culminating in users’
wait time decreasing and application performance as well.

Next section describes the results of the complexity analysis of these algorithms.

Results of the study
Round Robin
The overall performance of the Round Robin algorithm depends specifically on the quantity of
requests and the quantity of servers [10, 11]. The following is the pseudo code of the algorithm:

servers = [1, 2, ..., N server]
pointer =0
function handleRequest(request):

server = servers[pointer]

pointer = (pointer + 1) % len(servers)

sendRequestToServer(request, server)
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while True:
request = receiveRequest()
handleRequest(request)

The Initialization step consists of an array of servers and a pointer. It always proceeds by constant
time, regardless of the number of servers. Therefore, it has constant O(1) complexity. The time
complexity of handling a single request depends on two factors: being on an address that gets accessed
for a constant amount of time O(1)); moving the pointer through adding 1 to and performing a modulo
operation with the length of the servers list. Both of them are regarded as having constant time form
O(1). Thus, the performance characteristic of processing one request is O(1). Because the complexity
of handleRequest is O(1) so the time complexity of loop primarily depends on the count of request
each time. If there is a loop including the N requests, the time complexity is O(N) for the main loop.
Considering all factors, one can see that the Round Robin algorithm has an overall time complexity
of O(N) where N is the total number of requests.

Random

The time complexity of the Random load balancing algorithm is constant (O(1)). This means the
time it takes to select a server for a request doesn't depend on the number of servers in the pool.
Pseudo code of the algorithm:

function choose_server(servers):
random_index = generate_random_number (0, len(servers) - 1)
return servers[random_index]

Threshold Algorithm

Threshold algorithm for load balancing in a programming language has a constant time complexity
of (O(1)) while monitoring the load and comparing it to the thresholds. But, the complexity of actions
(e.g., locating a useable resource for migrating) depends on its implementation. In the best case, where
one would have a centralized resource list, the complexity could be O(1). While in practice there is a
search-communication overhead introduced by more complex systems and distributed networks, this
can still translate to a complexity of O(N) in the worst case. In other words, it relates to the time that
is required to find the most effective resources. Pseudo code of the algorithm:

resources = list of available resources

overloadThreshold = predefined threshold value

underloadThreshold = predefined threshold value

while True:
for each resource in resources:
currentLoad = measurelLoad(resource)

if currentLoad > overloadThreshold:
underloadedResource = findUnderloadedResource()
if underloadedResource is not None:
migrateTasks(resource, underloadedResource)

if currentLoad < underloadThreshold:
attractTasks(resource)

IP hash
function hash(ipAddress)

result =0

for each byte in ipAddress:

result = result XOR byte
return result
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function distributeRequest(clientlpAddress, servers)

hashValue = hash(clientlpAddress)
serverindex = hashValue % number_of servers
return servers[serverindex]

clientlp ="10.0.0.1"

servers = [serverl, server2, server3]

chosenServer = distributeRequest(clientlp, servers)

The Hash function selection is a key part of which influences the effectiveness of this algorithm.
While XOR function working on byte-level leads to time complexity of (O(n)), when a more robust
substitute like SHA-256 is used, it gets translated into average O(1) time complexity though the inner
operations are involved. The others, such as computing the hash value and the server selection,
usually take constant time O(1), as they are relatively simple requirements. The algorithm by
definition uses constant space (O(1)) for variables like the hash value and server location. However,
the space complexity of the server list is what determines space consumption since the list structure
will also require space to operate with. For instance, the array which stores server records require
space complexity of O(n) (n - the number of server entities).

Least Connections

function get_connection_count(server):

// retrieve the actual number of connections on the server
return connection_count

function choose_server(servers):

min_connections =0
chosen_server = null
for server in servers:
connection_count = get_connection_count(server)
if connection_count < min_connections:
min_connections = connection_count
chosen_server = server
return chosen_server

servers = [serverl, server2, server3]

incoming_request = "Request data"

chosen_server = choose_server(servers)

The function get_connection_count could be implemented in a variety of ways, changing its
complexity. Usually, iterating though servers and comparing connections counts is O(n) in the worst
case (n is defined here as the number of servers). The algorithm uses a constant space (O(1)), as it is
operating only with its temporary variables. The server list may carry its own space complexities
based on the data structure applied (e.g. with an array the space complexity will be O(n)).

Least Response Time

function get_average_response_time(server):

return average_response_time
function choose_server(servers):
min_response_time =0
chosen_server = null
for server in servers:
response_time = get_average_response_time(server)
if response_time < min_response_time:
min_response_time = response_time
chosen_server = server
return chosen_server
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The complexity of the process of iterating through servers and checking a response time is
considered to be identical to the Least Connections algorithm, whose complexity is of the order of
O(n) in worst-case scenarios. Space complexity of the algorithm is also similar to Least Connections.

Ensuring fault-tolerance

Several load balancing algorithms have fault-tolerance mechanisms designed to enable service
availability even when failover occurrences happen among the individual servers. Health Checks
based Round Robin has the capacity to not only remove faulty servers from the pool but also able to
re-install them in the pool when their “health” becomes better. Least Connection with Failover will
prefer machines having less connections but can be further improved to switch the load to a back-up
server in case the primary server fails.

Table 1. Complexity analysis results

Algorithm T'm? complexity ( Time complexity Space_ Fault - tolerant Type
for single request | for N requests | complexity
Round robin yes (with Health
0(1) O(N) O(n) Checks static
implementation)
Random 0O(1) 0O(1) Oo(n) no static
Threshold 2 .
Algorithm O(n) O(N?) Oo(n) no dynamic
IP hash O(n) O(N? O(n) no static
Least 2 .
Connections o(n) O(N9) O(n) yes dynamic
Least . o(n) O(N? O(n) no dynamic
Response Time

Table 1 summarizes the results obtained during this study. Each algorithm is assessed by the
following characteristics: time and space complexities, fault tolerance of the algorithm and type
(static or dynamic).

Discussion

In this section, we discuss and try to choose a load-balancing algorithm(s) for enterprise systems
that ensures both reliability and fault-tolerance of the system.

Static load-balancing algorithms are simple to implement and effective if the system has a
predictable number of users [12]. In terms of speed static algorithms such as Random and Round-
Robin are both effective, but only the Round-Robin is considered a fault-tolerant approach. Static
algorithm utilizes randomness as its simplicity’s basis. Even though the main objective is balanced
distribution to every server in the long run, the existence of individual incapacities of the servers,
periodic creation of temporary hotspots on specific servers, and absence of dynamic adaption to
specific server health and workload are restrictions of these type of algorithms.

Dynamic load-balancing algorithms on the other hand are adaptive to changes in the number of
active users [13]. The disadvantage of these algorithms is the difficulty of their implementation and
complexity. The complexity of all algorithms is quadratic, thus, we have to choose the one with
reliability and fault-tolerance. The Least Connection algorithm has an implemented fault-tolerance,
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which ensures the system will continue to operate even with the occurrence of failure. This fully
satisfies the requirement we have set for choosing a load-balancing algorithm.

Using this paper, readers might be interested in developing new load-balancing algorithms and
comparing it with the existing ones to further improve effectiveness and reliability of information
systems.

Conclusion

In conclusion, we have made a comparative study of load-balancing algorithms in the context of
high loaded enterprise information systems. The importance of these algorithms is the reliability of
servers during active sessions and fault-tolerance. We provide a comprehensive analysis of these
algorithms in terms of efficiency and usage.

One criterion when comparing these kinds of algorithms is the type of algorithm. Load-balancing
algorithms have two primary types: static and dynamic. Static load-balancing algorithms are effective
when the system has a predictable number of requests during sessions. The advantage of these
algorithms is its simplicity and efficiency. The disadvantage is the inefficiency during changes in the
systems hardware or software. This issue can be handled using dynamic load-balancing algorithms.
However, they are more difficult to utilize.

Each algorithm was assessed using time and space complexity analysis using the pseudocode.
Time complexity of the algorithm is linear of most static load-balancing algorithms when handling N
number of requests, and quadradic for dynamic ones.

Another attribute is the fault-tolerance capabilities of the algorithm. Only Round Robin and Least
Connections algorithms provide mechanisms for fault handlings.

In summary, when choosing suitable algorithm for enterprise level systems, we recommend using
either Round Robin or Least Connections depending on the system requirements. Round Robin is
proven to be simple yet effective in a fixed environment, while Least Connections provide
adaptability to changes.
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