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Abstract

Considering that cryptographic algorithms are among the most reliable methods for protecting information
in information systems, assessing their cryptographic strength plays a significant role. For this purpose,
comprehensive studies are conducted, and one of the primary characteristics of such an assessment is the
statistical security of the obtained ciphertexts. This article investigates the statistical security of the block
cipher algorithm ALO04, developed in the Information Security Laboratory. The algorithm was implemented in
software, and the resulting ciphertexts were analyzed using the test sets of D. Knuth and NIST, as well as
checked against the avalanche effect criterion (average number of output bits, degree of completeness, degree
of avalanche effect, degree of strict avalanche criterion). The statistical tests used are the main tests in the
works of many researchers and determine the properties of sequence randomness with high accuracy. The
study found that ALO4 does not have deviations in the sequences obtained using the algorithm. Thus, it was
established that the algorithm possesses high statistical security.

Keywords: information security, cryptography, algorithm, NIST tests, D. Knuth tests, encryption, key,
decryption, S-box.

A. Xommen!”, H.A. Kananosal, I.C. Mrocenbaes’, B.A. Bapennuxkos !
L AKnaparThIK JkoHe ecenTeyilll TEXHOJIOTHsIap HHCTUTYTHI, ANMaThl K., Kazakcran
«AL04» I DPJIAY AJTOPUTMIHIH CTATUCTHUKAJIBIK KAYIICI3AITIH 3EPTTEY

Anoamna

Kpunrorpadusuiblk  anropuTMaep akmaparThlK JKyHelep/eri akmaparThl KOpFayJblH €H CEeHiMJi
omictepiHiH Oipi eKeHiH ecKepe OTBIPBI, OJAPABIH KpUNTOrpadUsIbIK KYIIH Oaranay MaHBI3ABI pell
atkapazbl. Ocbl MakcatTa ap TYPJIi 3epTTeyJiep Kyprisiieai, eH OipiHiui OaragaHaTbIH CUIIaTTaMalapablH Oipi
aNblHFaH MM(p MOTIHAEPAIH CTATUCTHKAJBIK Kayircizmiri. byl Makanana akmaparTThlK Kayirci3mik
3epTxXaHacelHaa skacanpiaFaH ALO4 OnokTel mmdpray alrOpUTMIHIH CTATHCTUKAIBIK —Kayilci3miri
3epTTeNiHAl. AITOPUTMII 3epTTey VIIH OaFmapiaMaiblK JKy3ere achIpbUIIbL. AJBIHFaH MUGPMITIHIED
J.KuaytTeiH cbiHakTap XUBIHTHIFEL, NIST Tectrepi apKbulbl 3epTTElNiN, JaBHHAIK 9CEPiHIH KpUTEPHiii
TeKCepii (MBIFbIC OMTTEPiHIH OpTalia caHbl, THIFBI3IBIK JOPEKECi, JaBHHIIK dCEpPiHIH Iopexkeci, KaraH
JMABUHAIK KpUTepuiiHiH nopexeci). KonmmaHpulaTeIH OyJl  CTaTUCTHKANBIK CBHIHAKTap Ti30€KTEepAiH
KE3JIeHICOKTBIK KaCHETTepiH HaKThl aHBIKTAWTHIH 3€PTTEYLIICPAIH JKYMBICHIHIA KEHIHEH KOJIJaHbUIATBIH
HeTi3riiepi 0onbIn TabbUTAABI. 3epTTey HoTHXenepi OolibiHITa ALO4 anropuT™i KoiiaHy apKbUIbl ajbIHFaH
Ti30eKTepe aybITKYap )KOK eKeHi aHbIKTanabl. OCchUIailia, aITOPUTM )KOFAPhl CTATUCTUKANIBIK KaYiNCi3aiKKe
W€ eKeHIr aHbIKTaJIIbL.

Tyllin ce3dep: akmaparThlK Kayirncizmik, kpumnrorpadmusi, aiaroput™, NIST cemakraper, .Kayt
ChIHAKTAphl, mmpnay, KinT, kepimudpay, S 6J10k.

A. Xomnemn!*, H.A. Kananosa?, JI.C. [lrocenbaes!, B.A. Bapennuxkos !
'MucTuTyT MHQOPMALIMOHHBIX M BBIYHCIIHTEILHBIX TEXHONOT U, I.AnMatsl, Kazaxcran
HNCCIEIOBAHME CTATUCTUYECKOM BE3OIMMACHOCTHU AJITOPUTM LLIU®POBAHUS
«AL04»

Annomayust
Y4uThIBas, YTO KPUNTOTPAPUUECKUE aJIrOPUTMBI SBISAIOTCA OAHMM M3 HauOoJiee HaJEKHBIX METOIOB
3amuUThl HHGOPMAIK B HHOOPMAIIMOHHBIX CUCTEMAX, OI[EHKA UX KPUIITOCTOWKOCTH UTPAeT HEMAIIOBAXKHYIO
poib. JIJiss 3TOTO MPOBOAATCS PAa3HOCTOPOHHHUE UCCIIEAOBaHUS, OJUH M3 TEPBBIX XapPaKTEPUCTHUK KOTOPBIH
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OIICHUBAETCS TO CTATUCTHYECKash OE30MaCHOCTh IMOTYYCHHBIX IU(PPTEKCTOB. B TaHHOW cTaThe UCCIIEA0BaH
CTaTUCTHYECKass 0e30MacHOCTh anroputMa OjogHoro mmdposanus AL04, pazpaboTaHHOTO B 1a00paTopwuu
nHPOpMaMOHHON Oe3omacHOCTH. {715l MpOBEACHNUS HCCIEAOBAHMS aITOPUTM ObLT MPOTPAMMHO peaTi30BaH.
[Nony4enusle muppPTEKCTH OBIIM W3yUYeHBI ¢ MoMomslo HabopoB TectoB 1. Kuyta, TectoB NIST, a Taxxke
MIPOBEPEHBI KPUTEPHH JIABUHHOTO d(dekTa (CpemHee YuciIo BEIXOAHBIX OWTOB, CTEIIEHB MOJIHOTHI, CTEIIEHD
JABUHHOTO 3 deKTa, CTENeHb CTPOTOTO JIABUHHOTO KPUTEPHSs). DTH HCIIOIb3yeMbIe CTATHCTUIECKHIE TECThHI
SBIISIIOTCS. OCHOBHBIMH, IIMPOKO HCIOJIB3YEMBIMH B paboTax MccleaoBareneld, KOTOpble YeTKO ONMPeNeIIsioT
CBOWCTBa CIlydaifHOCTH rocnefoBarenbHocTed. [lo pesynpTaraM mccnenoBanus ycraHosieHo, uto ALO4 e
UMeeT OTKJIOHCHHUH B MOCIEIOBATEILHOCTSX, MOMYYSHHBIX ¢ MOMOIBIO anropuT™Ma. TakuMm o0pa3oM, ObIIo
YCTAaHOBJICHO, YTO AITOPUTM 00J1a/IaeT BEICOKOW CTATUCTUYECKON 0€30IacHOCTBIO.

KiroueBbie cioBa: mndopMmauonnas 06e3onacHOCTb, kpunrorpadus, aaroput™, tecTsl NIST, TecTsr,
J.Kuayt, mmudpoBanue, kitod, pacmudpoBanue, S OJIOK.

Main provisions

The proposed «ALO4» encryption algorithm is used in the military field for protecting information
in HF radio communication systems. The proposed algorithm utilizes cryptographic transformations
such as S-box, multiplication by an 8x8 matrix, and modular addition. NIST tests are regarded as
highly effective for evaluating the characteristics of pseudorandom sequences and their applicability
across various platforms. The conducted NIST tests yielded positive results, and D. Knuth's
evaluative tests confirmed that the pseudorandom sequences meet all required criteria. The research
on the «ALO4» encryption algorithm has shown that it is statistically secure.

Introduction

In a world where information security is becoming increasingly important, protecting data
confidentiality plays a crucial role. One of the most effective optimal methods for ensuring data
security is encryption. Among the most common and reliable methods of data encryption are block
cipher algorithms, which work with fixed-size data blocks. These algorithms divide the input data
into blocks, each of which is then encrypted. This approach qualitatively ensures a high level of
security, as even minor alterations to the original data result in substantial changes in the ciphertext.

This method qualitatively ensures a high level of security, because even small changes in the
original data cause significant and unexpected changes in the ciphertext.

Understanding the principles of block cipher algorithms is a key element in ensuring data security
and protecting confidentiality in modern conditions [1,2].

Block encryption algorithms are one of the key methods for ensuring reliable information
protection in modern information technology. These algorithms provide a high level of data security
by processing fixed-size data blocks and applying complex cryptographic operations for their
encryption and decryption [3,4].

Research in the field of block cipher algorithms is conducted by scientists worldwide to enhance
security and efficiency and develop new encryption methods. One way to determine the cryptographic
strength of block cipher algorithms is through their statistical security [5].

The statistical security (or strength) of block cipher algorithms is related to their ability to
withstand various types of cryptanalysis based on the statistical security of the ciphertext. This is a
critical aspect of security because certain statistical characteristics of the ciphertext can provide an
attacker with information about the key or the original message [6,7]. Here are some statistical
characteristics that are typically considered when analyzing the statistical security of block cipher
algorithms [8,9]:

Uniform bit distribution: The cipher should ensure a uniform bit distribution in the encrypted text.
If the ciphertext exhibits any irregularities or frequent repetitions of specific bit sequences, this could
indicate vulnerabilities.

Lack of autocorrelation: A robust block cipher algorithm should guarantee that the ciphertext lacks
autocorrelation, meaning there should be no statistical dependencies between bits or blocks of the
encrypted text.
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Resistance to partial knowledge of the key: Even if an adversary has partial knowledge of the key
or the original message, the cipher should prevent the disclosure of additional information about the
key or the message.

Resistance to statistical attacks: A good block cipher should withstand various statistical attacks,
such as differential and linear cryptanalysis, among others.

Complexity of cryptanalysis: The cipher should make cryptanalysis impractical by requiring high
computational resources or a large volume of known plaintext.

A statistical hypothesis is used to determine the statistical security of block cipher algorithms. A
statistical hypothesis is a predetermined prediction about the type of distribution of a random variable
or the parameters of the distribution. The mechanism for testing statistical hypotheses is based on
proposing two alternative hypotheses, H, and H,. From the perspective of a specific test, the null
hypothesis being tested is whether the pseudo-random sequence (PRS) is truly random, or the
alternative decision is that the PRS is not random [10].

A statistical test is used to determine the randomness of any sequence. To evaluate whether a
sequence passes the test, the assumption of the null hypothesis's correctness is determined using the
normal distribution and Pearson's y? distribution [11].

To determine whether a test has been passed, various statistical criteria must be applied to help
accept or reject the null hypothesis. These criteria are used to check whether the test results match
theoretical expectations and can vary in terms of reliability. Below are different types of statistical
criteria, listed in order of increasing reliability [12,13]:

- Threshold value: In this approach, the computed test statistic is compared to a predefined
threshold value. If the statistic exceeds this threshold, the test is considered passed.

- Confidence interval: Using this criterion, the test is considered passed if the test statistic falls
within a specified confidence interval, which is determined based on the significance level.

- Probabilistic approach: This method assumes that the set of test statistic values is considered
a set of random variable values, distributed according to a given probability distribution.

The last method, the probabilistic approach, has proven to be the most effective and reliable. The
significance level a is a measure that reflects the probability that the test will indicate non-randomness
in a sequence even if it is actually random. The probability of making the correct decision, meaning
the probability that the test correctly does not reject the null hypothesis, is 1 — a. This means that, at
a significance level of a, the probability that the test correctly identifies a random sequence as random
is1—a.

In most practical applications, the significance level a is usually set at 0.05. For cryptographic
tasks, where security is critically important, stricter significance levels are used, typically within the
range of [0.001, 0.01] [9].

Let's list several well-known tools for statistical testing of pseudorandom sequences [14-16]:

— Knuth's tests;

— DIEHARD tests (G. Marsaglia);

— NIST test suite (A. Rukhin et al.);

— TestUO1 suite (P. L'Ecuyer);

Research methodology

The developed encryption algorithm 'AL04' is architecturally new and meets modern requirements
(Figure 1).

Algorithm parameters: block length — 128 bits, number of rounds — 8, size of the S-box, which
acts as a nonlinear function in the algorithm — 8 bits. Key length — 128 bits. Transformations used —
bitwise XOR, substitution S-box, and multiplication by a square matrix. A detailed description of the
algorithm is provided in reference [17].
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Plaintext (128 bits): 16 bits, 8 parts

) 4
€<+ Round i key (i = 0,7)

v
8 rounds S-pox

v

Multiplication by an 8x8 matrix

Round 8 key

A

\ 4

Ciphertext (128 bits)

Figure 1. Block diagram of algorithm ALO4
Encryption function:
€ = MQS(...S(MBS(ADK,)®K,) ... DK;)DKq 1)

Decryption function:

A=M1QS (.S (M 1®S 1(CHKs)DK;) ... DK, DKy, )

where the square matrix is selected relative to the size of the matrix during encryption or decryption.
The size of the vectors 4, C, K, is equal to % S and S-1 are operations respectively transforming
vector elements through S-boxes. A represents plaintext, C — ciphertext, and K, — round keys.

Results of the study

Results of the statistical analysis of the AL04 algorithm

In Donald Knuth's book "The Art of Computer Programming,” systematic approaches to testing
random sequences were first introduced. These early tests laid the foundation for further
developments and remain relevant in contemporary research in cryptography and randomness
statistics [18].

Seven of Knuth's statistical tests are used to evaluate the randomness of sequences. These tests are
described in more detail in [17]. They are assessed using the y? statistical criterion. By comparing
the value obtained from the y? statistic with specifically tabulated results and depending on the
probability of the statistical value, conclusions are drawn about its significance or quality.

For the study of statistical security of encryption algorithms using Knuth's tests, 120 original files
were used. These files were encrypted using the AL04 algorithm, resulting in 120 encrypted texts.
The number of successful Donald Knuth tests for each encrypted text is shown in Figure 2.

157




BECTHHUK KaszHIIY um. Abas, cepus « usuxo-mamemamuyeckue naykuy, Ne3(87), 2024 2.

140

120 - 1/ 105 114 116 110 120
100
80
60
40
20
0
H Runs test H Monotonicity test M Gaps test
Combinations test & Coupon collector’s test E Permutations test

® Correlation test.

Figure 2. Number of successful Donald Knuth tests passed

NIST statistical tests

NIST (the National Institute of Standards and Technology) was one of the first organizations to
develop a set of statistical tests for assessing the randomness and quality of random sequence
generators. These tests are part of the NIST Statistical Test Suite and are designed to evaluate the
randomness in random sequence generators and data streams [19].

Each test in the NIST Statistical Test Suite compares the statistic computed for the tested sequence
with the corresponding theoretical value, which is calculated for the chosen reference distribution of
the random variable. The following reference distributions are used in each test [20]:

- Chi-square (x?) distribution: This distribution is used to assess how well the observed data
match the expected data when they are categorized.

- Normal distribution: This distribution describes a situation where the values of a random
variable are symmetrically distributed around the mean. In tests, it is used to check whether statistics,
such as the sum or difference of bits, conform to a normal distribution.

To find the statistics of the considered pseudo-random sequence (PRS), the processes of centering
and normalization are often used to bring the data into a standard form. Centering and normalizing a

pseudo-random sequence is done using the formula z = % The calculation of the p-value is

performed using an additional error function:

erfc(z) = %jme‘”z du

The x2 distribution involves comparing the observed frequencies F; with the expected frequencies
f; of a presumed distribution. The statistic used in this case is:

Xzzim;ifi)z

i=1

In this case, the calculation of the p-value is conducted using the incomplete gamma function,
defined by the formula below:

a,x) 1
F(a) T(a)

Q(a,x) = f e~ tt1dt, I'(2) =f ettt 1dt
X 0
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All tests belonging to the NIST STS suite are parametric, so it is crucial to make correct choices
for the necessary parameter values when using them.

Next, we will conduct a statistical evaluation of the AL04 encryption algorithm and test the
encrypted text using a program implemented in Visual C# with the NIST tests. In each test, the P-
value is calculated, and conclusions are drawn based on this value. If « = 0,01 is chosen for the tests,
the following decision is made [9,18]:

- If P > 0,01, we consider that the obtained encrypted text is random with a probability of 99%;

- If P < 0,01, we consider that the obtained encrypted text is non-random with a probability of
99%.

Based on the results presented in Figures 3, 4, and 5, it was established that the AL04 encryption
algorithm fully passes the NIST tests, meaning that the obtained encrypted text is classified as
random.
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Figure 3. AL04 algorithm values according to NIST tests

Random Excursions Test
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Figure 4. AL04 algorithm values according to the Random Excursions Test
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The result of Another Random Excursions Test
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Figure 5. AL04 algorithm values according to the Another Random Excursions Test

Results of the analysis of statistical security metrics of the algorithm

In statistical security studies, we use the following metrics [26]:

- Avalanche effect: This measures how strongly a change in a single bit of the plaintext affects
the ciphertext.

Degree of avalanche effect (d,): This key metric describes how a change in one bit of the
plaintext affects the ciphertext generated by the cryptographic algorithm. Ideally, changing a single
bit in the plaintext sequence should result in a change in half of the bits in the ciphertext sequence,
which ensures a high level of algorithm security.

Degree of completeness (d.): This characteristic of a cryptographic function describes the
extent to which the algorithm meets specific security and functionality requirements. Completeness
includes both the algorithm’s ability to perform its claimed functions and its satisfaction with critical
security requirements.

Degree of strict avalanche criterion (d,,): This is a more detailed and stringent metric that
measures how precisely the cryptographic algorithm adheres to the avalanche effect principle.

The objective of this research is to calculate the values for each round of the AL04 encryption
algorithm based on the aforementioned metrics and to evaluate the results. The analysis was
conducted on ciphertexts of lengths 100, 1000, and 10,000 blocks, generated by the AL04 algorithm.
Table 1 presents the results of the statistical assessment of the AL04 encryption algorithm.

Table 1. Results of the statistical assessment of the ALO4 encryption algorithm

Round
No. Dmin Dmax dw Mmin Mmax my dc da dsa
AL04(100 blocks)

1. 9.00202 | 10.86369 | 9.932860 | 3.07485 5.70765 4.39125 0.125 |0.137226| 0.086708
2. 50.69342 [52.555096|51.624261|11.3026625|13.9354625|12.6190625|0.468261|0.394345| 0.331406
3. 64.68940 [66.551071|65.620235| 20.81735 | 23.45015 | 22.13375 1 0.691679| 0.634501
4, 43.96099 |45.822668|44.891833| 27.319537 | 29.952337 | 28.635937 1 0.893993| 0.835097
. 20.96599 [22.827668|21.896833| 30.147662 | 32.780462 | 31.464062 1 0.977666| 0.911474
D. 15.54508 |17.406757|16.475922| 30.579693 | 33.212493 | 31.896093 1 0.989868| 0.919458
V. 14.86085 |16.722529|15.791693| 30.7411 33.3739 32.0575 1 0.98875 | 0.921914
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Round
No. Dmin Dmax dw Mmin Mmax my dc da dsa
3. 14.40422 |16.265894|15.335058 | 30.625475 | 33.258275 | 31.941875 1 |0.989462| 0.920371
AL04(1000 blocks)
L. 9.002025 |10.863696| 9.932860 | 3.07485 | 5.70765 | 4.39125 | 0.125 |0.137226| 0.086708
D. 50.693426 |52.555096|51.624261|11.3026625|13.9354625 | 12.6190625 |0.468261(0.394345| 0.331406
3. 64.689400|66.551071|65.620235| 20.81735 | 23.45015 | 22.13375 1 ]0.691679| 0.634501
1. 43.960998 |45.822668 |44.891833| 27.319537 | 29.952337 | 28.635937 1 |0.893993| 0.835097
5. 20.965998 |22.827668|21.896833| 30.147662 | 32.780462 | 31.464062 1 |0.977666| 0.911474
5. 15.545086|17.406757|16.475922 | 30.579693 | 33.212493 | 31.896093 1 |0.989868| 0.919458
7. 14.860858|16.722529|15.791693| 30.7411 | 33.3739 | 32.0575 1 0.98875 | 0.921914
B. 14.404223|16.265894|15.335058 | 30.625475 | 33.258275 | 31.941875 1 ]0.989462| 0.920371
AL04(10000 blocks)

L. 9.002025 |10.863696| 9.932860 | 3.07485 | 5.70765 | 4.39125 | 0.125 [0.137226| 0.086708
D, 50.693426 |52.555096|51.624261|11.3026625|13.9354625 | 12.6190625 |0.468261|0.394345| 0.331406
8. 64.689400|66.551071|65.620235| 20.81735 | 23.45015 | 22.13375 1 |0.893993| 0.834501
1. 43.960998 |45.822668 |44.891833| 27.319537 | 29.952337 | 28.635937 1 |0.893993| 0.835097
b. 20.965998 |22.827668|21.896833| 30.147662 | 32.780462 | 31.464062 1 |0.977666| 0.911474
5. 15.545086|17.406757|16.475922 | 30.579693 | 33.212493 | 31.896093 1 |0.989868| 0.919458
V. 14.860858|16.722529|15.791693| 30.7411 | 33.3739 | 32.0575 1 0.98875 | 0.921914
8. 14.404223|16.265894 | 15.335058| 30.625475 | 33.258275 | 31.941875 1 |0.989462| 0.920371
As the results of the study show, it was established that complete mixing of the input sequence

occurs at the 2nd round of encryption using the AL04 algorithm.

Discussion

The main method of statistical testing for block ciphers involves creating various pseudo-random
sequence generators based on the tested block cipher. These sequences are then subjected to statistical
testing. It is important how these generators are constructed and which tests are used for testing the
sequences. Currently, there are many test suites for checking sequence statistics. Among them, we
use the test suites by Donald Knuth and NIST. These sets of tests were chosen for several key reasons.
Each statistical test proposed by D. Knuth is designed to test the hypothesis of randomness of the
input sequence, which helps identify potential weaknesses in random number generators and
cryptographic algorithms.

In turn, the NIST test suite was developed by the National Institute of Standards and Technology
(NIST), a prominent government organization supported by a team of highly qualified experts in
mathematical statistics.

This test suite is used for assessing the randomness of sequences and has been employed for testing
cryptographic algorithms at the national level, including block ciphers that participated in the AES
standardization competition. During the investigation of the ALO4 encryption algorithm, it was
established that the ALO4 encryption algorithm fully meets the criteria of statistical security based on
the numerical indicators of the NIST and Donald Knuth tests.

Conclusion
Evaluating the statistical security of block cipher algorithms is one of the primary criteria for
determining the reliability of these algorithms. Therefore, this article examines and presents the
results of the statistical security assessment of the algorithm. This aspect of security is crucial in
evaluating the reliability of block cipher algorithms under real operational conditions. The proposed
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algorithm ALO4 was implemented programmatically to investigate the statistical security of files
encrypted with this algorithm. According to the research findings, all P-values from the NIST tests
fall within the interval [0, 1], indicating that 99% of the encrypted text characteristics correspond to
a random sequence. It was also found that according to the tests by Donald Knuth, the output sequence
is pseudo-random. Furthermore, it has been demonstrated that the statistical indicators meet security
requirements starting from the second round, i.e., with d, = 1.

Thus, based on these results, the ALO4 algorithm can be considered statistically secure. Further
research into other properties of the algorithm is planned for future work.
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