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Abstract

Social media platforms play an important role in facilitating the spread of extremism by influencing people's
views, opinions, and perceptions. These platforms are increasingly used by extremist elements to spread
propaganda, radicalize and attract young people. Therefore, research on the detection of extremism on social
media platforms is necessary to prevent its consequences and negative consequences. It is very important to
conduct a comprehensive and Comparative Study of data sets, classification methods, and screening methods
using the internet extremism detection tool. The purpose of this research is to create a system for identifying
ISIS and Al — Qaeda flags from images. CNN was implemented by expanding and training data sets using
deep learning networks. In the course of this study, we developed a system for identifying the flags of extremist
groups using images. In addition, a solution was found to increase the size of the data set. The data set contains
1,400 images, half of which are the" Al-Qaeda “flag and half are the” ISIS " flag. In addition, 2 convolutional
and one fully connected layer were used to recognize the” ISIS "and" Al-Qaeda " flags. As the relevance of
the work, it should be noted that the convolutional network model of CNN is trained using deep learning, that
is, training based on neural networks. Novelty of the work: obtaining the highest value of the accuracy indicator
using a new data set using the model classification method. The study is devoted to the study and application
of deep learning methods aimed at solving the problems of identifying potentially dangerous information on
the internet. With the proposed method, a 95% indicator of flag recognition from the image was achieved. The
result of the proposed study can be of great help in recognizing ISIS and Al-gaeda flags and preventing terrorist
activities..
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Anoamna

OJIeyMETTIK Mera TuaThopMaliapbl agamMaapIblH Ke3KapacTapblHa, MiKipiepiHe KoHe KaObUIaaynapblHa
ocep eTy apKbUIbl SKCTPEMU3MHIH TapalyblH XKEHIJIETY/Ie MaHbI3/Ibl POl aTkapasl. by miatdopmanapast
AKCTPEMHCTIK 3JEMEHTTEp YTiT-HacHXaT TapaTy, paluKalJaHIbIpy *KoHE >KacTapAbl TapTy YIIiH Kebipek
kKoinaHaapl. COHIBIKTAH oIlEyMETTIK Meawa IuiardopMaiapelHIa SKCTPEMH3MJII aHBIKTay OOibIHIIA
3epTTeyjiep OHBIH calJlapbl MEH >KaFbIMCBI3 CalJapblHBIH aJJIbIH aly YIOiH KaxeT. HHTepHeTTeri
OKCTPEMU3MIII aHBIKTAY KYPaJIbIH KOJJIaHA OTBIPHIN, MOJIIMETTEP KUBIHTHIFBIH, JKIKTEY OJICTEpiH JKOHE
CKPHMHUHT 9/1iCTEPiH KaH-KaKThl )KOHE CAJIBICTBIPMAIIBI TYPAE 3€PTTEY 6T€ MaHBI3Ibl. ByJl 3epTTeyAiH MaKcaThl
— keckinaepaeH ISIS xone Al-Qaeda Tysapbi anbiKTay Kyiecin Kypy. CNN TepeH OKbITY XKeJlijiepiH KojigaHa
OTBIPBIT JIEPEKTEP KUBIHTHIFBIH KEHEUTY )KOHE OKBITY apKBUIBI )Ky3ere achlpbuIibl. Ockl 3epTTey OaphIChIHIA,
KECKIHZIEeP apKbLIbl SKCTPEMHCTIK TONTap/AbIH KajayJlapblH aHBIKTAHTHIH JKyieHi a3ipaenik. COHbIMEH KaTap,
JIepeKTep >KUBIHTHIFBIHBIH KOJIEMiH YIFAaUTyFa apHaiFaH menriM tadbuiabl. Jepexrtep skubiHThIFBIHAA 1400
KeckiH 6ap, omapasiH xapTeickl "Al-Qaeda" sxanaysr, xapTthice! “ISIS” xxamaysl. ConsiMeH Katap, “ISIS” xone
"Al-Qaeda" xanaynapblH TaHy YIIiH 2 KOHBOJIOUUSIIBIK JKOHE Oip TOJBIK KOCBUIFAaH KabaT maiaanaHbUIIbL.
YKymbicThiH e3ekTtiiri petinae CNN-HiH KOHBOJTIOIUSIIBIK XKENITIK MOIEI TEPEH OKBITYbI, SFHU HEHPOHIBIK
JKeJIepre Heri3/IeNreH OKBITYIbI KOJ/IaHa OTHIPHIN OKBITHUIFAHBIH aTall 6TKEH jK0H. JKYMBICTBIH jKaHAJBIFbI:
MOJIENIB/l JKIKTEY OJIiCiH KOJIJJaHa OTBIPHIN, JXaHa JIEPEeKTep >KUBIHTHIFBIH TalijajaHa OTBIPHII, JAIIIK
KOPCETKIILIiHIH €H >KOorapbl MOHIH ay. 3epTTey FaJlaMTOpAarbl BIKTUMAaJl KayilTi aKkmapaTrTapbl aHBIKTay
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MocenieNiepiH IIenryre OarbITTajdfaH TEpPeH OKBITY OMICTepiH 3epTTeyre »oHE KOJIJaHyFa apHalFaH.
Y CBIHBIIFAH 9/1iC aPKbIIbI KECKIHHEH TYIbl TAHYIBIH 95% KepCeTKilliHe KO KeTKi31111. ¥ ChIHBUIFaH 3epTTey
notmxeci SIS nen Al-qaeda xanaymnapbIH TaHyFa )K9HE TEPPOPHUCTIK SPEKETTEPIiH alIbIH alyFa YIKeH KOMeK
Ooua anausl.

Tyiiin ce3aep: ISIS, Al-Qaeda, aneymerrik xeminep, CNN, skcTpeMusm, Ty.

I1I. Mycupanuesa®, M. Bonar6ex?, I11. Temupraszuesa*
'Kazaxckuil HaIIMOHAJIBHBIA YHUBEPCUTET UMEHH anb-Dapabu, r.Anmarsl, Kazakcran
PA3PABOTKA METOJA I’ PAOUYECKOI'O AECTPYKTUBHOI'O KOHTEHT-AHAJIM3A

Annomayus

[Inatdopmbl conuanbHBIX CETEH UIPalOT BAKHYIO POJb B OOJETYCHUH PACIpPOCTPAHEHUS KCTPEMHU3MA,
BIMSA Ha B3MVIAABI, MHEHHS M BOCHPHSTHE JoAed. OTu miatGopMel Bce 4Yalle HCHONB3YIOTCS
SKCTPEMHUCTCKUMH 3JIEMEHTaMU JUIS PacHpOCTpPaHEHHs NpOIaraHabl, paguKaiu3aldd U TMPHUBICUCHUS
Mosnonexu. [loaToMy mnccienoBaHMs NO BBISIBICHHMIO IKCTpEMHM3Ma Ha MmiatdopMmax COLHMAIbHBIX CeTei
HEOOXOIUMBI U MPEJOTBPAIICHUS €ro IOCIEACTBHM W HETaTHBHBIX IOCIENCTBHHA. BcectopoHHee u
CpaBHHUTEIBHOE HCCIICIOBaHHE HAOOpOB MaHHBIX, METOJOB KiacCUQUKAIMM W METOAOB CKPUHUHIA C
WCTIONB30BaHUEM OHJIaWH-WHCTPYMEHTa OOHapy)KEHHsI SKCTpeMH3Ma WMeeT peliatoiiee 3HadeHue. Llenb
3TOTO UCCIIEAOBaHMUS — CO3MaTh cucteMy oOHapykeHus ¢uaro UI'NJI u Ans-Kaena Ha n3o6paxennsx. CNN
ObUT pean30BaH IyTEM PacIIUPECHUs HAOOpPOB JaHHBIX M OOYUYEHHUS C HMCIIOJIb30BAaHUEM CeTel IIyOOKOro
oOydyenusi. B xome oToro wmcciemoBaHus Mbl pa3paboTaim cucTeMy Uil OOHapykeHus (iaros
SKCTPEMHUCTCKUX TPYII ¢ IOMOLIbIO n300paxenuil. Kpome Toro, 6pu10 HalAEHO pELICHUE IS YBETUUCHHS
pa3Mepa Habopa ganHbIX. Habop manubx comepkut 1400 m300paxkeHwii, TOJOBUHA M3 KOTOpPBIX-durar "Al-
Qaeda", a monosuHa-¢mar “ISIS”. Kpome Ttoro, mis pacmosnaBanus ¢aaros “ISIS" u "Al-Qaeda"”
HCTIONIE30BANIACH 2 CBEPTOYHBIX U OJMH MOJHOCTHIO MOAKIIOUEHHBIN clIoN. B kKauecTBe akTyallbHOCTH pabOTHI
CIIEAyeT OTMETHTh, UTO CBepTo4HasA ceTeBas Mogens CNN Obiia pa3paboTaHa ¢ HCIOIB30BAaHUEM ITTyOOKOro
o0y4eHusi, TO ecTb OOyuYeHHs, OCHOBAHHOTO HAa HEWPOHHBIX ceTsAX. HoBu3Ha paboTHI: TOIydYeHHE
MaKCUMaJbHOTO 3HAYEHHUs [OKa3aTelss TOYHOCTH C UCIOJIb30BAaHWEM HOBOTO Habopa HaHHBIX C
HCTIONB30BaHUEM MeToAa Kiaccuukanuu mMoaenu. VccinenoBaHue MOCBAIIEHO M3YYEHHIO M IPUMEHEHHIO
METOIOB TITyOOKOT0 00y4YeHHs], HANPaBJICHHBIX Ha pellieHrne MpooiieM 0OHapYKEHHS TOTEHIIMAIBHO OTACHON
nHpopmanun B uHTepHeTe. C MOMOIIBIO MPEJIOKEHHOTO METO/a YAAIoCch A00uThcst 95% y3HaBaeMocTH
¢nara no uzobpaxenuto. [Ipennaraemplil pe3ynbTaT UCCIEIOBaHMS MOXKET OKa3aTh OOJBIIYI0 IOMOLIb B
pacnoznaBanuu ¢uraroB UT'MJI u Anp-Kaenb! u mpenoTBpaiieHuu TeppopruCcTHIECKOM IeATEIbEHOCTH.

Kirouesnie cioBa: ISIS, Al-Qaeda, cormanpubie cetn, CNN, akcTpeMusm, iiar.

Main provisions

This research focuses on the identification of extremist symbols, specifically the flags of ISIS and
Al-Qaeda, from images using deep learning techniques. A convolutional neural network (CNN) was
employed, including two convolutional layers and one fully connected layer, to accurately classify
the two types of flags. The dataset, consisting of 1,400 images, was expanded through image
augmentation to improve model performance. As a result, the model achieved high accuracy in
distinguishing between the two classes. The study demonstrates the effectiveness of CNN-based
models in detecting potentially harmful content on social media and contributes to the prevention of
extremist propaganda online.

Introduction

Social networking has now become a necessity for the world community. Every day, 2.5
quintillion bytes of data are processed around the world. A quintillion is a number two levels above
a trillion, and a quadrillion is halfway between a quintillion and a trillion. This means that the world
consumes so much data production in one day. Most of this data is known to be used for social media,
email and Google activities. Internet users use up to 205 billion bytes of e-mail. Facebook collects
4.3 billion bytes of data per day, Instagram generates 3.6 billion bytes of data per day, and twitter
collects up to 500 million bytes of data per day. And YouTube accesses 4 million bytes of data per
day [1].With billions of registered users, social media platforms offer a wide range of outreach
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activities. Hence, the mass media is convenient for the extremist group to promote their harmful
ideology. These extremist groups share violent content and hateful messages to spread their agenda
in radicalization, recruitment and propaganda [2]. Extremist organizations such as the Islamic State
of Irag and Syria (ISIS) and Al Qaeda currently use social media platforms to promote, radicalize and
recruit young people. A social media tool used by ISIS in Syria to recruit new members from around
the world. ISIS managed to recruit 20,000 foreign fighters through social networks, 20 percent of
which came from the West.

As the amount of data on social media has grown exponentially, manual detection of radical
content has become increasingly difficult. Therefore, an effective automatic method of identifying
extremism is urgently needed. In addition, automatic detection of extremist profiles on social media
has become a major interest and top priority of governments and counter-terrorism organizations in
combating terrorist social media accounts. Therefore, the creation of information technology
resources to identify cyberterrorists will help to counter extremism on the Internet [3].

Literature review

There are no definitions of the term "extremism" in the literature, as well as a number of consistent
views or a universally accepted definition in the government [4]. This is not surprising, since there is
no consensus among researchers and governments on the definition of the term "terrorism", which is
a much less nuanced concept compared to the concept of extremism [5]. However, governments and
other agencies have proposed definitions of extremism that have the following characteristics: first,
an emphasis on the political, social and religious dimensions of extremism; second, to position the
"extremist” as an individual or entity that actively opposes a context-dependent set of values and
norms (e.g., democracy in the UK) [6]; and third, to recognize that to a certain extent extremism -
and the related concept of "radicalization™ - can lead to violence and, in extreme cases, acts of so-
called "terrorism"[7].

One of the main challenges associated with defining extremism relates to the different contexts in
which extremists are perceived. For example, the Ministry of the Interior of Great Britain [8]. The
Counter-Extremism Strategy defines extremism as "overt or active opposition to our core values,
including democracy, the rule of law, individual freedom, respect and tolerance for different faiths
and beliefs". In contrast, Sharma [9] defined extremism as "... the extent to which violence is
advocated against out-group members based on their affiliation to achieve [religious, political, or
social] goals.” In particular, the last definition differs in considering extremism as something related
to violence (more precisely, terrorism). In contrast, the former definition recognizes extremist
activities that do not necessarily lead to violence. Both definitions suggest that conceptualizations of
extremist behavior may vary depending on the nature of the outgroup and the ingroup, as well as the
normative values of the ingroup.

Given the above issues, it is clear that the diversity in available definitions of extremism reflects
the complex, nuanced, context-dependent and multifaceted nature of the term. Another difficulty in
defining these terms is that for some authors the term "extremism" is used synonymously with the
terms "terrorism" and "radicalization", while for other authors these terms are considered to be related
but separate [10]. For example, according to Sharma's definition, due to the link between violence
and terrorism [11] all extremists are terrorists — or at least people who support terrorism. However,
according to the Home Office definition, extremism is one of the many possible causes of terrorism.
Regarding the relationship between extremism and radicalization, some scholars use the terms
interchangeably, while others suggest that radicalization refers to the process by which an individual
acquires behaviors, emotions, and beliefs that can be considered extremist.

Since the creation of profiles for online extremism is the main goal of this study, it is also worth
paying attention to the religious, social and political dimensions of extremism. These dimensions are
immediately noteworthy because in some cases individuals are radicalized along political lines (ie,
hold extremist beliefs), while others are radicalized along religious lines, or even regarding social
issues. Although each of these dimensions of extremism share common features (ie, because an
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individual's religious, social, or political beliefs, emotions, and behaviors are "extreme"), the nature
of each dimension is different [12]. M. Fernandez et al. in 2020 divided the online research related to
extremism into three types: analysis, detection and prediction. This survey is about communication
and the radicalization process. The authors also address the details of automatically identifying
extremists and predicting content adoption. This review examines the lack of validated data, the lack
of collaboration among researchers, the evolution of extremist language, and the lack of ethical
perspectives in online research on identifying extremism [13].

M. Hashemi et al. in their 2019 research, presented the first attempt to use machine learning to
recognize extremist images on web pages and flag them as symbolic propaganda. From August 2015
to September 2018, a CNN trained using 120,000 images with a generalization accuracy of 86% was
used to classify 1.2 million suspicious VEO images. ISIS was 38 times more active in online
propaganda than other VEOs. Most of the images are intended to condone acts of violence. In their
research, they explain the massive increase in visual propaganda on the Internet and instructions for
such attacks by ISIS. The study found that zero-padding is more efficient in terms of accuracy and
time performance than interpolation for resizing smaller images to a fixed size for input into a
CNN [14]. Y. Karimi et al. used the Python Selenium package to download images matching
keywords. The photos are classified into several categories (for example, a news article focusing on
a religious topic) [15]. Several pre-trained models from the PyTorch library in Python were compared
to build the classifier, including networks with 18 and 34 layers (ResNets) and AlexNet [16]. The
image classifier was trained on 963 Google Images and tested on 190 randomly selected and manually
labeled ISIS photos. These test photos were distributed as 60 for the military, 75 for religion, and 55
for the news. Another 72 ISIS photos were used for testing (24 from each category). For testing, we
used ResNet-18 with ten epochs and no rotation or horizontal and achieved 95.83% accuracy on the
test sets [17].

Research methodology

Creating an ISIS and Al-Qaeda image recognition algorithm consists of a number of components,
including:

1. A complex process of obtaining the necessary images;

2. Preparation of data;

3. Augmentation of received images;

4. Neural network training, as well as evaluation of its effectiveness and accuracy on test data;

5. A data set where images are stored,;

6. Identification and classification of objects in images;

7. Get results.

Figure 1 below depicts the architecture of ISIS and Al-Qaeda image recognition system based on
CNN model.

O6vexmirepdi anvxmay Modeaudi oxuemy
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Figure 1. ISIS and Al-Qaeda image recognition system architecture
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Data set. One image of the ISIS flag and one image of the Al-Qaeda flag were uploaded to develop
the dataset, and data augmentation was used to generate hundreds of new ISIS and Al-Qaeda flag
images based on the modifications of these two flags.

Data augmentation occurs when new data is created based on changes to existing data. In
particular, for image data, data augmentation may consist of actions such as translating the image
horizontally or vertically, rotating the image, zooming in or out, cropping, or changing color

(Figure 2, Figure 3).
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Figure 3. Augmentation of Al-Qaeda image

Expanded image packages are compiled from the source image. The Flow() function accepts
empty data and creates packets of padded data. As a result, 700 samples were obtained for each of
the augmented images, totaling 1400 images (I1S1S -700, Al-Qaeda -700).

The full dataset contains 1,400 images, half of which are Al-Qaeda flags and half of which are
ISIS flags. The remaining script classifies 1000 samples into the training set, 200 samples into the
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validation set, and 100 samples into the test set. Each set contains an equal number of Algaeda and
ISIS flags.

Neural network training. The main goal of this study is to create a system for identifying ISIS and
Al-Qaeda flags from images. Data set augmentation and training were performed using image
augmentation using CNN deep learning networks.

First, an image recognition model was trained using deep learning, and the trained model was
tested. The deep learning process to train the model takes a lot of time, but the classification itself
takes a relatively short time.

The goal of the per-sign detection problem for an image in flags is to determine whether a
particular pixel belongs to a part of the sign. To solve this problem, the proposed solution is based on
CNN, which is designed to classify features with geometric shapes. A sampling method is used
between two fully connected layers to reduce overfitting by preventing complex co-adaptations in the
training data [16]. The Keras Sequential model was used to create the CNN model. The first layer of
the model is a 2D convolutional layer. In this layer, 32 output filters with kernel size 3x3 and relu
activation function were used. Images are 224 pixels high by 224 pixels wide and have 3 color
channels: RGB. This gives input_shape (224,224,3). Then the MaxPool2D pooling layer is added,
which is designed to reduce the data size. The second Conv2D layer is performed by adding another
convolutional layer with the same characteristics as the previous one, except for 64 filters. The next
layer is connected with the MaxPool2D layer of the same type. The output layer of the convolution
layer is Flatten and it is passed to the Dense layer. This dense layer is the eastern layer of the network,
so there are 2 nodes: one for the Al-Qaeda flag and one for the ISIS flag. A softmax activation function
was applied such that the output of each sample was a probability distribution over the outputs of the
Algaeda flag and the ISIS flag.

CNNs have more degrees of freedom and therefore exhibit greater variance and less bias. This fact
causes CNN to overestimate the feature detection capability. Therefore, an appropriate threshold
should be used. Determining precision and recall:

B true_ positive 1)
true_ positive+ false_ positive

P

B true_ positive (2)
true_ positive+ false_negative

Then the dimension of F is:

E_ 2PR (3
=
P+R

The threshold value used to re-estimate the final probability is determined to give the highest score
in the validation data.

Results of the study

The dataset was classified using the classification function included in the scikit-learn python
library. 70 percent of the data was used for training and 30 percent for testing. Accuracy functions
were optimized using the Adam optimization algorithm. The proposed CNN model was tested using
10 epoch iterations.

After successfully training the neural network, it is necessary to check its performance. Figure 4
below shows a snippet of the program code. This is the stage of realization of the architecture of our
model.
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Figure 4. An example from the training phase of the CNN model

ROC curve prediction is another common tool used with binary classifiers. The dotted line shows
the ROC curve of a purely random classifier, with a good classifier placing itself as far away from
this line as possible (towards the upper left corner). Figure 5 below shows the accuracy of the model
determined using sklearn.metrics.
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Figure 5. Model training and matching accuracy

As you can see from the images above, the neural network has been successfully trained and is
ready to process new images. Figure 6 below shows an example of the feature recognition result of
this system.

print("\@33[1m The algorithm predicts, with accuracy of", accuracy, "that this is an

Found 1 validated image filenames.
The algorithm predicts, with accuracy of 108.8@% that this is an image of ISIS flag

Figure 6. Image detected by model training
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Figure 7 below shows an example of the Al-gaeda flag recognition result.

PIAILY, \DOS L S Lgun et D

Found 1 validated image filenames.
The algorithm predicts, with accuracy of 100.00% that this is an image of Al-Qaeda flag

Figure 7. Image detected as a result of model training

Based on the results, 100% accuracy of ISIS and Al-Qaeda flag recognition was achieved using
deep learning in the best defined category.

Discussion

The results of the conducted study showed the high efficiency of the system for recognizing the
flags of extremist groups — in particular, 1SIS and Al-Qaeda-based on images. The proposed method
made it possible to identify destructive signs from images with an accuracy of 95% using the
capabilities of deep learning. This result proves the Applied and scientific significance of identifying
signs of extremist organizations through visual content.

Such a high result was achieved by increasing the data set, introducing special CNN layers (two
convolutional and one fully coupled layer), as well as using focus loss.

These results also echo other studies. For example, studies based on "Multimodal Hate Speech
Detection” [10] and other multimodal approaches suggest ways to detect destructive content in
combination through text, image, and audio. However, our study shows that high accuracy can be
achieved based only on image data. This approach is especially important in response to the tendency
of extremist groups to spread their ideology visually (flag, symbol, video).

Future research should consider opportunities to increase data diversity, integrate the system with
multimodal models and integrate it into real global monitoring systems. At the same time, adapting
the model to work in real time will be the next step in the effective use of the system in the areas of
law enforcement and cybersecurity.

Thus, the proposed solution also occupies an important place as a practical tool aimed at preventing
terrorist activities on the internet.

Conclusion

The tasks set during the study were completed. A method for recognizing I1SIS and Al-Qaeda flags
was proposed. A solution has been found to increase the size of the dataset. To improve network
performance, focus loss is used to control the network of regional proposals. Additionally, 2
convolutional and one fully connected layer were used to recognize I1SIS and Al-Qaeda flags.

As the relevance of the work, it should be noted that the CNN convolutional network model was
trained using deep learning, that is, based on neural networks. The novelty of the work is that the
model obtains the highest value of the accuracy indicator using the new data set using the
classification method.
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Based on the results, 95% accuracy of ISIS and Al-Qaeda flag recognition was achieved using
deep learning in the best defined category. The proposed research work can be of great help in
recognizing ISIS and Al-Qaeda flags and preventing terrorist activities.
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