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Abstract

The increasing deployment of Internet of Things (IoT) devices has made networks more vulnerable to
malicious activities, necessitating effective traffic classification methods. This study investigates machine
learning-based approaches to classify network traffic using the CTU-loT-Malware-Capture-3-
Iconn.log.labeled dataset, which includes over 150,000 records labeled as benign or malicious. Key numeric
features such as packet counts, data volumes (bytes), protocol types, and source IP frequencies were selected
to enhance the models' predictive capabilities. Preprocessing involved normalization with StandardScaler to
ensure equal contribution of features to model predictions. Four machine learning algorithms were evaluated:
Logistic Regression, Random Forest, Support Vector Machines (SVM), and Gradient Boosting. The
experiments utilized a 5-fold cross-validation framework to ensure robustness and reliability. Gradient
Boosting outperformed other models with a mean accuracy of 99.13%, followed by Random Forest at 99.11%.
To address class imbalance, SMOTE was applied, significantly improving the recall of minority classes. This
study demonstrates the potential of machine learning for improving loT network security by identifying
anomalous behaviors in real-world attack scenarios. The results underline the importance of preprocessing,
feature selection, and evaluation in achieving high detection accuracy.

Keywords: [oT security, malicious traffic detection, machine learning, feature selection, SMOTE, anomaly
detection, cybersecurity.

I''U. Akmonax', P.C. Mara3os!
'On-Mapabu areingars Kaszak ¥nTTeik YHuBepcuTeTi, AnMmarsl K., Kazakcran
SUSAHAbI XKEJUJIIK TPA®UKTI AHBIKTAY YIHIH MAIIWMHAJIBIK OKbITY 9JICTEPIH
KOJIJAHY

Anoamna

[oT KypbUTFBUTAPBIHBIH KOOCTO1 JKEITIEPIl 3USH/IBI OPEKETTEPre 0cal eTTi, Oy TpaQuKTi KIKTEYIIH THIM/II
omictepiH Koamanynel taman eteni. byn 3eprrey CTU-IoT-Malware-Capture-3-1conn aepekTep >KMHAFbIH
naijanaHa OTBIPBIN, KENUTK TpaduKTI JKIKTEYAIH MAaIIMHAIBIK OKBITyFa HETI3JENTeH ToCUIIepiH
KapacTeIpajibl. JlepexTep KOphl KaTepci3 HeMece 3ustHbl Aen OoenriieHreH 150 000-HaH actam »xa30anapisl
KaMTHIBl. MonenbaepaiH OoihkaMabl MYMKIHIIKTEpiH KEHEHTy YIIiH MakeTTep CaHbl, JEepeKTep Kelemi
(6atitTap), [Iporokon Typnepi xkoHe AepekkesnepliH [P Mekemkall >KULTIKTEpI CUSKTBI HETI3Ti CaHIBIK
cunarramanap TaHganisl. Jepexrep Moaens 6omkaMaapeiHa OHIMIUTIKTIH TEH YIIECiH KaMTaMachl3 eTy YIIiH
StandardScaler kemeriMeH ajjiblH ajla KalbIIKa KENTIpiAi. MallMHAIBIK OKBITYJBIH TOPT alrOpUTMI
OarayaH]Ibl: JIOTUCTUKANBIK PETPECcCHs, Ke3AeUCOK OpMaH, TipeK BEKTOPIIBIK dic (SVM) xoHe rpaJueHTTiK
yaey. ToxipuOenep CEHIMIUTIKTI KamMTaMachl3 €Ty VIIiH 5 ece KpOCC-TeKCcepy KyHeci KOJIaHBIIIEL.
I'paguentrik yaey Oacka Mopeibiepre KaparaHiaa jKoraprbl IoimikTi kepcerti (99,13%), comaH KeiiiH
ke3aeiicox opMman (99,11%). Jlepekrepaeri TeHrepiMmcizaikti o yurid SMOTE anroputmi KoJigaHBULIb,
OyJ1 a3IIBUIBIKTApABIH Kepi OaiIaHBICBIH €A9Yip KaKcapTThl. by 3epTTey HaKThI abybul cieHapuiinepinaeri
KaJIBINTaH THIC MiHE3-KYIBIKTHI (anomalous behaviors) aHbIKTay apKbUIbl 3aTTapIblH MHTEPHET JKETiCiHIH
Kayilci3MiriH jKaKkcapTy VIIiH MallMHAIBIK OKBITYJBIH AJieyeTiH kepceTeni. HoTnmxkenep »Korapbl aHBIKTAY
TONITIHE KON JKETKI3y VIIH aJJIblH ajla eHJCYyHiH, OHIMAUIIKTI TaHJayJblH >KOHE OaranayablH
MaHBI3IbUIBIFBIH KOPCETEI.

Tyiiin ce3mep: MHTepHET 3aTTapbIHBIH KayiICi3airi, 3usHibl TpahuKTi aHbIKTAy, MallMHAJIBIK OKBITY,
MyMKiHIikTepai Tanaay, SMOTE, anoManusiiapisl aHbIKTay, KHOSPKAYIINCi3/IiK.
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I'1. Akmonax', P.C. Marasos!
'Kazaxckuii Hanmonansneii Yausepeuter nmenn anb-Papadu, r.Anmarel, Kazaxcran
NPUMEHEHUE METOAOB MAIIIMHHOI'O OBYUYEHUA JJIS1 AHAJIN3A BPEJJOHOCHOI'O
CETEBOI'O TPA®UKA

Annomayus

Pactymiee uwmcno yctpoiictB MHTepHeTa Bewiel cAenano CETH YSA3BUMBIMH ISl BpPEIOHOCHOH
JEATEIHLHOCTH, YTO MOTPEOOBAIO HCIIOIL30BaHU (P PEKTUBHBIX METOIOB Kiaccudukauy tpaduka. B atom
HCCIIEIOBAHUN PAaCCMaTpPUBAIOTCA MOJXOJbl, OCHOBAaHHbIE HA MALIMHHOM OOYYEHHUH, AJI KiIaccu(UKanuu
ceTeBoro Tpaduka ¢ ucnoian3oBanuem Habopa manabix CTU-lIoT-Malware-Capture-3-1conn. ba3a gaHHbBIX
cogepxut 6onee 150 000 3amuceii, TOMEUEHHBIX KaK JOOPOKa4eCTBEHHBIC WIIM BpeAHble. YTOObI paciinpuTh
BO3MOXXHOCTH IIPOIHO3UPOBAHUS MOJIeJIeH, ObUTM BEIOPAHBI OCHOBHBIE YHCIIOBBIE XaPAKTEPUCTHKH, TAKHUE KaK
KOJIMYECTBO MaKeTOB, 00beM JaHHBIX (OalTbI), TUIBI MPOTOKOJOB M 4acToThl [P-agpecoB MCTOYHHKOB.
JaHHble ObUTH TpelBapUTEIFHO HOPMAaM30BaHbl ¢ MoMoliblo StandardScaler, yToOb1 0OecneyuTh paBHYIO
JIOJTE0 IPOU3BOAUTEIIEHOCTH B IIPOTHO3aX MOJIENH. Bl OLICHEHBI YeThIpEe aNropuTMa MalIMHHOTO O0YYCHUSI:
JIOTUCTUYECKAs] PErpeccHsl, CIy4YalHBIA JIEC, METOX OIIOPHBIX BEKTOPOB M TIPAJUCHTHOE YCKOPECHHE.
OKCIIEpUMEHTBI  S-KpaTHasi CHCTEMa IEepPEeKPECTHOrO TECTUPOBAHMS HWCIONB30BANIach MJsl oOecreucHHs
HaJCKHOCTU. [ paJlueHTHOE YCKOPEHHUE ToKa3aio 00JIee BRICOKYIO TOYHOCTh, YeM apyrue mozaenu (99,13%),
3a KOTOphIMU ciexnyeT ciaydaiHbslii nec (99,11%). Anroputm SMOTE wucnonp3oBancs anst ycTpaHeHHS
)11/106ancha OaHHBIX, YTO 3HAYUTCIIbHO YJIYUIIHIIO 06paTHy}0 CBS3b MEHBIIMHCTB. JTO HUCCIICAOBAHHEC
ACMOHCTPUPYCT NNOTCHIIKMATI MAIIMHHOT'O 06y‘ICHI/IH JJIA IIOBBIIIICHUA 6C3OH3CHOCTI/I I/IHTepHCTa BeHleI\/'I IIyTEM
BEISIBJIICHHS aHOMaJbHOTO ToBeAeHHs (anomalous behaviors) B peanmpHBIX clieHapUsAX arak. Pe3yibraTel
MOJYEPKUBAIOT Ba)KHOCTh IPEABAPUTENBbHOW 00pabOTKM, BBIOOpA MPOU3BOJUTEIBHOCTH U OLEHKH IS
JOCTUKEHHS BBICOKOI TOYHOCTH OOHAPYKEHHUS.

KiroueBble ciioBa: 6e3onacHocts MHTEpHETA Beel, oOHapykeHHe BPeIOHOCHOIO TpaduKa, MAIIHHHOE
oOyuenue, Be10op dhynkiuii, SMOTE, oOHapyxeHne aHOMannii, KubepOe30MmacHOCTb.

Introduction

The integration of Internet of Things (IoT) technology across various industrial sectors has brought
considerable advances in automated processes and network connectivity. At the same time, this
proliferation of IoT devices has exposed networks to new security risks. A common characteristic of
many loT deployments is insufficient built-in security, which makes them vulnerable to exploitation
through attack vectors such as Distributed Denial of Service (DDoS), data exfiltration, and port
scanning.

Current threat statistics paint a concerning picture. The AV- TEST Institute records over 450,000
new malware and un- wanted applications daily [1]. The 2025 Astra Security Report documents
560,000 daily malware detections [2], indicating a significant rise. This surge underscores the urgent
need for automated methods that can detect threats intelligently. Prior studies [3], [4] emphasize that
handling these challenges requires robust anomaly detection to identify malicious traffic quickly.

Anomaly detection involves defining patterns of “normal” behavior based on business operations
and identifying deviations that may indicate potential threats [5]. Manual monitoring becomes
practically impossible in IoT environments due to the massive volume and variety of data traffic these
networks generate. Machine learning offers a solution by automating the detection of anomalies,
which helps organizations identify and respond to attacks more quickly. Previous research has
demonstrated the value of this approach — for example, Rana showed how real-time anomaly
detection can effectively counter threats like DoS attacks [6].

The aim of the present study is to assess the capability of several supervised machine learning
classifiers to differentiate between benign and malicious IoT traffic. Logistic Regression, Random
Forest, Support Vector Machine, and Gradient Boosting models are examined using a labeled dataset
representing realistic 10T attack scenarios. The evaluation framework includes data normalization,
correlation analysis, and class balancing, allowing the assessment of model behavior under conditions
that reflect real-world intrusion detection requirements.

This research provides several key contributions:
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- A comparative evaluation of four supervised ML algorithms for IoT malicious traffic
classification using real- world network data

- Anempirical analysis of feature importance and the effect of normalization on model accuracy

- The integration of SMOTE to address severe class imbalance, significantly improving recall
for minority attack classes

- A robust methodology that can be extended toward lightweight, real-time IoT intrusion
detection systems

The remainder of this paper is organized as follows: Section II reviews literature review and
research gaps; Section III presents the proposed methodology; Section IV details the experimental
results; Section V discusses findings and limitations; and Section VI concludes with future research
directions.

Literature review

Detecting anomalies in network traffic plays a central role in cybersecurity. When systems can
identify deviations from normal behavior, they can spot new types of threats that signature-based
methods might miss. This capability has made anomaly detection an active research area, particularly
as machine learning techniques have matured.

A. Machine Learning-Based Intrusion Detection

Almutairi et al. explored machine learning methods for IDS in IoT networks [7]. They assessed
various ML algorithms, including SVMs, Random Forests, and J48 Decision Trees, finding that
Random Forests provided the best balance be- tween performance and computational efficiency.
Similarly, Hussain et al. identify challenges in resource-constrained [oT environments, including the
need for lightweight and real-time detection systems [8].

As Iglesias and Zseby note [9], efficient feature selection not only reduces computational costs but
also enhances detection accuracy. Disha and Waheed demonstrated the effectiveness of the Gini
Impurity-based Weighted Random Forest (GIWRF) feature selection technique in reducing
dimensionality while maintaining high classification accuracy [10]. Fernandes et al. provided a
comprehensive survey on network anomaly detection, highlighting the importance of feature
engineering for model efficiency [11].

Wang et al. explored encrypted malicious traffic detection using flow-based machine learning
approaches [12]. Their work highlighted the effectiveness of Random Forest classifiers for achieving
an optimal balance between detection accuracy and computational cost, making them suitable for
large-scale IoT network environments.

B.  Deep Learning and Hybrid Approaches

To overcome the limitations of static ML models, several studies explored deep learning for
capturing temporal and spatial dependencies in network data. Radford et al. highlighted the suitability
of Long Short-Term Memory (LSTM) for sequence-based anomaly detection in network traffic,
achieving significant performance improvements with AUC scores of 0.84 on benchmark datasets
[13]. Fotiadou et al. demonstrated the effectiveness of Convolutional Neural Networks (CNNs) and
LSTMs for analyzing sequential traffic data [14].

Balyan et al. proposed a hybrid intrusion detection model combining Enhanced Genetic Algorithm
(EGA) and Particle Swarm Optimization (PSO) with an improved Random Forest (IRF) method [15].
Their model effectively tackled data imbalance issues by enhancing minor data samples, achieving
high accuracy (98.979%) for binary classification using the NSL-KDD dataset.

Fu et al. introduced Whisper, a system leveraging frequency- domain features for real-time
malicious traffic detection, achieving robustness against diverse attack types [16]. Complementarily,
Koumar et al. proposed NetTiSA, a compact feature set optimized for high-speed network traffic
classification [17].

C. Feature Engineering and Data Balancing

Feature selection and data balancing remain major determinants of IDS performance. Alduailij et
al. presented a method for DDoS attack detection in cloud computing using Mutual Information and
Random Forest Feature Importance techniques [18]. Their results showed that Random Forests and
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Gradient Boosting outperformed other methods in accuracy and feature relevance. Subbiah et al.
employed Boruta feature selection with a Grid Search Random Forest to develop an IDS for wireless
sensor networks, achieving 99% accuracy [19]. Several studies emphasized the role of Synthetic
Minority Oversampling Technique (SMOTE) to mitigate class imbalance, which often causes models
to favor benign traffic. This preprocessing method has consistently improved recall for minority
attack categories, as confirmed by Al-Amri et al. [20].

D. Research Gap

Although prior works have achieved promising results, several limitations persist. Many models
rely on simplified or filtered datasets, failing to represent the full diversity of IoT network traffic.
Deep learning-based approaches, while accurate, are computationally intensive, making them
unsuitable for real-time or edge deployments. Few studies conduct systematic evaluations comparing
classical and ensemble ML models under balanced, standardized preprocessing conditions. The
impact of feature scaling and class balancing techniques has not been consistently quantified across
models.

To bridge these gaps, the present study conducts a comprehensive comparative analysis of four
supervised ML algorithms — Logistic Regression, SVM, Random Forest, and Gradient Boosting—on
the CTU-IoT-Malware-Capture-3-1 dataset. The proposed framework emphasizes feature
normalization, correlation analysis, and class rebalancing, providing new insights into optimizing
ML-based intrusion detection for heterogeneous loT environments.

Research methodology

The proposed system follows a multi-layered architecture consisting of data acquisition,
preprocessing, feature selection, and machine learning model evaluation. Each component is designed
to handle specific aspects of [oT network traffic classification, as illustrated in Fig. 1.

CTU-loT-Malware-Capture-3-

| Dataset

Dataset Characteristics

Key Features:

- packets
Labcled Data:

- Benign

Numeric Feature Selection Feature Standardization - bytes

Data Splitting (70-30)

150,000+ Records

(seleet_dtypes) (StandardScaler) - protocol

- Malicious
sre_ip_count

~length

Data Distribution

‘ Training Set Testing Set ‘

Benign: 3,183 Benign: 1,353
Malicious: 106,089 Malicious: 45,478

N Machine Learning Models

Results Analysis

Feature Importance Analysis | SMOTE Application

Fig. 1. Architecture of the developed system
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A. Data Description

The CTU-IoT-Malware-Capture-3-1 dataset [21], a part of the [oT-23 dataset, is a comprehensive
labeled collection of network traffic data designed for analyzing malicious activities in IoT
environments. It contains over 150,000 records of network connections, each labeled as either Benign
(normal traffic) or Malicious (malicious traffic), enabling clear differentiation for machine learning
tasks.

This dataset includes key features such as:

- packets: Number of packets in a connection, where high counts can indicate Distributed
Denial of Service (DDoS) attacks.

- bytes: Total data volume, often suggesting potential data exfiltration in cases of large values.

- protocol: Protocol type (e.g., TCP, UDP, ICMP), aiding in understanding connection
behavior.

- src_ip_count: Frequency of requests from a single IP, which may point to scanning activities.

- length: Packet size, helpful for identifying anomalies in traffic patterns.

B. Data Preprocessing

Data preprocessing ensures consistency and comparability across all features. The following steps
were performed:

1) Numeric Filtering: Only numeric columns were retained using the select dtypes function to
prevent categorical encoding bias.

2) Standardization: All numeric features were normalized via StandardScaler from scikit-learn
to achieve zero-mean and unit-variance scaling:

z = (D)

where, p is the mean and o is the standard deviation. This process prevents features with large
ranges from dominating model training.

3) Data Splitting: The dataset was divided into 70% training and 30% testing subsets.

4) Balancing with SMOTE: To mitigate severe class imbalance (=3k benign vs 106k malicious),
the Synthetic Minority Oversampling Technique (SMOTE) was applied to equalize both classes. This
step significantly improved recall for minority samples and stabilized learning across folds.

C. Feature Selection and Correlation Analysis

Feature selection is a critical step in optimizing machine learning models. It involves identifying
the most relevant attributes to enhance model performance, interpretability, and computational
efficiency. We implemented specific methods to preprocess the dataset and ensure that features were
suitable for machine learning tasks.

Numeric Feature Selection
Using the select_dtypes method from the pandas library, we filtered numeric features from the
dataset:

numeric_dataset = dataset.select _dtypes(include="number’)

This ensures that only numeric data is used, simplifying input for machine learning algorithms and
avoiding errors during training. Key numeric features included:
- packets: Indicates potential DDoS attacks due to high counts.
- bytes: Suggests data exfiltration when values are unusually large.
- src_ip_count: High frequencies from a single I[P may indicate scanning activity.
These features provide a direct correlation with network behaviors and serve as strong indicators
of malicious activity.
D. Machine Learning Models and Evaluation
The study evaluates several machine learning models, each chosen for its specific strengths in
detecting network anomalies:
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- Random Forest (RF): Known for its robustness and ability to handle high-dimensional data
effectively.

- Support Vector Machines (SVM): Effective in binary classification with non-linear data
distributions.

- Gradient Boosting (GB): Provides iterative improvements, optimizing performance for
complex datasets.

- Logistic Regression (LR): A simple yet effective baseline model for binary classification,
offering probabilistic insights into predictions.

Each model was trained using 5-fold cross-validation to en sure robustness and to prevent
overfitting. Evaluation metrics included accuracy, precision, recall, F1-score, and AUC (Area Under
Curve), defined as:

| ~ TP + TN ,
COWracy = Tp ¥ TN+ FP + FN @
Precision = —— 3
recision = TP T FP 3)
Recall = —F 4

¢t = TP ¥FN (4)

1 P Precision X Recall c
score = Precision + Recall ®)

where TP, TN, FP, and FN represent true positives, true negatives, false positives, and false
negatives, respectively.

Results of the study

This section presents a detailed analysis of the results, including visualizations and comparisons
in accordance with the research methodology. Key observations and trends are contextualized by
comparing them with relevant prior studies.

A. Feature Correlation Analysis

Figure 2 illustrates the correlation of features with malicious traffic. Features such as id.orig_p and
id.resp_p exhibit the highest correlations, indicating their importance in detecting anomalies. In
contrast, the missed bytes feature shows minimal correlation, suggesting limited utility for prediction
purposes.

Correlation of Features with Malicious Traffic

missed_bytes -
resp_ip_bytes .
resp_pkts - I
orig_ip_bytes 4
orig_pkts

ts -

id.resp_p 4

id.orig_p -

T T
0.00 0.05 0.10 0.15 0.20 0.25 0.30 0.35
Correlation

Fig. 2. Correlation of Features with Maliciouls Traffic
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B. Impact of Feature Scaling

Fig. 3 compares model performance with and without feature scaling. Logistic Regression and
SVM demonstrated significant performance improvements post-scaling, achieving higher precision
and recall. Random Forest and Gradient Boosting, being tree-based models, were less affected by
scaling.

Performance Comparison: Without Scaling vs With Scaling
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Fig

. 3. Model performance with and without feature scaling

Feature scaling has proven essential for models sensitive to feature ranges, such as Logistic
Regression and SVM. Similar findings in previous works validate the benefit of preprocessing in
achieving balanced and accurate predictions.

C. SMOTE Application Results

Class imbalance was addressed using SMOTE, balancing the number of benign and malicious
samples. Before SMOTE, the dataset had 3183 benign and 106,089 malicious samples. Post-SMOTE,
both classes had equal representation (106,089 samples each), significantly improving model recall.

Fig. 4 highlights the effect of SMOTE on class distribution, balancing the originally skewed
dataset. Model performance, particularly recall and F1-score, improved significantly after addressing
class imbalance.

Class Distribution Before SMOTE Class Distribution After SMOTE

100000 100000 4
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G0000

GO000

40000

40000
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o4
[} 1 [+] 1
Class Class

Fig. 4. Effect of SMOTE on Class Distribution

D. Cross-Validation Results
Cross-validation ensured reliable evaluation, preventing overfitting and confirming model
robustness across different data splits. Using 5-Fold Cross-Validation, the models were evaluated for

stability and consistency. Table 1 displays the result of the accuracy of four algorithms.
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Table 1. Accuracy results of the LR, RF, SVM and Gradient Boosting

5 Fold LR RF SVYM GB
1 98.55% 96.03% 97.09% 96.03%
2 98.69% 99.67% 97.09% 99.79%
3 97.89% 99.91% 97.09% 99.91%
4 97.93% 99.97% 97.09% 99.96%
5 98.61% 99.95% 97.09% 99.94%
Mean Accuracy 98.34% 99.11% 97.09% 99.13%

The results, shown in Fig. 5, demonstrate that Gradient Boosting achieved the highest mean
accuracy score of 99.13%, followed closely by Random Forest with an accuracy of 99.11%. The
Logistic Regression algorithm yielded an accuracy of 98.34%, while SVM achieved a slightly lower
accuracy of 97.09%.

5-Fold Cross-Validation Accuracy for Different Models
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Fig. 5. Distribution of 5-fold cross-validation accuracy

These findings indicate that Gradient Boosting and Random Forest are particularly effective in
handling complex datasets and providing robust classification performance, whereas Logistic
Regression serves as a strong baseline method. SVM, while slightly less accurate, remains consistent
in its performance.

E.  Computational Cost Evaluation

To assess the feasibility of deploying the evaluated machine learning models in resource-
constrained IoT environments, measurements were conducted for both training time and inference
latency for each classifier using the same prepro cessing pipeline (StandardScaler and SMOTE). The
results are summarized in Fig. 6.

Training Time. Logistic Regression achieved the fastest training time (1.40~s), followed by
Random Forest (5.46 ~s) and Gradient Boosting (19.08~s). SVM required 488.46 s, confirming its
impracticality for large-scale or real-time loT deployments.

Inference Latency. Logistic Regression also achieved the lowest inference time (1.30 ~ms).
Gradient Boosting and Random Forest produced moderate delays (24.84 ~ms and 80.81 ~ms,
respectively), while SVM exhibited prohibitively high latency (5136.24 ~m:s).

Prediction Throughput. Logistic Regression reached the highest throughput (35.95M
predictions/s), followed by Gradient Boosting (1.89M/s) and Random Forest (0.58M/s). SVM yielded
only 9,118 predictions/s.
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Accuracy—Efficiency Trade-off. Gradient Boosting pro vides the best balance between accuracy
and computational efficiency. Random Forest offers competitive performance at lower cost, while
Logistic Regression remains suitable for lightweight edge-level IoT devices. SVM demonstrated
excessive overhead and is unsuitable for real-time IoT intrusion detection.

Training Time Comparison Average Inference Time Comparison
Gradient Boosting -{ll119.08s Gradient Boosting 24.84ms
SVM 488|465 SVM 5136.24ms
Random Forest 4 5.46s Random Forest - 80.81ms
Logistic Regression {1.40s Logistic Regression 41.30ms
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Fig. 6. Computational cost analysis comparing (a) training time, (b) average inference time, (c) prediction
throughput and (d) accuracy-efficiency trade-off

Discussion

The findings of this study underscore the potential of machine learning algorithms in detecting
malicious IoT network traffic. By leveraging a well-labeled dataset, we demonstrated the
effectiveness of preprocessing steps such as feature scaling and SMOTE to address challenges like
imbalanced data and feature dominance.

5-fold cross-validation ensured robust model evaluation, reducing the likelihood of overfitting. As
shown in Table 1, Gradient Boosting exhibited minimal variance across folds, indicating its stability
for this classification task.

Features such as id.orig p and id.resp_p showed strong correlations with malicious traffic,
corroborating findings from studies emphasizing the role of port-related features in identifying
network anomalies.

Class imbalance, a common challenge in 10T datasets, was effectively mitigated using SMOTE.
This approach not only balanced the dataset but also significantly improved recall for the minority
class, aligning with the objective of enhancing anomaly detection.

The results validate the applicability of machine learning models in IoT security. However, real-
time implementation remains a challenge due to computational constraints. Future research could
explore lightweight models or hybrid approaches combining machine learning with deep learning
techniques for real-time detection.
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The high performance of ensemble models suggests their utility in developing scalable anomaly
detection systems for IoT networks. Future work could incorporate additional contextual features,
such as temporal patterns, to improve detection capabilities further.

Exploring advanced data augmentation techniques beyond SMOTE could help enhance model
performance on imbalanced datasets. The study primarily focused on binary classification,
overlooking multi-class scenarios that are often encountered in complex IoT environments. The
dataset, while comprehensive, may not fully represent all potential attack vectors in real-world
networks, limiting the generalizability of the findings.

Conclusion

This research highlights the potential of machine learning algorithms in detecting malicious IoT
network traffic. By leveraging a well-curated dataset and employing advanced preprocessing
techniques, including feature selection and normalization, we developed effective models for binary
traffic classification. Among the evaluated algorithms, Gradient Boosting demonstrated superior
performance, achieving an accuracy of 99.13%. The application of SMOTE addressed class
imbalance, significantly enhancing recall for minority classes and improving the overall robustness
of the models.

The study establishes a comprehensive framework for malicious traffic detection, emphasizing the
critical role of preprocessing and model evaluation through cross-validation. The findings contribute
to IoT security by offering scalable solutions for real-time traffic monitoring and anomaly detection.
Future research should focus on incorporating deep learning techniques and real-time implementation
to further enhance detection capabilities and address evolving cyber threats. This study serves as a
foundation for advancing loT network security, bridging the gap between academic research and
industrial applications.

This work contributes to the field by providing a robust methodology for malicious traffic
detection in IoT environments. It highlights the significance of preprocessing steps, feature
importance analysis, and the integration of machine learning models tailored for imbalanced datasets.
The findings not only validate the efficacy of ensemble models in IoT security but also provide a
foundation for further exploration, such as incorporating real-time detection and hybrid approaches
that combine machine learning with deep learning methods.

By addressing the critical challenge of class imbalance and demonstrating the effectiveness of
advanced machine learning techniques, this study offers valuable insights for both researchers and
practitioners working to enhance IoT network security.
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