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Abstract

This review systematizes and analyzes modern approaches to the intelligent detection of anomalies in
human behavior based on deep learning in video surveillance systems. The work explores key methods,
including hybrid architectures, generative models, and multimodal approaches. The main purpose of the study
is to identify the key limitations of existing solutions and propose ways to overcome them by developing a
new conceptual architecture. The analysis showed that modern models achieve high accuracy (F1-score in the
range of 90-95%) on standard datasets, but face three fundamental problems: a lack of labeled anomaly data,
high computational complexity that prevents real-time operation on edge devices, and low reliability with
external interference. To solve these problems, a hybrid multimodal architecture is proposed that uses
compressed-domain analysis to optimize the speed of inference and a Gated Cross-Attention mechanism for
intelligent merging of video and audio streams. The proposed architecture demonstrates the potential for
creating a reliable, scalable and proactive monitoring system.

Keywords: deep learning, video analysis, behavior analysis, computer vision, generative models, self-
supervised learning, multimodal learning.
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2AGaii aTbinaarsl Kazak yITTBIK II€IarorMKaiblK yHUBEPCUTETI, AnMartsl K., Kazakcran
MAHIUHAJIBIK OKBITYFA HEI'I3JIEJII'EH MIHE3-KYJIBIK BEMHE AHAJIMTUKACBIHBIH
TIOCLJIJIEPIH CAJIBICTBIPMAJIBI TAJIIAY

Anoamna

Byn mony OelineOakputay KyliedepiHAe TepeH OKBITY HeEri3iHAe aJaMHBIH MiHe3-KYJIKBIHIaFbl
ayBITKYyJIap/ibl MHTEJUICKTYaJ/Ibl aHBIKTAYIbIH 3aMaHayd TOCULACPIH KYHeNehal jxoHe Tayfaiubl. JKymbic
TUOPUITI apXUTEKTYpaIap/ibl, TEHEPATHBTI MOJCIBIACP/l KOHE MYJIbTHMOATBIBI TICIUIACP/l KOoca allFaH/a,
HETI3r1 9flicTep/i 3epTTeii. 3epTTeyIiH HeTi3r MaKcaThI-KOJIIaHBICTAFbI MIEHTIMEP/IiH HET13T1 MeKTeyIepiH
AHBIKTAY KOHE JKaHAa TYKBIPHIMIAMAJIBIK apXUTEKTYPaHbI 931pJiey apKbUIbI OJIAP/Ibl )KEHY JKOJIJIAPbIH YChIHY.
Tannay kepceTkeH e, Ka3ipri 3aMaHFbl MOJICIIBACP CTAHIAPTTHI IEPEKTEP JKUBIHTHIFBIH/IA )KOFAPHI JAJIIKKE
(F1-score 90-95% nmara3oHbIH/A) JKeTedl, OipaK YII HETi3ri Macelere Tar Oonafpl: OeNrijeHreH aHOMaHs
JIEpEKTEPIHIH TaIIbUIBIFE], edge KyphUIFbUIAPBIHAA HAKThI YaKbIT PEXHMIHAE >KYMBIC icTeyre Kelepri
KEJITIPETIH JKOFaphl €CenTey KYpIESIIiri )KoHe ChIPTKbI Keneprijepae ToMeH ceHiMaiaik. Ocbl Macenenepii
Hienry YIIiH THOPUATI MYJIBTHMOJANBAbI apXUTEKTYpa YCHIHBUIFAH, OJ1 KBICBUIFAH KOPIHICTEri Tayjaayabl
(roMmmpeccusTaHFaH-IOMEHIIIK Talaay) WHQEPEHC KBUIaMIBIFBIH OHTANIAHABIPY YIIiH jXKoHE OeiiHe jKoHe
ayJIio aFbIHIApbl MHTEIUICKTYasIbl OIpiKTIpy yIIiH Kpocc-3eiin mexanusMin (Gated Cross - Attention)
KOJIIaHa/Ibl. ¥ CHIHBIIFAH apPXUTEKTypa CEHIM/Ii, MACIITa0TaIaThIH XoHe OeICeHIi OaKplIay KYHeCiH KYPYIbIH
oJIeyeTiH KepceTei.

Tyiiin ce3aep: TepeH OKbITY, OCitHEH1 Tanay, MiHE3-KYJIBIKThI TANJAy, KOMITBIOTEPIIIK KOpY, TeHePaTUBTI
MOJIETIbIEP, 631H-631 0aCKapaThiH OKBITY, MYJIbTUMO/IAJIb/IbI OKBITY.
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Annomayus

Jansbrii 0030p cHUCTEeMAaTH3UPYeT W aHAIM3HPYET COBPEMEHHBIE MOAXOABl K HHTEIUIEKTyalbHOMY
Oo0OHapy)KCHHI0O aHOMAJIWKA B TOBEJACHHH 4YENOBEKa Ha OCHOBE TJIyOOKOro oOy4eHHs B CHCTEMax
BUJIcOHAOMoIeHus. PaboTra wWcciemyer KIOUEBbIE METOJNbI, BKJIOYas THOPUIHBIC aApPXUTEKTYPHI,
TrCHepaTUBHBIC MOJICNIM U MYJIbTHMOAANbHBIC MOAXoabl. OCHOBHAs II€NIb UCCICIOBAaHUS — OINPEACIUTH
KITFOYEBBIE OTPAaHUYCHHUS CYIIECTBYIONINX PEIICHUH U TIPEUIOKHUTD IYTH UX MPEOJOTICHHS MTyTEM pa3paboTKu
HOBOW KOHIICTITYaJTbHOW apXHUTEKTyphl. AHAIN3 TOKa3all, YTO COBPEMEHHBIC MOJICIH JOCTHUTAIOT BBHICOKOMU
toudHoctu (Fl-score B gmamazone 90-95%) Ha cTaHgapTHBIX JaTraceTax, HO CTaJKHMBAIOTCS C TpeMs
(dbyHmaMeHTanpHBIMA ~ TIpoOJeMaMu: AeQUIMT pa3MEUEHHBIX JaHHBIX 00 AaHOMalHiX, BBICOKAs
BBIYHCIIUTENHHAS CIIOKHOCTD, MIPETATCTBYIOMIAs paboTe B pealbHOM BpeMeHH Ha edge-yCTpoiicTBax, M HU3Kas
HaA&KHOCTh IPH BHEIIHUX Tmomexax. Jlng pemends >THX TpoOiieM TpeajiokeHa THOpuaHas
MYJIbTUMOJIAIbHAS. apXHUTEKTypa, UCIOJb3YIOIas aHalIu3 B CXKATOM MpencTaBieHud (compressed-domain
analysis) s onTHMHU3alU CKOpOCTH WHGpepeHca M MexaHu3M nepekpéctHoro BHuManusa (Gated Cross-
Attention) JUIS WHTEJUICKTYaJIBHOTO CIHUSHHS BHJIEO- M ayauONOTOKOB. I[Ipe/iokeHHas apXWTeKTypa
JEMOHCTPUPYET TMOTCHIMAN JUIS CO3JaHus HAA&KHOM, MacIiTaOMpyeMOW W TMPOAKTHUBHOW CHUCTEMBI
MOHHTOPUHTA.

KaioueBble ciioBa: riay0okoe oOydeHHE, aHAIM3 BHUIEO, aHATHN3 IMOBEACHUS, KOMIBIOTEPHOE 3pEHHE,
TeHEepaTUBHBIE MOJICIIN, CAMOKOHTPOJIHPYEMOe 00ydeHre, MyIbTUMOAAIbHOE 00yUYeHHE.

Introduction

Ensuring safety in public places, industrial facilities, transport hubs and educational institutions is
one of the highest priorities of modern society. Traditional video surveillance systems based on visual
control require constant human involvement to analyze potentially dangerous situations. However,
with the exponential growth of video data volumes, manual monitoring is becoming not only labor-
intensive, but also practically impossible. The human factor, fatigue, and inattention significantly
increase the likelihood of errors and delays in responding to incidents [1-3].

In the context of video analytics, abnormal behavior is defined as "the manifestation of atypical
visual or motor characteristics, or the presence of typical visual or motor patterns that manifest
themselves in spatiotemporal contexts that deviate from established norms". Anomalies by their
nature are extremely rare, unpredictable, and can include both unusual actions (such as fighting) and
normal actions in an unsuitable environment (such as cycling on a sidewalk) [4].

To solve these problems, deep learning and intelligent video analysis methods are actively being
developed to automate the detection of abnormal behavior and significantly improve the effectiveness
of monitoring [5,6].

The main research areas in this field include:

- Video preprocessing to improve the quality of frames and increase the information content of
the data [7].

- The use of deep neural networks capable of analyzing complex spatiotemporal behavior [5,8].

- The use of generative methods (GAN, MNAD, AOG) to synthesize rare anomalies and
improve model learning [9,10].

- Development of self - supervised learning and multimodal approaches that allow working
with non-labeled data and combining information from various sources - video, audio and
sensors [11,12].

The relevance of this research is supported by global digitalization strategies. The need for active
implementation of artificial intelligence and machine learning technologies in all spheres of activity
is emphasized at the highest state level in different countries, as this is a key factor for building a
"smart state" and ensuring the safety of citizens [1,13].
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In particular, at the state level in Kazakhstan, as in many other countries, it is officially recognized
that the development of artificial intelligence and machine learning is a strategic priority for ensuring
national security and economic progress. Thus, the systematization of existing approaches in the
intelligent monitoring of abnormal human behavior is of particular strategic importance.

The purpose of the study is to systematize existing approaches to intelligent monitoring of
abnormal human behavior, identify their strengths and weaknesses, and propose an architecture for
recognizing abnormal actions with the highest accuracy.

Research methodology

Studying and detecting abnormal human behavior in a video stream is one of the most urgent tasks
in the field of computer vision and deep learning. An analysis of the existing literature and methods
shows that research is actively developing in several key areas.

Evaluation methods, datasets, and metrics

Standardized CUHK-Avenue datasets [5] and metrics are used to evaluate the effectiveness of the
models. The estimation is based on the Accuracy, Precision, Recall, and F1-score metrics, with the
F1-score considered the most balanced metric for tasks with unbalanced data. Their definitions are
based on the basic indicators (Table 1) of true/false positive and negative results (TP, TN, FP, FN)
and are common to all classification tasks in machine learning (Pedregosa et al., 2011). Metrics are
calculated at the episode level, not individual frames: an episode is counted as detected if at least one
trigger falls within its time limits.

Table 1. Key metrics for determining the effectiveness of models [14]

Metric Formula Interpretation for analyzing people's behavior on video
Accuracy The percentage of correctly classified observation units. If
TP+ TN there is a pronounced imbalance of classes, the information

TP + TN + FP + FN content is limited. For rare anomalies, Recall and F1
should always be accompanied for correct interpretation
Precision The proportion of truly positive episodes among all
TP . .
—_— detections of the system, high values correspond to a low
TP + FP fre s
quency of false positives
Recall TP The proportion of truly positive episodes among all
annotated anomalous episodes; high values correspond to a
low frequency of false negative omissions.
Precision * Recall Harmonic mean of Precisif)@ and Recall; charqcterizes {he
2 % — balance between false positive and false negative detections
Precision + Recall | . ynpalanced samples

TP + FN

Fl-score

When evaluating binary classification, especially in conditions where data is highly unbalanced
(as in the case of anomalies), the traditional Accuracy metric can be deceptive. Instead, the Area
Under the Receiver Operating Characteristic Curve (AUC) is often used for an objective assessment.

The Receiver Operating Characteristic (ROC) curve shows a compromise between the proportion
of correctly detected True Positive Rate (TPR) anomalies and the proportion of False Positive Rate
(FPR) false positives. AUC is the area under this curve, which represents the probability that the
model correctly ranks a randomly selected positive example higher than a negative one.

AUC (ROC) is a key metric in anomaly detection, as it:

- Itis resistant to unbalanced data. It is not affected by the ratio of normal and abnormal events.

- Independent of the classification threshold, which allows you to evaluate the overall
performance of the model.

Research shows (Jing Li, 2025) that AUC provides the most stable and consistent assessment of
model quality, making it an ideal choice for tasks where anomalies are extremely rare [15].
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Methods based on deep neural networks

Hybrid architectures combining CNN and recurrent neural networks (RNN) or Long Short-Term
Memory (LSTM) are the basis of modern anomaly detection systems. In such models, CNNs are
responsible for extracting spatial features, while RNNs or LSTMs analyze them in a temporal
sequence, revealing dependencies and non-standard movement patterns. These approaches
demonstrate high performance. For example, in Saket et al. (2025), the hybrid model showed an
accuracy of 90% to 94%, and Wang et al. (2025), they achieved an F1 score from 92% to 95%, which
confirms the high efficiency of spatiotemporal analysis. As its shown in Figure 1 the use of
architectures such as MRCNN+LSTM in the study by Manju et al. (2025) made it possible to achieve
an accuracy of 93.6% on the UCF Crime dataset, which makes them suitable for early detection of
anomalies [2,6,8].
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Figure 1. Schematic representation of the MRCNN-LSTM hybrid architecture
for early anomaly detection [2]
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Classical generative adversarial networks

One of the main problems in detecting anomalies is their rarity. Generative models such as
Generative Adversarial Networks (GANS) solve this problem by synthesizing artificial data. The
review by Saeed et al. (2025) shows that GAN models can achieve accuracy from 88% to 94% on the
ShanghaiTech and CUHK datasets. Figure 2 shows the classic GAN architecture, where the generator
creates "fake" anomalies, and the discriminator tries to distinguish them from the real ones [9].
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Figure 2. Classical Generative Adversarial Network (GAN) architecture for Anomaly Synthesis [16]
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FutureGAN Architecture

GANSs can be applied not only for anomaly detection. Their core principle is based on predicting
future video frames. The model is trained on a large dataset containing only normal behavior and
learns to forecast the subsequent frames in a sequence. A notable example of this approach is the
FutureGAN model introduced by Aigner and Ko&rner (2018). This architecture employs
spatiotemporal 3D convolutions to capture both the static features of each frame and the temporal
dynamics of motion. When an abnormal event occurs in a test video, such as a fall or a fight, the
model fails to accurately predict it because it deviates from the learned "normal" patterns. In such
cases, a high prediction error serves as a key indicator of anomaly (Figure 3).

S

Convert into 3D
Layer

~—

Input Sequence

» UpConv3D Layer

Predicted Sequence Output Convert

Figure 3. FutureGAN generator during training [17]

In addition, there are specialized GAN architectures designed specifically for anomaly detection,
such as AnoGAN and its faster variant f~AnoGAN. These models are trained on normal data and use
the learned network to identify events that cannot be accurately generated or mapped into the latent
space.

Variational Autoencoders (VAEs)

As an alternative to GANs, Variational Autoencoders (VAEs) are often used for anomaly
detection. They are trained to compress “normal” data into a latent space and reconstruct it. When an
anomalous event is fed into the model, it fails to accurately reconstruct it, and a high reconstruction
error serves as a signal of anomaly. This approach has been extensively discussed in several studies
[17]. The application of VAEs is based on the principle of reconstruction. A VAE consists of an
encoder, which compresses the data into a latent representation, and a decoder, which reconstructs it.

- For data synthesis: VAEs can generate new, realistic frames by sampling random vectors from
the latent space and reconstructing them through the decoder.

- For anomaly detection: The model is trained exclusively on normal data. During testing, it
attempts to reconstruct a new frame. If the frame is normal, the reconstruction error remains low.
However, if the frame contains an anomalous event, the VAE fails to accurately reconstruct it,
resulting in a significantly higher reconstruction error. This error serves as an indicator for anomaly
detection (Figure 4).

Thus, generative models provide an effective solution to the problem of limited labeled data,
offering powerful and versatile tools for anomaly detection based on the concepts of prediction and
reconstruction (Kingma & Welling, 2019) [18].
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Figure 4. VAE Architecture

Memory-Augmented Autoencoders

The models proposed by Chu et al. (2025), which utilize Memory-Augmented Autoencoders
(MNAD) and And-Or Graphs (AOG), achieved an F1-score ranging from 91% to 93% on the Ped2
and Avenue datasets. This demonstrates that, despite their computational complexity, generative
methods effectively enhance the robustness of models to novel and rare scenarios, which is critically
important for security systems [9, 10].

Unlike the classical autoencoder, the architecture of the Memory-Augmented Autoencoder
(MemAE) includes a memory block that stores prototypes of normal behavior. When an anomalous
frame is input to the network, it does not match any of these prototypes, resulting in a high
reconstruction error (Figure 5). This mechanism enables effective differentiation between anomalies
and normal events [10].

Memory module
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Figure 5. Memory-Augmented Autoencoder Architecture Scheme for Anomaly Detection [9]

Self-supervised and multimodal learning

Self-supervised learning enables models to learn from unlabeled data by using temporal and
contrastive features as “surrogate tasks” [5, 11]. This approach demonstrates high effectiveness, as
evidenced by an Fl-score ranging from 91% to 92% in the study by Liu et al. (2025). Another
promising direction is the use of multimodal approaches, which combine information from multiple
sources, such as video and audio. In the work of Barbosa et al. (2025), this approach achieved an F1-
score between 88% and 90% on the CUHK dataset, improving system reliability by leveraging
independent signals [11, 12]. As illustrated in Figure 6, such multi-stream architectures further
enhance the robustness and reliability of the system [19].

161



BECTHUK Ka3HIIY um. Abas, cepus « Puzuxo-mamemamudeckue naykuy, Ne2(94), 2026 a.

' o\
Complete Video Video Segmentation Multi-modal Action Output
Parta M}.li Shserved \ Module ] Anticipation Module
video

Bake Pancake

Anticipation —_—

Fine-grained Text

Generator
-~ @ —

Figure 6. Generalized scheme of multithreaded architecture for video stream analysis [19]

Recent studies, such as those involving large multimodal models, show that video stream analysis
becomes even more effective when integrating information from various sources, including audio.
This allows models not only to recognize visual patterns but also to understand the context of the
situation, which significantly increases the accuracy of anomaly detection [20].

For correct multimodal integration of features (video and audio) in anomaly detection systems, it
is critically important to ensure their precise temporal alignment (synchronization). The need for this
procedure is caused by the following technical differences.

Difference in sampling rate (Rate Disparity). The video stream is processed at a low sampling rate
measured in frames per second (FPS), usually 25-30 Hz. The audio stream has a significantly higher
sampling rate measured in kilohertz (kHz), for example, 44.1 kHz or 48 kHz (44,100 or 48,000
samples per second).

Consequence: Without synchronization, one video frame may correspond to thousands of audio
samples. If their timestamps do not match, the model will incorrectly associate visual and sound
events.

Thus, synchronization is a necessary prerequisite, without which the Gated Cross-Attention and
Temporal Alignment mechanisms in the integration module cannot operate correctly, which would
lead to a significant decrease in reliability and an increase in false detections.

In addition to self-supervised learning, the approach of weakly supervised learning is actively
developing, which uses a minimal amount of labeled data to generate so-called pseudo-labels. As
shown in the work of Zhang et al. (2023), the use of these pseudo-labels allows training models more
effectively, significantly reducing the need for manual labeling and improving the accuracy of
anomaly detection, which is especially relevant for imbalanced datasets [21].

Comparative Analysis of Methods

For a clearer representation of the analysis results, Table 2 presents a comparative analysis of the
aforementioned methods (deep neural networks, hybrid neural networks, generative, self-supervised,
and multimodal methods). The comparison is based on their key principles, main advantages and
disadvantages, as well as optimal application areas, which enables a well-founded choice for the
development of a new architecture.

Table 2. Comparative Analysis of Intelligent Monitoring Methods for Anomalous Behavior

Method Type Key point Main advantages disac]i‘:)[ZZages Optimal usage
Deep Neural Spatio-temporal High accuracy in | Require large and | Detection and
Networks analysis: CNN recognizing well-annotated classification of
(Hybrid CNN+ extracts spatial specific actions; datasets; known
LSTM/RNN) features, while Capability for Low anomalies

LSTM/RNN analyzes | early anomaly interpretability of | (fights, falls) in
their temporal detection [4] results [2] real time [4]
dynamics [2].
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Generative Synthesis of artificial | Effective solution | High Data
Methods (GAN, anomalous data for to the data computational augmentation
MemAE) training or anomaly | scarcity problem; | complexity; for model
detection by Improved model | May be sensitive | training;
measuring deviations | robustness to new | to changes in Detection of
from “normality” and rare types of | background and | anomalies not
[9], [10]. anomalies [10] lighting [9] represented in
the training
dataset [22].
Self-Supervised Training on Reduced Limited testing on | Training on
and Multimodal unlabeled data; dependence on real-world large unlabeled
Methods (Multi- Fusion of manual streams.; datasets;
stream, Self- information from annotation; Data privacy Development of
supervised) multiple sources Increased system | issues (especially | fault-tolerant
(video, audio, reliability and with audio) [5] monitoring
sensors) [12] versatility [23]. systems [5]

The analysis of the table shows that each of the methods considered has its significant limitations:

- High dependence on labeled data. This is the main drawback of hybrid architectures
(CNN+RNN), which require enormous amounts of manually annotated data to achieve high accuracy.
This is costly, time-consuming, and not always feasible, as anomalous events are extremely rare.

- Computational complexity. Both hybrid and generative models, such as GANs, demand
powerful hardware and high computational resources. This makes them unsuitable for real-time
operation on “smart” cameras (edge devices), where fast data processing is required.

- Limited generalization and contextual dependency. Many models trained on specialized
datasets (e.g., custom campus datasets) perform poorly in other environments (outdoors, in transport),
as they do not account for variations in surroundings, lighting, or motion.

- Insufficient utilization of information. Traditional models focus solely on video data, ignoring
other potentially useful signals such as audio. This makes them vulnerable to errors and false positives

The drawbacks of different methods are often interconnected. For example, the data scarcity issue
typical of hybrid models can be addressed using generative methods, while the lack of manual
annotation can be mitigated through self-supervised learning.

Results of the study

The analysis of existing solutions (Table 2) revealed their key limitations, including high
dependence on labeled data and computational complexity. The main idea is not to oppose these
methods but to combine them into a unified architecture. The proposed system is based on this
principle and offers the following improvements:

1. Integration of generative models. To address the data scarcity problem, generative models will
be used to synthesize pseudo-anomalies. This allows training the hybrid part of the architecture on a
more balanced and diverse dataset, increasing its accuracy and generalization without the need for
manual annotation.

2. Multimodal fusion. This approach involves using not only video but also other information
sources, such as audio (e.g., screams). This makes the system more robust, as it relies on multiple
independent signals.

Thus, the limitations of each existing method become the starting point for creating a more
advanced and comprehensive solution that overcomes these constraints.

Proposed Hybrid Multimodal Architecture

Based on the identified limitations from the comparative analysis, a hybrid multimodal
architecture is proposed for intelligent monitoring of anomalous behavior. It combines best practices
from existing solutions and includes the following key components:
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1. Data Augmentation Module (Generative Methods): Used exclusively during the training
phase. Generative models (MemAE) create pseudo-anomalies to overcome data scarcity, improving
model robustness to rare scenarios. MemAE was chosen because it is expected to achieve high F1
scores compared to other autoencoders. Thus, using generative models effectively addresses the lack
of labeled data.

2. Preprocessing & Synchronization Module: Performs basic data processing (normalization,
noise reduction) and crucial temporal alignment (A/V Timestamp Sync) to ensure proper fusion of
data streams.

3. Multi-stream Analysis Module: To enable real-time operation, compressed-domain analysis
is used instead of computationally expensive optical flow. This allows extraction of motion features
(e.g., H.264 motion vectors) without full decoding, providing high inference speed.

- In H.264 video, frames are encoded at the macroblock level (typically 16x16 pixels),
containing built-in motion and texture information usable without decoding all frames.

- Compressed-domain analysis leverages existing H.264 features — motion vectors, macroblock
types, and residual coding errors — which reflect scene dynamics and object movement.

- Unlike optical flow, these features do not require full decoding or heavy computation per
frame, reducing time and resource costs while maintaining motion information.

- This approach ensures high inference speed, lower energy consumption, and sufficient
accuracy for anomaly detection and behavior analysis.

4. Multi-stream Integration Module: Responsible for intelligent feature fusion:

- Temporal Alignment: Aligns features across time.

- Gated Cross-Attention: An attention mechanism that allows streams to influence each other
selectively.

- Feature Fusion / Projection: Final merging and projection of features into a unified multimodal
space.

5. Decision-Making Module: Based on an LSTM classifier, this component analyzes the fused
features and produces the final anomaly decision. Additionally, reconstruction error from MemAE
can be used as a complementary evaluation method. This architecture leverages generative models to
handle data scarcity, compressed-domain analysis for efficiency, and multimodal fusion to improve
robustness, creating a comprehensive solution for real-time anomaly monitoring.

Visualization and Explanation of the Architecture. Figure 7 shows the diagram of the proposed
hybrid multimodal architecture. It is designed to overcome the key limitations identified during the
review: data scarcity, computational complexity, and insufficient reliability.
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Audio stream
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Figure 7. Model Training Architecture
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The architecture operates by separating the logic between the training and inference stages, while
also implementing optimized multi-stream analysis:

1. Preprocessing and Synchronization

This module ensures that the data is ready for fusion:

- A/V Timestamp Sync: Critical synchronization of video and audio timestamps is performed,
which serves as the basis for subsequent accurate multimodal integration.

2. Multi-Stream Analysis Module

To enable real-time processing (a requirement for edge devices), optimization is implemented in
this module:

- Compressed-domain Analysis: Instead of computationally expensive full-stream decoding
and optical flow calculation, the model uses compressed-domain analysis (for instance, motion
vectors from H.264 containers). This significantly reduces computational costs and increases
inference speed.

- Audio Feature Extractor: Extracts high-level features from the audio stream.

3. Multimodal Integration Module

This module performs intelligent feature fusion to enhance system reliability:

- Temporal Alignment: Aligns features coming from different frame rates (video and audio) to
ensure accurate temporal correspondence of events.

- Gated Cross-Attention: An attention mechanism that allows each stream (for instance, audio)
to influence the processing of another (e.g., video) in a weighted manner. This helps focus on the
most informative segments.

- Feature Fusion / Projection: Combines the aligned and weighted features into a unified
multimodal space, which is then fed to the classifier.

4. Decision-Making Module

- LSTM & Classifier: The component, based on an LSTM network, analyzes the fused
multimodal features over the temporal sequence and produces the final anomaly decision.

To evaluate the performance and applicability of the proposed architecture in real-world
conditions, an optimized inference pipeline was developed, shown in Figure 8. This diagram reflects
the system’s operation after the training phase and generative data augmentation.

Input Data
Raw Video / Audio Data @ Sending Anomaly
Notification

Multi-stream Analysis Multi-stream Decision-Making
Module Integration Module Module

Preprocessing Frames domain Extracted Alignment Mlultimodal

Audio

Audio Segments Audio Faature Gated C:ms.s Classit
i Attention azzifier
Preproceszing Extractor

Feature Fusien

Preprocessing & Sync

Figure 8. Optimized Inference Pipeline of the Multimodal Architecture

A key requirement for the inference architecture is real-time data processing on low-power devices
(edge devices). To achieve this, special optimization methods were applied in the preprocessing and
analysis modules. Video and audio stream synchronization was also implemented.

1. Preprocessing and Synchronization

This module is responsible for preparing raw multimodal data and performing temporal alignment:
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- Video Preprocessing: Performs standard operations such as normalization, resizing, and
denoising.

- Audio Preprocessing: Provides filtering and preparation of audio data for feature extraction.

- A/V Timestamp Sync: A critical component that synchronizes the timestamps of video and
audio streams. This ensures that multimodal integration matches features corresponding to the same
moment in time, significantly enhancing reliability.

2. Multi-stream Analysis Module

This module provides fast and efficient analysis without excessive computational overhead:

- Compressed-domain Analysis: It is a key element for real-time optimization. Instead of
computationally expensive full video stream decoding, the model uses a compressed data
representation. It works directly with existing features, such as motion vectors from H.264 containers.
This avoids full decoding and significantly saves computational resources and memory, making the
system suitable for edge devices.

- Audio Feature Extractor: Extracts low-level or high-level features from the prepared audio
segments.

3. Multi-stream Integration Module

This module is responsible for the intelligent and reliable fusion of the extracted features:

- Temporal Alignment: Ensures precise temporal alignment of features coming from different
frequencies (for instance, video frames and audio features).

- Gated Cross-Attention: Allows one stream (for instance, audio capturing a scream) to
influence another stream (video) in a weighted manner, highlighting the features most important for
detecting anomalies.

- Feature Fusion: Combines the aligned and weighted features into a single multimodal feature
vector.

4. Decision-Making Module

- LSTM & Classifier: The LSTM network analyzes the sequence of fused multimodal features
and produces the final decision. The classifier determines whether an event is normal or anomalous,
taking the context into account.

5. Sending Notification

In case an anomaly is detected, the system immediately generates a signal (Anomaly), which
triggers an alert to the operator or the relevant services.

Overall, the proposed inference architecture demonstrates a balance between high reliability,
provided by multimodality and attention mechanisms, and practical applicability, achieved through
compressed-domain analysis and optimization for edge devices.

Discussions

The proposed hybrid multimodal architecture is designed to overcome the key limitations of
traditional systems, emphasizing real-time efficiency and increased reliability.

The main difference from standard hybrid architectures (CNN + Optical Flow) lies in the
implementation of two main groups of innovations. First, there is the optimization of the data pipeline
for edge devices. Instead of computationally expensive full video stream decoding, the system uses
compressed-domain analysis, directly extracting motion vectors from the compressed container
(H.264). This measure significantly reduces computational complexity and latency, which is critical
for real-time processing.

Second, the system employs intelligent multimodal integration to enhance reliability. During
preprocessing, a mandatory step of synchronizing the timestamps of video and audio streams is
introduced. Additionally, the integration module includes a Gated Cross-Attention mechanism. This
mechanism allows data streams to influence each other (for example, an unusual sound increases
attention to the corresponding visual segment), providing mutual verification of signals and
significantly improving resilience to false positives.
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As a result, a significant increase in inference speed and reliability (Fl-score) is expected.
However, the architecture has limitations: its performance depends on the quality of motion vectors
provided by the codec. Moreover, the addition of attention mechanisms makes the decision-making
process less interpretable, which may complicate error diagnosis.

Conclusion

In this work, a conceptual architecture was proposed and described, aimed at improving the
efficiency of anomaly detection in video surveillance systems. The main feature of our approach lies
in combining two key directions: optimization and multimodal analysis.

The use of the generative MemAE method addresses the problem of scarce-labeled anomalous
data. Models trained on “normal” behavior can effectively detect rare and previously unknown types
of anomalies.

Furthermore, the integration of data from other sources, such as audio, makes the system more
reliable and robust to noise. This significantly expands the range of detectable anomalies, allowing
the system to rely not only on visual signals but also on auditory and other modalities.

The proposed concept opens new possibilities for creating reliable and universal anomaly detection
systems capable of operating in complex environments and adapting to new types of threats.

Future directions will focus on scaling and enhancing the system’s predictive capabilities. In
particular, the integration of multi-view (multi-stream) data of a single action captured from different
angles is planned. As demonstrated in the study on anomaly detection using spatio-temporal graph
convolutional networks (ScienceDirect, 2024) [24], using data from multiple viewpoints allows
modeling complex object interactions with more complete information, significantly improving
overall system accuracy.

The most promising direction is the transition from reactive detection to proactive prediction of
critical events. This requires the implementation of models capable of predicting Time-to-Collision
(TTC), as discussed in Alhashim & Khan, 2019 [25]. TTC analysis necessitates the development of
models that can forecast object trajectories in the near future, enabling the system to issue alerts before
an actual anomaly occurs.
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