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CYBERBULLYING DETECTION IN KAZAKH TEXTUAL DATA

Abstract

This paper presents a comprehensive study on the effectiveness of a novel hybrid model of LSTM and CNN
in cyberbullying detection in online social media text. The effectiveness of the proposed model is tested against
other traditional models of machine learning, namely SVM, Random Forest, and Decision Trees, in terms of
accuracy, precision, recall, F-Score, and AUC-ROC curves. The proposed model is a hybrid of Long Short-
Term Memory and Convolutional Neural Network, which combines the contextual intelligence of Long Short-
Term Memory and the proficiency of Convolutional Neural Network in feature extraction. The results of the
experiment show that the proposed model of LSTM and CNN is significantly superior to other models of
machine learning in all evaluation parameters. Moreover, the results of the ROC curve also affirm that the
proposed model is significantly more sensitive and specific in distinguishing cyberbullying and non-
cyberbullying text. This paper also presents a novel tool that can help social media platforms in mitigating
cyberbullying and harassment in a most efficient and effective way. Moreover, it also presents a novel area of
research that can help in exploring the ethical and legal implications of deploying such efficient and
sophisticated tools in cyberbullying and harassment.
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KA3AK TIVIIHAEI'T MOTIHAIK AEPEKTEPI ABTOMATTbBI KUBEPBYJIJIMHI'TI
AHBIKTAYFA APHAJIFAH TPAHC®OPMEPJIIK BI-LSTM TEPEH OKbITY MOJEJII

Anoamna

By makanana oHaiiH aneyMeTTIK Mera MTiHAepiHaeri KuOepOyUTMHITI aHBIKTaY YLIIH aHa THOPHUITI
LSTM-CNN MoJieniHiH THIMAUIITI Typaiibl KEIICH Il 3ePTTey YChIHBUIFaH. 3epTTey/ie YChIHBUIFaH MOJICTbIIH
SVM, ke3melCOK OpMaH »JKOHE IIENIM  aFallTapbl  CHSKTBI  JACTYPJI  MAIIMHAJIBIK  OKBITY
KJ1accu(UKaTOpIapbIMEH CaJIBICTBIPFaHIaFbl OHIMIUII JNAIK, ASNIIK, ecke Tycipy, F-0ansr xone AUC-
ROC cuskTbl MeTpuKaNapabl KOJJaHa OTBIPbIN OarajaHaabl. ¥CBHIHBUIFAH THOPUATI MOJEIh MOTIHIIK
JNEPEKTEP/IiH TI30CKTI JKOHE KEHICTIKTIK OJIIIeM/CPIH aHbIKTayFa OarbITTaJIFaH y3aK KbICKA MEp3iMIi Kall
XKeJIepiHiH KOHTEKCTTIK OHAey MYMKIHAIKTEPiH KOHBOIIOUMSIIBIK HEMPOHABIK JKeTIEepAiH MYMKIHIIKTEp
ary KaOinerimeHn Oipikripeni. ToxipuOenepain Hotwkenepi LSTM-CNN  mozeniniH — mocTypui
KiaccuuKaTopiapaaH alTapibIKTail ackll TyCeTiHIH, 0apIblK Oaraiay MeTpHKaIapbl OOHBIHINA YKOFaphI Oal
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KUHAUTBIHBIH Kepceredi. ConbiMeH KaTap, ROC KHCHIK Tangayiapbl MOZAENbIIH KHOEpOYJIMHT >KoHE
KuOepOyJUIHHT eMec JKaFIaiapapl aXKeIpaTyAarbl )KOFaphl CE3IMTAIIBIFBl MEH EPEKIIeNiriH pacTaiapl. by
3epTTey KHOCpOYIIMHITI aHBIKTAayIbl >KaKCapTyAarbl TEpeH OKBITY TOCUIAEpiHIH oNeyeTiH KepceTenl,
QJIEYMETTIK Menua TulaTgopManapsl YIIiH OHJAalH KyAaiayabl THIMAI TYpAe a3aiTyAblH KyaTThl KypaJblH
YCBIHAIBL. 3epTTey HOTIKENepiHAe O0akpuiay MeH KYNHSIBUIBIKTHIH 3THKAIBIK OJIIIEMEPiH eCKepPe OTBIPHIIL,
OCBIH/Iall O3BIK aHBIKTAY JKYWETEepiH EHTI3y/iH caljapsl a TaIKbUIaHaabl. bomamak OarsITTapra MOIENbIl
OpTYPJIi TUNAIK KOHTEKCTTEP i OHJIeyTe OeiiMey xoHe KIKTey ASJIITH apTThIpY YIIiH MaliaadaHyblIapablH
mikipiepid OipikTipyai 3epTTey Kipedi. by 3eprrey mudpislk Kayirnci3mik jkoHe OHJANH KaybIMIaCTHIKTHI
Oackapy camacelHAa KYpAETi, KOHTEKCTKE OeHiM TeXHOJOTHSIIApAbl o3Ipiiey VIIIH MpeneaeHT OOobII
TaObLIA b,
Tyiiin ce3aep: kuOepOYJUTUHT, )KacaH bl MHTEIUICKT, TepeH okpiTy, LSTM, CNN, tpancdopmepiep.

P. A6apaxmanos !, JI. Cynran 2, T. Hazap6ex®, T. Hckakos?, B. SIranuesa*
"MesxmyHapoHbIil yHUBEPCUTET TypH3Ma U rocTenpuuMcTBa, r. Typkecrtan, Kazaxcran
2 Vuusepcurer Hapxos, r.Anmatel, Kazaxcran
SMesKIyHapOHBIH Ka3aXCKO-TyPELKHI yHUBEPCUTET nMeHH Xomku Axmena Scasu,
r.Typkecran, Kazaxcran
*Ka3axcKuii HAMOHAILHBIN HCCIIEN0BATENLCKUM TexHuueckuil yausepeuter um. K. . Cartnaesa,
r. Anmmatel, Kazaxctan
MOJEJIb I''TYBOKOI'O OBYYEHMUS BI-LSTM HA OCHOBE TPAHC®OPMATOPA J1JIA
ABTOMATHUYECKOI'O OBHAPYKEHUS KUBEPBYJIJIMHI' A B KASAXCKHUX TEKCTOBBIX
JAHHBIX

Annomayus

B nanHOI cTaThe MpeicTaBIeHO BCECTOPOHHEE UCCIeIoBaHNE 3(PPEKTUBHOCTH HOBOW THOPHUTHONW MOJIENH
LSTM-CNN s oOHapyxkeHHus KuOepOyJUTMHTa B TEKCTaX OHIANWH-COIMANBHBIX ceTedl. B mcciemoBanmm
OLIGHMBAETCSl IMPOU3BOJUTEIBHOCTh MPEVIOKEHHOW MOJENM [0 CpPaBHEHHWIO C  TPaJUIMOHHBIMU
Kiaccu(uKaTopaMd MalIMHHOTO OO0yd4eHus, Bkiouas SVM, ciyuyailHBI Jec M JepeBbsl pEIICHHH, C
HCIIONb30BAaHUEM TaKUX METPHUK, KaK TOUYHOCTb, Ipenu3us, noaHora, F-mepa u AUC-ROC. IlpennoxeHHas
rUOpUIHAs MOJCNIb OOBEIUHICT BO3MOXXHOCTH KOHTEKCTHOW OOpaOOTKM CeTe J0JIrOBPEMEHHOMU
kpatkoBpeMeHHON mamsiti (LSTM) ¢ BO3MOXHOCTSAMH W3BICYEHUS MPU3HAKOB CBEPTOUYHBIX HEHPOHHBIX
cereit (CNN), cTpeMsich OXBAaTUTh KaK MOCJIEI0BATENIbHBIE, TAK U IPOCTPAHCTBEHHBIE HU3MEPEHUS TEKCTOBBIX
JAHHBIX. Pe3yiapTaThl SKCIEPUMEHTOB MOKa3bIBalOT, 4To Mojaedb LSTM-CNN 3HauMTENbHO HPEBOCXOIUT
TpaJUIIMOHHBIE KJIACCH(DUKATOPHI, JOCTHUTasl BHICOKHUX ITOKa3aTelleil 10 BceM OIEHOYHBIM MeTprkaM. Kpome
toro, a"amu3 ROC-KpHUBBIX JONOJHUTENBHO TOATBEPXKIAET MPEBOCXOAHYI0 UYBCTBUTEIBHOCTh U
cneun(pUIHOCT, MOJENM B Ppa3IMYeHUH CclOydaeB KuOepOyJuIMHra U CciydaeB, HE CBS3aHHBIX C
kuOepOy mHroM. JlaHHOE HcclieloBaHWEe TOAYEPKHUBACT TMOTEHIMAN TOAXOJ0B TIyOOKOTO OOy4YeHUs B
noBeleHH 3(QQeKTUBHOCTH OOHapyX)eHush KUOepOyJUTMHra, Npejaiaras MOIIHBIA WHCTPYMEHT st
COLMANIBHBIX CeTel, MOo3BOJAtomUN 3(phekTUBHO OOpOThCS C OHJIANWH-JOMOraTenbcTBaMHu. B pesymbratax
TaKXKe 00CYKIAI0TCs OCIIEACTBUS BHEIPSHHUS TAKUX MEPETOBBIX CHCTEM OOHAPYKEHHS, YIUTHIBAS dTUIECKUE
acreKThl HaOMIOJeHHU M KOH(HICHIMANBLHOCTH. JlanpHeie HarpaBlieHUs HCCIENOBAHUN BKIIOYAIOT
aJlanTalnnio MOJENH sl 00paOOTKH Pa3IMYHBIX SI3BIKOBBIX KOHTEKCTOB M M3y4YCHHE MHTErPallMd OT3BIBOB
MOJIb30BATENICH JUIsl TIOBBILIEHHS] TOYHOCTH KJacCH(UKALMUA. DTO HCCIENOBAHHE CO3AaeT MPEUEACHT A
pa3paboTKu Oojiee CIOXHBIX, KOHTEKCTHO-OPHEHTHPOBAHHBIX TEXHOJIOTHH B 001MacTh 1UppPOBOH
0€30I1aCHOCTH U YIIPABJICHHUS OHJIAHH-COOOIIECTBAMH.

KiroueBbie cioBa: xuOepOyJUIMHI, MCKYCCTBEHHBIM HHTEIJIEKT, TiyOokoe oOyudenue, LSTM, CNN,
TpaHchopMephlI.

Introduction

With the emergence of the digital age, social media sites are the main medium of interaction and
information sharing. Nevertheless, there is a darker side to social media that is referred to as
cyberbullying — a common issue that may lead to severe psychological damage to a person [1].
Cyberbullying is defined as the intentional exploitation of information technologies to spread false
information that is humiliating or aggressive in nature regarding a particular individual. With the rise
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of online interactions, it is of utmost importance to develop efficient automated tools that can detect
cyberbullying in order to create a healthy online interaction environment [2].

Cyberbullying in Kazakhstan: Statistical and Contextual Overview Cyberbullying is a growing
social issue in Kazakhstan, particularly among children and adolescents. Recent studies and official
data reveal alarming trends:

- According to the Health Behavior in School-aged Children (HBSC) survey and national reports,
approximately 13% of Kazakhstani adolescents — or roughly one in eight — have been victims of
cyberbullying [3].

- The prevalence is higher among boys (15%) compared to girls (12%), and 11% of students
admitted to participating in cyberbullying themselves [4].

- A UNICEF Kazakhstan (2023) study titled KazKidsOnline found that 21% of children have
experienced cyberbullying, while 15% are regularly exposed to disturbing or unwanted online
content.

- Official data from the Ministry of Health indicate that 17.5% of Kazakhstani children experience
bullying or harassment periodically, and 6.8% report having been threatened or humiliated several
times per month [5].

- In 2021, Kazakhstan recorded over 140,000 cyberbullying incidents, nearly double the number
from 2020.

These statistics indicate that cyberbullying remains a serious and insufficiently reported problem
in Kazakhstan. Many incidents are likely never formally reported due to factors such as fear, social
stigma, or limited awareness among victims. As digital communication continues to play a central
role in education, social interaction, and information exchange, the creation of reliable Al-driven
cyberbullying detection systems adapted to the linguistic and cultural characteristics of the Kazakh
language has become both a technological requirement and an important societal responsibility [6].
Conventional methods for identifying cyberbullying have primarily depended on manual moderation
and user-reporting mechanisms. While these approaches provide some level of monitoring, they are
highly labor-intensive and insufficient for managing the enormous volume of content generated daily
on social media platforms. Recent progress in machine learning and deep learning has encouraged
researchers to investigate automated detection systems capable of processing large-scale textual
datasets efficiently. In particular, DNN models have shown significant potential because they can
automatically learn complex linguistic and contextual representations without the need for extensive
manual feature engineering [7]. Previous research has demonstrated that Long Short-Term Memory
(LSTM) networks are effective in modeling sequential dependencies within text, allowing them to
capture contextual relationships that may signal abusive or aggressive communication. Meanwhile,
Convolutional Neural Networks (CNNs) have proven successful in extracting local textual features
and hierarchical patterns, such as clusters of offensive words or repeated insulting expressions. Based
on these developments, the present study proposes a Transformer-based Bi-LSTM architecture
designed to detect cyberbullying in Kazakh-language social media content. This model combines the
global contextual representation capabilities of Transformer architectures with the bidirectional
sequential learning strengths of Bi-LSTM networks. Such a hybrid approach enables the system to
capture long-range semantic relationships while also identifying subtle linguistic patterns that arise
from the rich morphology and flexible syntactic structure of the Kazakh language [8].

The model performance is evaluated against traditional machine learning classifiers such as
Support Vector Machines (SVM), Random Forest, and Decision Trees using evaluation metrics
including Accuracy, Precision, Recall, F1-score, and AUC-ROC. Experimental findings demonstrate
that the Transformer—Bi-LSTM model significantly outperforms conventional classifiers across all
metrics. The ROC curve analyses further confirm the model’s high sensitivity and specificity in
distinguishing between bullying and non-bullying instances [9].

This study contributes to ongoing efforts in building advanced natural language processing (NLP)
tools for low-resource languages like Kazakh and highlights the ethical imperative of applying
artificial intelligence responsibly to ensure user protection, fairness, and privacy. Future work will
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include expanding the dataset with regional Kazakh dialects and incorporating user feedback
mechanisms to enhance real-time adaptability and classification accuracy.

Research on cyberbullying in Kazakhstan has gradually increased in recent years, paralleling
global trends, though it remains relatively underdeveloped and fragmented. Early local studies often
approached bullying (offline) broadly rather than isolating digital forms. For example, national
surveys on bullying among schoolchildren reported that 42.8 % of students identified social networks
as the location where bullying occurred most frequently, with about one in four respondents noting
academic performance deterioration due to bullying [10].

Over time, researchers have begun focusing specifically on cyberbullying as a distinct
phenomenon in Kazakhstan. Several studies estimated that approximately 13 % of Kazakhstani
adolescents experience cyberbullying at least monthly, with rates higher among boys (=15 %) than
girls (=12 %) [11].

Some sources also report that 11 % of adolescents admitted having participated in cyberbullying
others — again with gender differences: 14 % for boys and 8 % for girls.

In parallel, local publications have begun exploring psychosocial dynamics surrounding
cyberbullying in regional settings. For instance, a study across three regions (Ust-Kamenogorsk,
Astana, Atyrau) found that aggressive victim behavior correlates with coping strategies such as close
support and helplessness; however, these correlations varied markedly by region, implying that
contextual and cultural factors influence how victims respond to cyberbullying [12].

Other authors emphasize the invisible nature of cyberbullying, whereby many children either do
not report incidents or notify very few adults. It is reported, for instance, that while 21 % of children
said they had observed cyberbullying among peers, only half of them told an adult about it. Some
studies analyses claim that among 402 interviewed children, only one disclosed witnessing a
cyberbullying incident, illustrating serious underreporting and reluctance to speak publicly about such
events [13].

From a legislative and institutional perspective, Kazakhstan has recognized the need for formal
legal frameworks. Effective legal regulation of child protection has been examined in comparative
studies, showing the existing gaps in national laws and suggesting reforms informed by international
models to safeguard minors from harmful online content. To elaborate, as of June 16, 2024, the Code
of Administrative Offenses of Kazakhstan was amended to include a new article, 127-2 “Harassment
(bullying, cyberbullying) of minors,” stipulating warnings or fines (ten monthly calculation indices)
for first offenses and higher penalties (thirty indices) for repeat violations within one year [14].

Despite these legal steps, challenges persist. Many studies note that existing research is often
limited to certain cities or school settings, failing to capture rural or dialectal variations. Also,
frequency-based self-reports dominate methodology, with little use of advanced computational
models or large-scale annotated datasets. Some authors argue that intervention and prevention
measures remain weak and under-coordinated across schools, families, and digital platforms [15].

Recent investigations seek to address these gaps. One study examined digital hygiene skills among
Kazakhstani teenagers, exploring how such skills may reduce the likelihood of experiencing
cyberbullying. Another work discusses cyberbullying in university / student environments, linking
victimization and perpetrator ships to stress, anxiety, and adaptation factors in higher education
settings. Finally, some authors highlight the ethnocultural dimension — how ethnicity, identity, and
perceived discrimination in Kazakhstan’s multicultural communities might influence cyberbullying
experiences and responses [16].

In sum, cyberbullying research in Kazakhstan has evolved from broad bullying surveys to more
focused inquiries into online harassment, but it still lags in methodological sophistication, scale, and
integration with technological solutions. The literature suggests a pressing need for context-sensitive,
data-driven, and multidisciplinary approaches that combine legal, psychological, sociocultural, and
computational perspectives to comprehensively address cyberbullying in the Kazakh context [17].

Despite the growing number of studies on cyberbullying detection, research focused on the Kazakh
language remains limited. Existing approaches are often based on traditional machine learning
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methods or do not fully consider the linguistic complexity and morphological richness of Kazakh,
which significantly affects classification performance. Furthermore, there is a lack of large-scale
annotated datasets and hybrid architectures specifically designed for low-resource languages.

Therefore, the main objective of this study is to develop an effective hybrid deep learning model
for automatic cyberbullying detection in Kazakh-language textual data.

To achieve this objective, the following research tasks are defined:

1. To collect and preprocess a dataset of Kazakh-language social media texts;

2. To design a hybrid Transformer—BiLSTM—CNN architecture;

3. To evaluate the model performance using standard classification metrics;

4. To compare the proposed approach with classical machine learning and baseline deep learning
models.

The expected outcome of this study is the development of a robust and scalable cyberbullying
detection system capable of capturing both contextual and semantic features in Kazakh text,
contributing to the advancement of NLP solutions for low-resource languages.

Research methodology

The selection of methods in this study is guided by the linguistic characteristics of the Kazakh
language and the limitations of existing approaches for cyberbullying detection in low-resource
settings.

Traditional feature extraction techniques such as TF-IDF and Bag-of-Words were employed as
baseline representations due to their computational efficiency and interpretability. These methods
allow for an initial comparison with classical machine learning algorithms and provide a reference
point for evaluating more advanced models.

However, given the complex morphology and flexible word order of the Kazakh language,
traditional approaches are insufficient for capturing deep semantic and contextual relationships.
Therefore, deep learning architectures were incorporated.

The Bi-LSTM model was selected for its ability to capture bidirectional sequential dependencies
in textual data, which is critical for understanding context in natural language. The Transformer
architecture was introduced to model global contextual relationships using self-attention mechanisms,
enabling the system to identify long-range dependencies within sentences.

Additionally, Convolutional Neural Networks (CNN) were included to extract local n-gram
features and detect repetitive or phrase-level patterns commonly associated with cyberbullying
expressions.

Thus, the proposed hybrid architecture combines:

- sequential modeling (Bi-LSTM),

- global context understanding (Transformer),

- local feature extraction (CNN),

which together provide a comprehensive representation of textual data and improve classification
performance.

In this section, we present the systematic methodology adopted to evaluate the performance of the
proposed Transformer based BI-LSTM deep learning model for detecting cyberbullying in social
Kazakh language texts. The section is organized to detail the procedures for data preprocessing
techniques used to prepare textual data for modeling, the architectural composition of the Transformer
based BI-LSTM deep learning model, and the evaluation metrics applied for comparison with
conventional machine learning algorithms. Furthermore, the experimental design is discussed,
specifying the utilized hardware and software environments to ensure methodological transparency
and reproducibility. Through this thorough exposition of our research workflow, we aim to maintain
clarity and allow fellow scholars to replicate or expand upon this work. The comprehensive overview
provided here functions both as a methodological reference for analogous studies and as a
groundwork for future advancements in automated cyberbullying detection and digital content
moderation systems.
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The key research problem addressed in this study lies in the limited effectiveness of existing
cyberbullying detection methods when applied to Kazakh-language data. Traditional approaches fail
to capture complex linguistic patterns, while many deep learning models are not adapted to low-
resource languages. This creates a gap between the need for accurate automated moderation systems
and the available technological solutions.

The research process was conducted in several structured stages:

Stage 1: Data Collection

Textual data were collected from online social media platforms, including Reddit and Instagram,
focusing on Kazakh-language content relevant to user interactions.

Stage 2: Data Preprocessing

The collected data were cleaned and standardized. This included removing noise, correcting
typographical errors, tokenization, and normalization. Irrelevant symbols and duplicate entries were
also eliminated.

Stage 3: Feature Representation

Textual data were transformed into numerical representations using TF-IDF, Bag-of-Words, and
word embedding techniques to enable processing by machine learning and deep learning models.

Stage 4: Model Development

Several models were implemented, including traditional machine learning classifiers (SVM,
Random Forest, Decision Trees) and deep learning architectures (LSTM, Bi-LSTM, Transformer-
based hybrid model).

Stage 5: Model Training

The models were trained using labeled datasets. Hyperparameters such as learning rate, batch size,
and number of epochs were optimized to achieve stable performance.

Stage 6: Evaluation

The performance of all models was evaluated using standard metrics including Accuracy,
Precision, Recall, F1-score, and AUC-ROC.

Stage 7: Comparative Analysis

The results of the proposed model were compared with baseline models to assess performance
improvements and validate the effectiveness of the hybrid architecture.

Data preparation

Data Preprocessing

The first stage of the study involves preprocessing textual data collected from online platforms
such as Reddit. This step is important because raw data from social media often contains noise,
inconsistent formatting, and various irrelevant elements. During preprocessing, unnecessary
information is removed, typographical errors are corrected, and the text is standardized to ensure
uniform formatting. These procedures help improve the quality and consistency of the dataset, which
is essential for effective model training and reliable performance. In this research, several common
text preprocessing and feature representation techniques were applied. These include Term
Frequency—Inverse Document Frequency (TF-IDF), the Bag-of-Words (BoW) approach, and word
embedding methods. These techniques transform textual data into numerical representations that can
be effectively processed by machine learning and deep learning models.

Feature Extraction

After the preprocessing phase, the system proceeds to extract meaningful features from the textual
data. This is achieved using a combination of specialized techniques designed to capture the most
relevant linguistic and contextual attributes.

- TF-IDF (Term Frequency-Inverse Document Frequency): This technique evaluates how
important a word is within a particular document in relation to the entire dataset. Unlike simple
frequency-based methods, TF-IDF considers how often a term appears across multiple documents,
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which helps reduce the influence of very common words that provide little meaningful information.
As a result, it highlights terms that are more distinctive for a specific document [ 18—-20].

- Bagof Words (BoW): The Bag-of-Words method represents text as a numerical vector based
on the frequency of words appearing in a document. It ignores grammar and word order, focusing
only on the occurrence of terms. This approach simplifies textual data and converts it into a structured
format that can be processed by machine learning models [21-23].

- Statistical Features: In addition to textual representations, various statistical characteristics of
the text can also be extracted. These may include metrics such as word count, sentence length,
punctuation frequency, and other structural properties of the text. Such features can sometimes
provide additional signals that help identify patterns associated with cyberbullying behavior [24,25].

Word Embedding

This stage is important because it converts words into continuous numerical vectors that capture
semantic relationships between them. By representing words in this way, the model can better
understand the contextual meaning within the text. Such representations allow the system to process
language more effectively and improve its performance in later tasks, including text classification.

Machine Learning Approaches

The system applies both traditional machine learning algorithms and modern deep learning models
to perform text classification. The traditional machine learning component includes widely used
algorithms such as Support Vector Machines, Random Forest, Decision Trees, K-Nearest Neighbors,
Naive Bayes, and Logistic Regression. These methods are commonly used as baseline models in text
classification tasks because they are computationally efficient, relatively easy to interpret, and
suitable for comparing the performance of more complex models.

Deep Learning Classifiers

In addition to conventional algorithms, the system incorporates deep learning classifiers to
leverage their superior capability in modeling complex linguistic structures and contextual
dependencies present in Kazakh-language text. Unlike traditional approaches that rely heavily on
manual feature engineering, deep learning models automatically extract hierarchical and semantic
representations from raw text data, enabling more accurate and nuanced classification.

- LSTM (Long Short-Term Memory): Well-suited for sequences such as sentences, LSTMs can
capture temporal dependencies and context within the text.

- BI-LSTM (Convolutional Neural Network): Originally designed for image processing, CNNs
have been adapted for NLP to detect patterns in text.

- Transformer + Bi-LSTM: Combining LSTM and CNN to harness both temporal context and
local textual features for improved cyberbullying detection.

Proposed Model Architecture

The architecture of the proposed Transformer based BI-LSTM model is specifically designed for
text classification in Kazakh language. This model effectively integrates the capabilities of
Biderctional Long Short-Term Memory (Bi-LSTM) and Transformers architecture (fig.1).
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Figure 1. Architecture of the proposed model
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1. Input Layer The process begins with the Input Layer, which receives preprocessed textual
sequences from social media platforms such as Reddit or Instagram. Each input sequence is
represented as a series of tokens (1, p2, p3, ..., pn), where n denotes the number of words or tokens
in the sentence. These tokens are indexed and passed to the embedding layer for numerical
transformation.

2. Embedding Layer The Embedding Layer converts the input tokens into dense, continuous
vector representations of size 64 dimensions. This layer maps semantically similar words to nearby
points in the embedding space, allowing the model to capture underlying linguistic and contextual
relationships. The resulting embeddings form a numerical matrix that serves as the foundational input
for subsequent sequential and attention-based computations.

3. Bi-LSTM Layer Following embedding, the representations are fed into a Bidirectional Long
Short-Term Memory (Bi-LSTM) layer. This component processes the sequence in both forward and
backward directions, enabling the model to retain information from past and future contexts
simultaneously. This dual traversal enhances the model’s understanding of word dependencies and
sentence-level semantics, which are particularly important for identifying implicit or context-driven
forms of cyberbullying (e.g., sarcasm, coded aggression). Mathematically, the Bi-LSTM updates its
cell and hidden states as follows:

he=1[ ht— 5 he < | (1)

where h/— and h~— represent forward and backward hidden states respectively. The Bi-LSTM
output sequence is then normalized through Layer Normalization, improving convergence and
stabilizing gradient flow.

4. Transformer Layer Next, the model integrates a Transformer block, which refines contextual
understanding using a multi-head self-attention mechanism. Each attention head computes
relationships between all token pairs within a sequence to identify contextually relevant connections.
The operation can be expressed as:

MultiHead (X) = Concat ( head: , ..., head,)*W? (2)

This is followed by:

- Layer Normalization: Ensures numerical stability and accelerates training. Feed-Forward
Network

- (FFN): A two-layer perceptron applying nonlinear transformation via ReLU activation:

FFN(x) = ReLU(XW + b1))W> + b> 3)

- Residual Connections: Added around both the attention and FFN sub-layers to prevent
information loss and facilitate deeper gradient propagation. Through these operations, the
Transformer captures global dependencies that the Bi-LSTM alone may overlook, such as long-range
interactions or subtle shifts in sentiment across distant words.

5. Convolutional Feature Extraction Layer The Transformer output is subsequently processed
by two 1D Convolutional Layers (Conv1D), each followed by a ReLU activation. These layers extract
local patterns and n-gram level features within the sequence representation. The convolutional filters
act as detectors for short, phrase-level indicators of aggressive or harmful content, complementing
the contextual comprehension gained from the Bi-LSTM and Transformer layers.

ConvlD (x) =ReLU(W=xx + b) 4)

The notation (ConvlD + ReLU) x 2 signifies that two such convolutional blocks are stacked to
enhance feature richness and hierarchical representation.
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6.  Dropout Layer. To prevent overfitting, the model incorporates a Dropout Layer, where a
portion of neurons is randomly deactivated during training. This stochastic regularization technique
ensures that the model generalizes well to unseen data by preventing co-adaptation of features and
promoting robustness.

7. Max Pooling Layer A Max Pooling Layer follows to down sample the feature maps generated
by convolution. This operation retains the most prominent activations (i.e., the most significant
features) from each local region, effectively reducing dimensionality while preserving the most
informative patterns. The pooling operation aids in achieving translational invariance and
computational efficiency.

8. Dense Layer The output of the pooling layer is flattened and passed to a Fully Connected
(Dense) Layer. This layer aggregates and combines all extracted features, learning complex non-
linear decision boundaries. The dense neurons integrate both the contextual and spatial features,
acting as the final feature synthesis stage before classification.

9. Output Layer Finally, the Output Layer produces the classification result. A Softmax
activation function is used for multi-class classification or Sigmoid for binary classification
(cyberbullying vs. non-cyberbullying). The layer outputs probabilities representing the likelihood that
a given text instance belongs to the “cyberbullying” or “non-cyberbullying” category.

10. Overall Model Summary The proposed Transformer—BiLSTM hybrid model seamlessly
integrates:

Sequential understanding (via Bi-LSTM),

Global contextual awareness (via Transformer attention),
Local feature extraction (via Conv1D),

Efficient classification (via Dense and Output layers).

Results of the study

This hybrid design allows the model to handle both explicit and implicit forms of cyberbullying
in text, capturing subtle linguistic cues specific to the Kazakh language. The architecture is optimized
for high interpretability, scalability, and generalization across different social media datasets.

Evaluation

To assess the effectiveness of the proposed classification model, a comprehensive evaluation
framework was employed using several standard performance metrics commonly adopted in text
classification and machine learning research. These metrics provide quantitative insights into
different aspects of the model’s predictive capabilities, allowing for a balanced and objective
comparison with baseline classifiers. The selected evaluation measures includes Accuracy, Precision,
Recall, F1-Score, and ROC-AUC.

Accuracy

Accuracy shows how many predictions the model made correctly compared to the total number of
samples in the dataset. It is a simple way to evaluate the overall performance of a model. However,
accuracy can sometimes be misleading, especially when the dataset is imbalanced. In such cases, the
model may achieve a high accuracy simply by predicting the majority class more often, even if it
performs poorly on the minority class.

TP+TN
TP + TN + FP + FN (5)

Accuracy =

Precision

Precision measures how many of the instances predicted as positive by the model are actually
correct. In other words, it shows the proportion of correctly identified positive cases among all
predicted positive cases. This metric is important because it reflects how well the model avoids false
positives. In tasks such as cyberbullying detection, high precision is especially important, since
incorrectly labeling neutral or harmless content as offensive may lead to unfair moderation decisions.
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- TP
Precision = ——— (6)
TP + FP

Recall

Recall measures how many of the actual positive cases are correctly identified by the model. In
other words, it shows how well the model can detect instances of cyberbullying. A high recall means
that most bullying cases are successfully detected. However, in some situations, increasing recall may
also lead to more false positives being included in the predictions.

TP

Recall = m (7)

F1-Score

Fl-score is a metric that combines precision and recall into a single value by calculating their
harmonic mean. It is useful when both false positives and false negatives need to be considered. This
metric is especially helpful when working with imbalanced datasets because it evaluates how well
the model maintains a balance between precision and recall.

Precision*Recall

=Lk ———————
Accuracy = 2 Precision+Recall ®

Finally, the ROC-AUC metric evaluates the model’s discriminative ability across various
classification thresholds. The ROC curve plots the True Positive Rate against the False Positive Rate,
and the AUC value represents the probability that the classifier ranks a randomly chosen positive
instance higher than a negative one. The closer the area under curve to 1 the more effective algorithm
is. So it means our aims is to get closer to as much as we can.

To establish a baseline for cyberbullying detection performance, several conventional machine
learning algorithms were implemented and evaluated on the same dataset prior to the deployment of
the proposed Transformer-BiLSTM model. Figure 2 illustrates the comparative performance of six
widely used classifiers - K-Nearest Neighbors, Random Forest, Logistic Regression, Support Vector

Machine, Naive Bayes, and Decision Tree — across four key evaluation metrics: Accuracy, Precision,
Recall, and F1-Score.

Comparative Evaluation of Machine Learning Models for Cyberbullying Detection
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Figure 2. ML algorithms comparative results
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These metrics combined provide a comprehensive view of each model’s predictive capability,
covering general correctness, sensitivity to true positives, ability to avoid false alarms, and overall
balance between detection accuracy and reliability. As shown in the figure, the performance of all
classifiers ranges between 80% and 87%, indicating solid effectiveness in identifying cyberbullying-
related content and establishing a strong baseline for comparison with advanced deep learning
approaches.

Although traditional machine learning algorithms show stable performance in cyberbullying
detection, with overall accuracy typically ranging from 80% to 87%, these results are still not
sufficient to fully achieve the goals of this study. Classical classifiers depend largely on manually
designed features and often struggle to capture the complex linguistic patterns, contextual
relationships, and subtle semantic nuances that appear in social media communication. This limitation
becomes even more pronounced when working with morphologically rich languages such as Kazakh,
where meaning can vary significantly depending on word forms and context.

To address these limitations, deep learning architectures are considered a more advanced and
effective approach. Unlike traditional models, deep neural networks are capable of automatically
learning hierarchical representations from raw text data. This allows them to capture both local
patterns and broader contextual relationships that reflect sentiment, intent, and subtle nuances in
communication. In particular, transformer-based architectures have demonstrated strong performance
in understanding contextual semantics and identifying even subtle signals of harmful or aggressive
language.

Therefore, the next section presents a Transformer-BiLSTM hybrid model designed to combine
the strengths of both approaches. The model leverages the bidirectional contextual learning capability
of LSTM networks together with the global attention mechanisms provided by Transformer
architectures. In addition, simple LSTM and Bi-LSTM models were included in the experiments to
provide a baseline and to demonstrate the superiority of the proposed Transformer + Bi-LSTM
architecture. A comparison of the obtained results is illustrated in Figure 3 below.

96F_‘erformance Comparison of Deep Learning Models for Cyberbullying Detection
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Figure 3. Deep Learning approaches comparative results.

Table 1 presents a comparative evaluation of seven approaches for the cyberbullying classification
task using five commonly used metrics: Accuracy, Precision, Recall, F-score, and AUC-ROC. The
proposed model demonstrates the best performance across all evaluation criteria (Accuracy = 0.938,
Precision = 0.941, Recall = 0.921, F-score = 0.949, AUC-ROC = 0.939), indicating a clear
improvement over the classical machine learning baselines, including RF, DT, KNN, NB, LR, and
SVM.
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Among the baseline methods, Random Forest and SVM show the strongest overall performance,
particularly in terms of accuracy and AUC-ROC, while KNN achieves relatively balanced precision
and recall values. In contrast, Decision Tree and Naive Bayes perform weaker across most metrics,
which may be explained by their sensitivity to feature distribution assumptions and the effects of class
imbalance in the dataset.

Table 1. Comparison of the proposed model with classical machine learning methods

Approaches Accuracy Precision Recall F-score AUC-ROC
Proposed 0.938 0.941 0.921 0.949 0.939
model
RF 0.811 0.811 0.804 0.861 0.867
DT 0.843 0.813 0.82 0.826 0.811
KNN 0.826 0.867 0.851 0.842 0.826
NB 0.821 0.813 0.83 0.82 0.811
LR 0.842 0.821 0.801 0.868 0.851
SVYM 0.858 0.85 0.813 0.813 0.842

The experimental results clearly demonstrate the effectiveness of the proposed hybrid
Transformer-BiLSTM—CNN model in detecting cyberbullying in Kazakh-language texts. As shown
in Table 1, the proposed model achieves the highest performance across all evaluation metrics,
outperforming both traditional machine learning algorithms and simpler deep learning models.

In particular, the model achieves an accuracy of 93.8%, indicating a high overall classification
correctness. The precision score of 94.1% reflects the model’s ability to minimize false positives,
which is critical in avoiding incorrect labeling of non-offensive content. The recall value of 92.1%
confirms that the model successfully detects most real cyberbullying instances, while the F1-score of
94.9% demonstrates a strong balance between precision and recall.

The superiority of the proposed model can be attributed to its hybrid architecture. The Transformer
component captures global contextual dependencies across the entire text, allowing the model to
understand long-range semantic relationships. The Bi-LSTM layer enhances this capability by
modeling bidirectional sequential information, which is particularly important for detecting implicit
or context-dependent forms of cyberbullying.

Additionally, the CNN layers contribute by extracting local features such as offensive phrases and
repetitive patterns commonly found in abusive language. This combination enables the model to
simultaneously capture global, sequential, and local features, which explains its improved
performance compared to baseline methods.

Discussion

The results of this study demonstrate notable differences in the effectiveness of various machine
learning approaches for detecting cyberbullying in Kazakh-language social media content. The
proposed Transformer-BiLSTM hybrid model shows clear superiority compared to traditional
machine learning methods, achieving high scores across all evaluation metrics, including accuracy,
precision, recall, F-score, and AUC-ROC. This strong performance can largely be attributed to the
model’s ability to capture both contextual and semantic relationships within the Kazakh language,
which is morphologically rich and highly dependent on context.

Traditional algorithms like SVM, Random Forest, and Decision Trees, while effective for many
general classification tasks, show limitations when applied to natural language processing. These
methods depend heavily on manually engineered features and often fail to capture syntactic variation,
flexible word order, and the morphological richness of the language—factors that are crucial for
correctly interpreting abusive or harmful expressions in Kazakh text. Although SVM achieved
slightly stronger results among the classical approaches, its performance still remained below that of
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deep learning models. This outcome further emphasizes the need for architectures that can
automatically learn long-term dependencies and contextual nuances from textual data.

The integration of feature extraction techniques such as TF-IDF, Bag of Words, and statistical
features improved the baseline performance of traditional classifiers but remained insufficient for
handling the subtleties of real online communication in Kazakh. This proves that, although feature
engineering can enhance model performance, deep learning architectures inherently outperform due
to their ability to autonomously capture both local and global linguistic patterns without manual
intervention.

From a practical perspective, this study highlights the importance of incorporating advanced
models into social media monitoring systems in Kazakhstan. Implementing accurate cyberbullying
detection tools can help platforms identify and address harmful behavior more efficiently,
contributing to the creation of safer and more respectful online environments. At the same time, the
deployment of such systems must adhere to key ethical principles, including data privacy, fairness,
and transparency. The inclusion of user feedback mechanisms and efforts to improve the
interpretability of Al decisions are essential for maintaining public trust while ensuring a balanced
approach between content moderation and freedom of expression.

Conclusion

In conclusion, this study supports the use of Transformer-based Bi-LSTM deep learning models
for the automatic detection of cyberbullying in Kazakh-language text. The results show that these
architectures outperform traditional methods and are particularly well suited for handling the
linguistic complexity and cultural characteristics of the Kazakh language. Future work may focus on
expanding annotated Kazakh datasets, integrating multilingual embeddings, and adapting models to
regional dialects and data from different social media platforms. Such developments would improve
the generalizability of the models and contribute to the broader advancement of ethical Al-based
content moderation systems.

From a practical perspective, the proposed model can be integrated into social media moderation
systems to automatically detect harmful content. This can help reduce the spread of cyberbullying,
improve user safety, and support the development of responsible Al-driven monitoring tools.

Overall, obtained results confirm that the proposed hybrid model effectively addresses the
limitations of traditional approaches and achieves superior performance in cyberbullying detection
tasks. These findings validate the research hypothesis and support the feasibility of applying advanced
deep learning techniques in low-resource language contexts.
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