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NEURAL NETWORK - BASED SECURITY FRAMEWORK FOR 10T DEVICES

Abstract

The research article demonstrates that current IT advancements include the rapid growth of the Internet of
Things (IoT). The Internet of Things allows tangible elements to be integrated into digital frameworks. A
complex infrastructure of smart sensors, sensor networks, home appliances, industrial controllers, and medical
devices automates processes, improves management, and enables new services. The Internet of Things affects
energy, transportation, manufacturing, healthcare, and education. The research demonstrates the effectiveness
of a machine learning model for classifying normal and anomalous data in IoT systems. To evaluate the
performance of our proposed model, we used an open-source BoT-IoT dataset for the IoT environment. 80
percent of the dataset used for the study was used for model training, while 20 percent was implemented in
testing mode. Classification metrics, including precision, recall, and F1-score, approach 1.0, indicating high
accuracy with a 100% classification rate. The model, particularly the Random Forest, successfully identifies
anomalies in network behavior and triggers alarms when threats are detected. It highlights the advantages of
using deep neural networks for malware detection in loT environments, which can analyze both static binary
files and dynamic process behaviors. These models adapt to new threats, enhancing security measures in a
landscape where traditional methods fall short.
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3ATTAP UHTEPHETI KYPBUIFBIJIAPBIH KOPFAYJIA HEﬁPOHI[I)IK KEJUIEPAI KOJJAHY

Anoamna

Y CBIHBUIBII OTHIPFaH 3epTTey MakanachiHAa Ka3ipri [T xkericrikrepine 3aTrap natepHeTiHiH (IoT) *xpuinam
OCyIHZETi JKETICTIKTep Typaybl OasHmamagel. 3aTTap WHTEPHETI MaTepHUaNbIK DJIEMEHTTEPIli CaHIIbIK
KYpBUTBIMAApFa OipiKTipyre MyMKiHAIK Oepeii. AKBUIIBI CEHCOPIIAp/IbIH, CEHCOPIBIK XKeIIEPiH, TYPMBICTBIK
TeXHUKaHBIH, OHEPKACINTIK KOHTPOJUICPJCPIIH JKOHE MEAMIIMHAIBIK  KYPBUIFBUIAPABIH  KypJei
WHPAKYPBUIIBIMBL  [TPOLIECTEPAl aBTOMATTAHABIPAIbI, OacKapyabl >KakcapTalbl KOHE XaHa KbI3METTEp.i
YChIHA/IBI. 3aTTap MHTEPHETIH NalijajaHy SHepreTUKara, KeJlikKe, oHIipicKe, JeHCayJIbIK CaKTayFa XKoHe 0i1iM
Oepyre acep erelli. 3epTTey KYMBICBIHBIH MakcaTsl - 3arTap uHTepHeTi (IoT) xyienepinaeri KaibIThl )KoHE
aHOMaJIB/bI AEPEKTEP/i JKIKTEY e MAIIMHAJIBIK OKBITY MOJENiHIH THIMIUIITiH KepceTeai. ¥ ChIHBII OTHIPFaH
MOJIeTIbIMI3IIH eHIMALNIriH Oaranay ymiH loT opraceiHa apHanraHn ambikK KopkeTiMai BoT-loT mepexrep
KUBIHBI TAWJalaHbUIIbl. 3epTTeyre naijanaHblIFaH JepeKkTep KOpbIHBIH 80 MalbI3bl MOJEINbIi OKBITYFa
naiaananbuica, 20 malbI3bl TECTIIEY PEKUMIHAC JKY3€re achIpbUIAbl. 3ePTTCYIIH HOTHIKECI  JTQJIIIK
(precision), ecke Tycipy(recall) xone F1 ynaiibin Koca anranna, xikrey kepcerkimtepi 1.0 Tocimi, 100%
KIKTEY JCHreHiMeH »Korapbl AQMIKTI Kepcereni. Mogenb, acipece kesaericok opman (Random Forest),
JKEJTIK MIHE3-KYJIBIKTaFbl aybITKYJIap/bl COTTI aHBIKTANIbI, KAYINITEp aHBbIKTAJIFaH Ke3/e Ma0buIIap/isl icKe
kocanel. Conpmail -ak, loT opramapeiHma 3ustHOBI OarapiiamanapAbl aHBIKTAY YIIIH TePEH HEWPOHIIBIK
XKeJnepai maiaanaHyIblH apTHIKIIBUIBIKTAPBIH aTall KepceTeli, oJlap CTaTUKAIBIK eKUTK Qainmapas! 1a,
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HCIOJIb30BAHUE HEMPOHHBIX CETEM AJIS 3AIATBI YCTPOMCTB UHTEPHETA
BEIIEU

Annomayus

B mpencraBneHHO# HccieqoBaTeNbCKOW paboTe paccMaTpUBaeTCsl CTPEMHUTENbHBIH pocT WHTepHera
Beme (IoT) B coBpemennnrx UT-pa3paboTkax. MHTepHET Belmiel MO3BOJISICT WHTETPHPOBATh (PU3NUCCKUC
3JIeMEHTHl B HUGPOBbIE CTPYKTYpbl. CloxkHast HHPPACTPYKTypa MHTEIUIEKTYaJIbHbBIX AATYUKOB, CEHCOPHBIX
ceTeil, ObITOBOM TEXHUKH, NMPOMBIIIJIEHHBIX KOHTPOJUIEPOB M METUIIMHCKUX YCTPOMCTB aBTOMAaTU3UPYET
MPOLECCH, YIy4lllaeT yIpaBJI€HUE W TPENOCTABISIET HOBbIE yciayrd. Mcnons3oBanue MHTepHeTa Beluen
3aTparuBaeT »JSHEPIETHKY, TPAHCHOPT, IPOU3BOIACTBO, 3[PAaBOOXpPAaHEHHE M 0OOpa30OBaHUE. Lens
HCCIICIOBATEIbCKOM PabOThl — MPOJEMOHCTPUPOBATh A((HEKTUBHOCTh MOJCIH MAIIUHHOTO OOydYeHHUs B
KJaccu(uKalMd HOPMAIBHBIX M aHOMAaJIbHBIX JNaHHBIX B cucrtemax WHtepnera Bemeit (IoT). dns ouenku
MIPOM3BOAUTEIHFHOCTH MPEIIOKEHHON HAMH MOJIENIM MBI MCIIOJIb30Ball OTKPHITHI HaO0op maHHBIX BoT-IoT
s cpensl MaTepreTa Bemeil. 80 mpoieHToB Habopa NaHHBIX, UCTIOIH30BAHHOTO B MCCIEAOBAaHUM, OBLIO
WCIIONIb30BAHO Ui 00y4eHus: Mojiend, a 20 IMpoIeHTOB — B TECTOBOM pexuMe. Pe3ynbTaTsl nccienoBaHus
MOKa3bIBAIOT, YTO METPUKH KiaccU(HUKalMW, BKIKOYAs TOYHOCTb, MOJHOTY U Fl-mepy, nemMoHCTpuUpyIOT
BBICOKYIO TOYHOCTH C Koa(durmenrom kiaccudukanuu 1,0, ocoberrno moxenr Random Forest, ycmentHo
BBISIBIISIIONIAS] aHOMAJIMU B TIOBEICHUM CETH U 3aIlyCKarolasi OMOBEUICHUS IIpH OOHapykeHNH yrpo3. Takxke
MOYEPKUBAIOTCS TPEUMYIIECTBA HCIOJIB30BaHUsI TIYOOKHX HEHpPOHHBIX ceTedl il OOHapy)KeHUs
BpenoHocHOro [10 B cpemax [oT, koTopble MOTYT aHAIM3UPOBATH KaK CTaTHYeCKHe OWHAPHBIE (ailiibl, TaK H
MOBE/ICHNE JUHAMMYECKUX IMPOLECCOB. DT MOJENM aJalTHPYIOTCS K HOBBIM YIpO3aM, YCHUJIMBas Mepbl
0€30I1acHOCTH TaM, I'Jie TPaJUIIMOHHBIE METO/IBI TEPIIAT HEyaauy.

Karouessle cioBa: UnTepuet Bemeit (IoT), naH(bopMaIimoHHBIE TEXHOIOTUN, HCKYCCTBEHHBIN MHTEIIEKT,
obHapyxenue anomaiauid, CNN, LSTM

Introduction

The swift proliferation of the Internet of Things (IoT) is a hallmark of the current phase of
technological advancement. The Internet of Things facilitates the incorporation of tangible elements
into a cohesive digital framework. Smart sensors, sensor networks, home appliances, industrial
controllers, and medical devices form a complex infrastructure that supports process automation,
improves operational efficiency, and enables the development of new services. The energy,
transportation, manufacturing, healthcare, and education sectors are substantially influenced by the
extensive use of the IoT.

According to international analytical agencies, the number of connected IoT devices is increasing
rapidly, with projections indicating it will surpass tens of billions in the coming years. Alongside the
tremendous potential they offer to society and the economy, these processes also raise significant
concerns about information security. A heterogeneous array of devices employing various protocols
in a dispersed setting may be a potential target for cybercriminals. The primary dangers include the
proliferation of viruses, distributed denial-of-service (DDoS) attacks that inundate servers with traffic
from multiple sources, unauthorized remote access, and the alteration or disclosure of sensitive
information.

Firewalls, rule-based intrusion detection systems, cryptographic algorithms, and traffic filtering
exemplify classic security methods that remain integral to security architecture. Nonetheless, the
ever-evolving nature of digital threats undermines the effectiveness of such initiatives. To circumvent

security measures, adversaries employ creative approaches, including deploying botnets that leverage
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IoT devices and exploiting vulnerabilities in software and hardware platforms. Consequently,
standard methods are frequently inadequate for the rapid identification and mitigation of attacks.

In these situations, artificial intelligence (Al) approaches, especially neural networks, are gaining
prominence. This is because they have shown considerable efficacy in classification, forecasting, and
analysis of extensive data streams. The use of neural network models facilitates a shift from static
restrictions to intelligent adaptive systems capable of identifying previously unnoticed hazards. The
precise detection of anomalies is facilitated by the creation of standard activity profiles, the
examination of device behavioral traits, and the real-time monitoring of network data.

Neural networks are employed in various essential areas of IoT infrastructure security. They can
identify deviations from standard device activity patterns, facilitating intelligent anomaly detection.
Secondly, deep machine learning models can classify both malware and network packets, rendering
them more reliable than signature-based methods for attack detection. Thirdly, neural networks are
employed in multi-factor authentication systems that process biometric data. This diminishes the
probability of unauthorized access to equipment [1-2].

Numerous challenges complicate the application of neural networks for cybersecurity within the
IoT. This encompasses the significant computational complexity of algorithms, the need for large
training datasets, and the difficulty in interpreting model outputs. Hybrid architectures, including
convolutional and recurrent neural networks, are widely used because they maintain real-time system
performance while achieving high accuracy in attack detection. Consequently, one might argue that
neural networks are increasingly vital tools for safeguarding IoT devices and networks. Their
implementation introduces new opportunities for advancing adaptive and intelligent cyber defense
systems, enabling responses to a rapidly evolving threat landscape [3]. This article examines the role
of neural networks in enhancing the security of the IoT and evaluates the practical implications of
their use in this domain.

Research Methodology

Recent research in information security demonstrates that neural networks are essential to
advancing intelligent security solutions in [oT frameworks. Their use arises from the ability to analyze
vast data streams, identify hidden patterns, and adjust to changing circumstances, significantly
improving the effectiveness of combating cyber-attacks. Unlike traditional methods that rely on fixed
rules or signature databases, neural network methodologies deliver adaptive responses to emerging
threat vectors, thereby providing superior protection. This study examines the principal areas of
neural network application in IoT device security [4].

The work used the open-source BoT-IoT dataset to identify anomalies in IoT devices. The dataset,
which can be downloaded from Bot-IoT Dataset — OneDrive, includes both normal and malicious
traffic on IoT networks. This dataset was generated by modeling real network traffic and includes
both normal and anomalous activities.

The BoT-IoT dataset includes various types of cyberattacks, including:

a) Distributed Denial of Service (DDoS) attacks,

b) Botnet activity, malicious actions, and suspicious network traffic patterns.

Each data item in the dataset is labeled, meaning that each item is assigned to a corresponding
class (normal or anomaly). This creates a favorable environment for training and evaluating machine
learning models.

During the research work, the data was pre-processed: unnecessary labels were removed and the
data was normalized. In addition, the dataset was divided into training and testing sets (for example,
80% - training, 20% - testing).

Identification of anomalies

Anomaly detection, the process of identifying deviations from the normative behavior of systems
or devices, is essential for IoT security. Neural networks, especially autoencoders and recurrent
architectures such as LSTMs, have demonstrated considerable effectiveness in this field. They can
assess network traffic, sensor telemetry, and device behavioral profiles instantaneously.
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Figure 1 shows anomaly detection results from the Random Forest algorithm.
Isolation Forest anomaly scores (higher = more suspicious)
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Figure 1. Distribution of abnormal and normal data by points

The upper section displays classification metrics:

a) The precision, recall, and F1-score for both the "Normal" and "Anomaly" classes approach
1.0, signifying nearly flawless data differentiation.

b) The confusion matrix indicates that the model accurately categorized 2000 objects as normal
and 120 as anomalous, with minimal errors.

c) The classification accuracy achieved was 100%.

d) The histogram of the anomalous score distribution is presented below.

e) The blue hue signifies standard observations, with values between 0.35 and 0.55.

f) The orange anomalies are strongly delineated and fall within the 0.60—0.70 range.

g) A higher "score" indicates greater suspicion over the object.

h) The graph indicates that the Random Forest model proficiently identifies assaults and failures
in IoT systems, as their distributions rarely intersect.

This method enables the identification of aberrant behavior, including substantial increases in
network packets, access to atypical resources, changes in temporal patterns, or unauthorized access
attempts [5]. Upon identifying an anomaly, the system independently triggers alarms or initiates
protocols to prevent suspicious activity. The advantage resides in the neural network's ability to
identify previously undetected dangers that lack observable indicators, which is especially vital in the
context of rapidly evolving attacks.

Malware detection

Neural networks are used to classify malware that can compromise IoT devices via network
protocols, updates, or firmware vulnerabilities. Unlike traditional signature-based methods, deep
neural networks (DNNs, CNNs) can identify advanced characteristics in program code or network
packets, distinguishing between benign and malicious activities.

These models utilize both static analysis, which scrutinizes binary files and their architectures, and
dynamic analysis, which observes process behavior in real time. Extensive research indicates that
deep architectures can significantly improve malware detection accuracy and reduce false-positive
rates. This is especially vital in the IoT landscape, where the widespread implementation of devices
and their limited computational capacities render traditional security measures ineffective [6].
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Adaptive safeguarding

The principal benefit of neural networks is their ability to learn and adapt. Unlike static security
systems that operate according to predetermined protocols, neural network models can be improved
and adapted to respond to emerging threats. Training may occur on centralized servers or via
distributed or federated learning, which is especially pertinent for the IoT, as data is stored across
multiple devices.

The figure 2 depicts the calibration of biometric verification thresholds based on cosine similarity.

Threshold calibration for biometric verification
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Figure 2. Biometric verification threshold calibration chart

The X-axis represents cosine similarity threshold values, and the Y-axis denotes the error rate.
The blue FAR (False Acceptance Rate) indicator signifies the probability of erroneously accepting a
"impostor" (unauthorized user). The orange FRR indication signifies the probability of erroneously
rejecting a legitimate user.

The graph indicates that false acceptance is infrequent at low threshold levels; however, it
increases significantly above 0.7, as evidenced by the rise in the FRR indicator. This indicates that
stringent thresholds elevate rejections, even for authorized users [7].

Achieving a balance between security and convenience requires selecting the optimal cosine
similarity threshold. The suggested threshold range is 0.65—0.7, which optimally balances a low false
acceptance rate (FAR) and a moderate false rejection rate (FRR) to maintain the dependability of
biometric identification systems in the IoT context.

Adaptability improves system resilience against novel attacks, including modified versions of
existing exploits, zero-day vulnerabilities, and advanced targeted assaults. Furthermore, the
application of transfer learning techniques enables the swift adaptation of pre-trained models to new
contexts, hence minimizing resource and time costs.

Intelligent Authentication

The authentication procedure for users and devices is a vulnerability inside the IoT framework.
The security provided by conventional systems, such as passwords or personal identification numbers
(PIN codes), is insufficient. In this context, there is significant activity in developing neural network-
based techniques utilizing biometric characteristics [8].

Convolutional neural networks (CNNs) exhibit a significant level of precision in tasks involving
the identification of faces, fingerprints, and irises. Recurrent neural networks are used to examine
vocal attributes and user behavior dynamics. The likelihood of unauthorized access to IoT devices is
markedly reduced when multi-factor authentication, leveraging multiple biometric characteristics
concurrently, is implemented [9].
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Consequently, neural networks provide a multi-tiered protection for IoT devices, encompassing
traffic analysis and monitoring as well as sophisticated user identification. Adaptive cyber protection
measures can be implemented to withstand various threats. Nonetheless, it is crucial to acknowledge
concurrent drawbacks, including increased computational complexity, the need for high-quality
training data, and the challenge of interpretability [10-11]. Nonetheless, advances in hardware
accelerators, the introduction of innovative model optimization techniques, and the rise of
Explainable Artificial Intelligence (Al) are progressively mitigating these issues [12].

Results of the study

An experiment employed a hybrid model combining convolutional neural networks (CNN) and
bidirectional recurrent LSTM networks to evaluate loT network data. The study evaluated the model's
capacity to categorize system states (normal vs. anomalous) and to discern data behavior patterns at
different processing stages.

Examination of input temporal series

The initial graph (Figure 1, upper panel) illustrates packets per second and outbound traffic derived
from the time series mimicking IoT device network settings. It should be noted that the values are
stochastic and exhibit moderate variability, characteristic of actual network dynamics. Although local
variations and bursts are observable, they may signify atypical behavior. The data's initial condition
is shown prior to the neural network's feature extraction.

Feature Extraction Using CNN

The second panel of Figure 1 illustrates the channel-averaged activations of the CNN
convolutional layer. The convolutional filters attenuate the signal and emphasize temporal variations
in traffic intensity. CNNs can identify localized patterns, such as transient activity surges or
anomalous packet distributions. These attributes supply the model's recurrent block.

Consequently, the CNN decreases data dimensionality while enhancing information density. The
incremental increase in average activation over time indicates the extraction of features relevant to
classification.

Temporal Dependencies and Bidirectional Long Short-Term Memory

The third panel of Figure 1 illustrates the dynamics of the BILSTM hidden states. The normative
values of the concealed vectors progressively rise, culminating towards the conclusion of the
sequence. Data accumulation over many time steps indicates that BILSTM models effectively capture
long-term dependencies. CNN emphasizes local patterns, but LSTM analyzes global context, which
is crucial in network traffic analysis, where abnormalities may develop gradually.

Concealed activations at the sequence's conclusion may suggest that the network acquires
knowledge of aberrant characteristics. These dynamics reinforce the notion that recurrent networks
are crucial for identifying intricate and protracted anomalies.

Classification outcomes

The model quantifies prediction confidence instead of rendering a binary decision. This attribute
is advantageous in IoT systems, as it enables administrators to use probabilistic predictions to
establish adaptive thresholds for monitoring and active response.

Significance and utilization

The findings indicate that the hybrid CNN + BiLSTM architecture can address two issues
concurrently:

a) CNN local analysis for identifying short-term traffic surges.

b) Global LSTM analysis incorporates long-term dependencies and the buildup of anomalies.

This approach effectively identifies intricate attacks, encompassing concealed or "slow" anomalies
that conventional methods fail to detect. Hybrid methods diminish false positives and enhance the
reliability of [oT security.

The figure 3 shows visualizing the model's functionality (CNN activations and LSTM hidden
states) helps researchers understand the patterns the network recognizes and their influence on the
final decision. This links these systems with Explainable Al, which is essential in cybersecurity.
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Figure 3. Hybrid CNN-BiLSTM model temporal dynamics visualization

The trials demonstrate that the hybrid CNN + BiLSTM model can identify anomalies in [oT traffic.
The model emphasized significant traits, accounted for temporal context, and produced dependable
probabilistic predictions. The displayed outcomes validate the architectural selection and provide
enhanced optimization, including attention methods and more representative feature sets.

The figure 4 depicts the probability distribution of the hybrid CNN + BiLSTM model for binary
classification of "norm/anomaly."

Predicted class probabilities

1.0

0.8 1

0.65

Probability
o
[=2]

e
e
|

0.2 4

0.0-

Normal Anomaly

Figure 4. Distribution of prediction probabilities of the hybrid CNN-BiLSTM models

The model's confidence in the case's classification is indicated by the bar's height. The likelihood
of the "Norm" class was 65%, whereas that of the "Anomaly" class was 35%. This outcome indicates
that the model renders both categorical and probabilistic determinations, enabling the evaluation of a
network event's "suspiciousness."
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The analysis of these results is essential for [oT system applications. For instance:

a) Should the threshold of 70-80% be surpassed, the system will obstruct dubious activities.
Events exhibiting an anomaly probability between 30% and 50% may be classified as "doubtful" and
forwarded to the administrator for additional examination.

b) Probabilistic inference facilitates adaptable system modifications to meet particular security
demands: essential infrastructures employ rigid thresholds, whereas residential IoT devices utilize
more lenient thresholds.

c) The graph indicates that CNN + BiLSTM can effectively detect anomalies and evaluate
decision confidence, which is essential in unpredictable and noisy network data.

Discussion

The research indicated that neural networks hold significant potential for cybersecurity in the
Internet of Things. The increasing prevalence of connected devices and the complexity of network
interaction design pose new challenges for intelligent, adaptive security measures. Deep learning
addresses challenges that conventional technologies could not resolve.

Anomaly detection is effective in neural networks. Convolutional neural networks (CNNs) identify
local patterns and transient network traffic surges, whereas recurrent neural networks (LSTMs,
BiLSTMs) address long-term dependencies and variations in device behavior. These techniques in
hybrid models provide thorough data analysis, enhancing the identification of attacks, even concealed
or gradual irregularities.

Secondly, neural network techniques have demonstrated efficacy in classifying harmful code and
analyzing network traffic. Deep learning models can generalize from experience, detect novel
dangers, and minimize false positives, unlike signature systems. This is essential given the rapid
release of new exploits and the evolution of attacks.

Third, the study emphasizes the use of sophisticated authentication systems. Biometric neural
network models (voice, facial, behavioral) can enhance the trustworthiness of IoT devices and reduce
unauthorized access. Multi-factor authentication enhances security by integrating biometrics,
behavioral attributes, and contextual elements.

Conclusion

Nonetheless, prevailing constraints must be acknowledged. Significant computing expenses,
extensive training datasets, and opaque decision-making processes persist as challenges. To deploy
models in the [oT ecosystem, structures must be optimized, algorithmic resource consumption must
be minimized, and explainable Al methodologies must be established. Federated and distributed
learning minimize data transmission and the risk of exposing confidential information.

In summary, neural networks are establishing a novel paradigm for IoT cybersecurity. Their
implementation enables intelligent security systems to adapt to a rapidly evolving threat environment,
detect novel anomalies, and maintain user confidence. Consequently, deep learning techniques for
IoT must be developed and incorporated to establish a sustainable and reliable digital ecosystem
within the framework of global digitalization.
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