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Abstract

This paper provides a brief description of the developed block cipher algorithm "ALO03" and the results of checking
the avalanche effect. This algorithm has the structure of a substitution-permutation network. The check consisted of two
stages. At the first stage, the avalanche effect was tested separately for each transformation used in the algorithm. At the
second stage, each round of encryption was analyzed. To characterize the degree of the avalanche effect in a
transformation, the avalanche parameter is determined and used - the numerical value of the deviation of the probability
of changing a bit in the output sequence when a bit in the input sequence changes from the required probability value
equal to 0.5. The article presents the results after the 1st, 2nd, 3rd, and 24th rounds in the form of a table. Based on the
round results obtained, comparative tests were carried out, as a result of which a positive conclusion was given on
further research of this encryption algorithm.

Keywords: encryption algorithm, substitution S-boxes, avalanche effect, cryptographic conversions, encryption
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«ALO03» BJIOKTBI HIUDPJIIAY AJITOPUTMI JKOHE OHbI TAJIJIAY HOTUXEJIEPI

Byn KyMBICTa KYpBUIBIMBI ayBICTBIPY-ayBICTBIPY JKEJiCiHIH HycKachl OoiiblHIIa jxacanraH «ALO03» OIOKTBIK
nmmdpiay anropuTMiHIH KBICKAIIa CHUMATTaMachl MEH OHBIH JIABHHIIK OCEPiH TEKCEPYAIiH HOTIIKENIEPl KEeNTipiUIreH.
Makaiaja 3epTrey eKi Ke3eHHEH Typajbl. BipiHIIi Ke3eHie allrOpUTME KOJIAAHBUIATHIH 9P TYPJICHIIPY JKOHE OJ1 YIIH
Tangay ckeke JKyprizinmi. EkiHmi kesenzme Tanmay mmdpiaynslH OyTiHAeH opOip payHabl OOWBIHIIA KYPTi3ijii.
Typaenaipy xypy OapbIChIHa OHBIH JIABUHJIK 9CEpPiHIH IOpEeKEeCiH cCHIaTTay YIIiH JaBuHIIK napamerpi —0,5-ke TeH
KaXKETTI BIKTUMAJIIBIK MOHIHEH Kipic Ti30eriHmeri O0ip FaHa OUT ©3repreH Kesle IIbIFy Ti30eriHmeri 0apibiK e3repy
BIKTUMAJIJIBIFBIHBIH aYBITKYBIHBIH CaHBIK MOHI — aHBIKTAJIIbI XKoHE 3eplenieHi. Makanana kecre Typinge 1-mii, 2-mii,
3-mi  xoHe 24-mi  payHATAaH KEWIHIT HOTWKENEp KeNTIpiireH. AJIBIHFAH payHATHIK HOTIDKeNep OoWBIHIIA
CaANBICTBIPMAITBI TECTTEP KYPTI3LIII, OTapIbIH HOTIXKeNepi OOHBIHIIIA OCH MH(pIIay aNTOPUTMIH OJaH dpi 3epTTeyIepIi
KAITFacTHIPY OOMBIHINA OH KOPBITHIHABI OSpiIi.

Tyiiin ce3mep: mmdpray amropurMaepi, S-OIOK aybICTBIPYy KecTelepi, JaBHHAIK dcep, KPUITOrpadUsIIbIK
TYpACHOIpYIep, mudpiay KT, mudpiaay payHIsl.

AnHomayus
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AJIT'OPUTM BJIOYHOI'O HIN®POBAHUSA «AL03» U PE3YJIBTATBI ETO AHAJIN3A

B nanHO# paboTe NpUBOAATCS KpaTKOe ONUCAHUE Pa3padOTaHHOTo airoputMa OiouHoro mudposanus «ALO3» u
pe3yNbTaThl MIPOBEPKH JIABUHHOTO 3(eKTa, JaHHBIH AITOPUTM MMEET CTPYKTYPY HOACTaHOBOYHO-TIEPECTAaHOBOYHON
ceru. MccrnenoBanne cocToMT M3 ABYX 3TanoB. Ha mepBoMm srame aHainu3 MPOBOJMICS OTHEJIBHO IJISL KaXIOTO
npeoOpa3oBaHusi, IPUMEHsIEMOro B anroputme. Ha Bropom atare npoBOIUIICS 10 KaXIOM payHIaM Inudpopanus. s
XapaKTEePUCTUKHU CTENeHH JIaBUHHOTO 3(ddexTa B mpeoOpa3oBaHny ONpPE/IeNieH U UCIOJIb30BaH JIABUHHBIN Mapamerp —
YHUCIIEHHOE 3HA4Y€HHE OTKJIOHECHUSI BEPOSTHOCTH M3MEHEHHsS! OMTa B BBIXOJHOW IMOCIEA0BATENILHOCTH NMPU M3MEHEHUH
OuTa BO BXOJIHOM MOCJIENOBATEIBHOCTH OT TPeOYEeMOro 3Ha4eHHsi BEpOATHOCTH, paBHOU 0,5. B crarhe mpeacTaBieHbl
pe3ynbTathl mocne 1-ro, 2-ro, 3-ro u 24-ro payHiaa B Buie TaOauibl. [10 MONy4eHHBIM PayHAOBBIM pe3yjibTaTaM
MPOBOJIMJIMCh CPAaBHHUTENILHBIE TECThI, [0 WUTOTAaM KOTOPBIX, JAHO MOJIOKHUTEIbHOE 3aKJII0YeHHE 10 JajbHeiieMy
HCCIIEJOBAHMIO TAHHOTO aJIrTOpUTMa MIH(POBAHUSL.

KaioueBnbie ciioBa: anroputM mmpoBaHuUs, TaOIUIBl S-OJIOK 3aMEHbI, JIABUHHBIA 3P (EKT, KpunTorpaduieckoe
npeoOpa3oBaHKe, KIF0Y IUPPOBaHKS, payH I IH(PPOBAHHUS.
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Introduction

Cryptography is divided into theoretical and applied science. To study theoretical issues of cryptography,
familiarity with various mathematical disciplines (e.g., probability theory and statistics, algebra, number
theory, etc.), the theory of communication and coding is required. Applied cryptography deals with the
application of theoretical cryptographic results in practice for solving specific problems.

Encryption algorithms fall into two categories: symmetric and asymmetric algorithms. The fundamental
difference between them is that symmetric encryption algorithms use one key, while asymmetric ciphers use
two different, but related keys. Symmetric encryption algorithms are faster and require less processing
power. Due to its high encryption speed, symmetric algorithms are widely used to protect the information in
many modern computer systems. Their main drawback is the key distribution problem, which is successfully
solved for key pairs in asymmetric ciphers.

In turn, symmetric algorithms are divided into two types: block and stream ciphers. Block algorithms
accept plain text in blocks of several characters, and stream algorithms sequentially convert the plain text
character by character or bit by bit. In block ciphers, the source text is divided into blocks of fixed length,
and all transformations are performed separately on each block [1-3]. Block ciphers are widely used in
practice due to the long-term use of one short key without decreasing the cryptographic strength and high
encryption speed, and also have other advantages.

During development, general requirements are imposed on the specified type of ciphers, such as [4-6]:

— Ensuring the required level of cryptographic strength;

— Simplicity, availability, and cost, as well as providing high performance and flexibility in various
ways of implementation.

To ensure a high level of information security and data protection, in addition to the above requirements,
the algorithms being developed are subject to basic requirements, which are given in [5, 6].

Thus, taking into account the general and basic requirements in the design of block ciphers, we proposed
the new symmetric block cipher algorithm ALOQ3, which is one of the modifications of the symmetric block
cipher algorithm ALO1 [7, 8].

Research results

Brief description of the encryption algorithm

The encryption algorithm ALO3, developed by workers of the Institute's Information Security Laboratory,
uses blocks and keys with a length of 128 bits. The structure of the cipher is a variant of a substitution-
permutation network (SP-network). Encryption is carried out in 24 rounds. The algorithm includes
transformations such as key addition using bitwise addition (XOR), substitution boxes (S-boxes), and bitwise
shifts.

The encryption process in one round is performed in 5 stages and ends with the addition of the round keys
modulo 2 to the results obtained.

At Stage 1, the input block of 16 bytes (128 bits) is divided into 4 subblocks of 4 bytes (32 bits) each:
ad,a?,al, ad,al,al,al,al, a3, a?,a3,a3, a3, a3, a3, a3, where the superscript represents the subblock
number and the subscript is the byte number in the subblock. The internal transformation for subblocks is
performed as follows: 1st and 2nd bytes, 2nd and 3rd bytes, 3rd and 4th bytes are summed modulo 2 and
form new 1st, 2nd, and 3rd bytes, respectively. Further, the new 1st byte after the non-linear transformation
of the S-box is added modulo 2 to the 4th byte to obtain a new 4th byte.

This transformation is performed for the other three subblocks as well. That is,

b =adl®al,, bl =5, (b))®al, =012 j=0123.

At Stage 2, all the results obtained in Stage 1 go through the substitution S-box. The S-box is shown in
Table 1.

¢ =S,(b}), i=0,1,23; j=0,1,23.
Stage 3. In each subblock, a concatenation operation is performed over its 4 bytes at the bit level,
followed by a rotate left by a predetermined number of steps L/ (L/=1, 3, 5, 9) for each subblock,
respectively:

alidicgicg=_>ilcldlcd)Ll, j=0123.
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At Stage 4, the transformation is carried out similarly to Stage 1, but regarding neighboring subblocks.
The corresponding values of the 1st and 2nd subblocks, the 2nd and 3rd subblocks, and the 3rd and 4th
subblocks are summed modulo 2 and give the new values of the 1st, 2nd, and 3rd subblocks. The new values
of the 4th subblock are the sum modulo 2 of the obtained values of the 1st subblock after passing another
substitution S-box with the values of the 4th subblock:

d! = d@c]*, d} = S,(d")@cf, 1=0123; j=0,12

At Stage 5, all the values of the four sub-blocks obtained in Stage 4 pass through the substitution S-box,
according to Table 2.

el =5,(d!), 1=0,1,23; j=0,123

One round of encryption is completed by summing modulo 2 the values of el.j with the round key.
The above-described six-step encryption process is repeated k times depending on the number of rounds.

Analysis results

Multi-round transformations provide the diffusion and confusion properties that strong ciphers should
have. Diffusion is the spread of the influence of one plaintext character over a significant number of
ciphertext characters. The presence of this property in a cipher allows hiding the statistical dependence
between the elements of the original text and does not allow recovering the key in parts. The essence of the
confusion is to make the statistical relationship between the ciphertext and the key as complex as possible to
resist attempts to determine the key. The cryptanalyst, based on a statistical analysis of the mixed text,
should not obtain information about the key [9].

The avalanche effect in the basic transformation is manifested in a significant - "avalanche" - change of
bits in the output sequence of the transformation with a small change in the bits in the input sequence. The
high degree of the avalanche effect in the encryption algorithm significantly complicates attacks when using
the method of differential cryptanalysis because of the impossibility of identifying the underlying differential
characteristics of the transformation. If a cryptographic algorithm does not have a sufficient avalanche effect,
then an adversary can make certain assumptions about the original test based on the ciphertext. Thus, the
achievement of the avalanche effect is an important goal in the development of a cryptographic algorithm. In
multi-round block ciphers, the avalanche effect is usually achieved due to the fact that in each round, a
change in one input bit leads to changes in several output bits. To check the presence of a good avalanche
effect in a particular algorithm, several criteria can be used [10-12].

We will use the notation given in the description of the algorithm. Let
ad,al,al, ad,al,al,al, al, a3, a?,a3,a, a3, a3, a3, a3 be the elements of the block for encryption.

In order to find out how each transformation used in the algorithm affects the avalanche effect, two
plaintexts are considered that are minimally different from each other. Next, the differences in the values
obtained during encryption at each step are investigated. For convenience, key values, encryption results, and
their differences are considered in hexadecimal form.

As an example, let's take the following two plaintexts, differing only by one bit in the last byte a3:

1) AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA;

2) AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AB.

Let the master key K, be common for both plaintexts: 46 84 1A 41 6E D2 D2 81 79 AAE5E4 1C 70 72
90. To begin with, according to the algorithm for generating round keys, we derive three round keys required
for the first three rounds:

K;=2A 75 2B C3 8F 13 6F E2 5C 8C 0A 11 C2 81 50 6A

K,=6F A9 5B AC 8F 5555 2D 27 BCOF CA 77 1A 7D 47

K3;=0A F2 61 26 DB A2 C2 34 77 C4 3F 5D 96 78 BD 78

Obviously, modulo two addition (XOR operation) of plaintext with a key does not lead to an avalanche
effect, since changes do not affect other bytes.
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According to the encryption scheme, as a result of the Step-1 transformation, the change is propagated to
the last two bytes (a3, a3):

32 3F 9F 17 38 62 3B A2 EF 92 E9 04 DO 10 24 68

32 3F9F 17 38 62 3B A2 EF 92 E9 04 D0 10 6C ED

After the Step-2 transformation, the last three bytes will change a3, a3, a3 :

64 7F 3E 2E C3 11 DD 11 F2 5D 20 9D 80 81 23 46

64 7F 3E 2E C3 11 DD 11 F2 5D 20 9D 80 83 67 6E

In the next Step-3 transformation, we observe changes in six bytes a3, a3, a3, a?, a3, a?:

AED1C805D556040C CA906B 67 30 C2E9 E3

AE D1C805D556040C CAD942F8305118 C7

As mentioned above, modulo 2 addition of the round key with the result of encryption will not propagate
the changes to bytes located elsewhere. Consider propagating changes to byte locations after the second
round. As shown in Table 1, after round encryption, changes are observed in the following bytes:
a},al,al,al, a2 a?,a3,a3,a3,a3,a3,a3. Likewise, we can compare the values after three rounds
(Table 2).

Table 1. Propagation of changes after the second round

Steps Code of values after the second round
Step-1 A5 890981 F5 21 AF A4 AA 30 E8 03 39 CC B7 23
A5890981F521 AF A4 DD 6504 A1 73 AE5C 45
Step-2 4B 12 1303 A90D 7D 27 46 1D 00 75 CE 65 B9 19
4B 121303 A90D 7D 27 ACA0943B9D 72 E2 2B
Step-3 B5 A1 D153413B9751713CFD 4B 06 8F 62 D6

B5 A1 D153 63 40 5D 24 D5 96 F2 3B 54 29 23 3C
DA 08 8AFF CE6E C2 7C 56 80 F2 81 71 95 1F 91
DA088BAFFEC 1508 09 F2 2A FD F1 23 33 5E 7B

Round key addition

Table 2. Propagation of changes after the third round

Steps Code of values after the third round

47011D 78 11 65 E9 52 88 35 13 B0 4D A3 09 AC
30 DE CE 06 57 74 9A 2C 1B 04 F8 8B 18 C6 70 20
8E 02 3A FO 8B 2F 4A 90 06 A2 76 11 6D 18 4D 62
61 BD 9C 0C BB A4 D1 62 60 9F 11 63 C6 33 81 00
63 EOFB D3 F1F14E AD C7 48 FO 4D E6 E8 68 13
1298 BB D1 67 FO CE B0 3A 39 77 A5 3E CD ES5 6A
69 12 9A F5 2A 53 8C 99 BO 8C CF 10 70 90 D5 6B
18 6ADAF7 BC 52 0C 84 4D FD 48 F8 A8 B5 58 12

Step-1

Step-2

Step-3

Round key addition

Thus, when even only one bit in the plaintext changes, the ciphertext undergoes a complete change after
Step-1 in the third round. Consequently, the requirement of the avalanche effect on the ciphertext is fulfilled
after passing through three rounds of the encryption algorithm. In particular, this example showed the impact
of each transformation used in the algorithm.

In the general case, it is necessary to check the avalanche effect for each position of the plaintext. To do
this, we select a random plaintext with a length of 128 bits and get 128 plaintexts from this text, which differ
only in one position. Further, to study the propagation of the avalanche effect, we encrypt these 128
plaintexts. Now, separately, we compare each of the obtained 128 ciphertexts with the original ciphertext
obtained from the selected plaintext, i.e. calculate the probabilities k,y 4, (i, X) between the obtained
ciphertext and the original ciphertext. k4. (i, X) is the probability of changing half of the bits in the output
value when changing the ith bit in the input value compared to the output value at the original input value; X
is a fixed input value of the transformation, for which the avalanche index is calculated [11].

The values of the avalanche index &, in the “input value - output value” pair are determined by the
formula:

ea((,X) = [2kay (i, X) — 1]
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It can be seen from the formula that the extremality € can take values from 0 to 1 inclusive. The closer the
value of ¢ is to zero, the “better” the algorithm is. Conversely, the closer the value of € is to 1, the “worse”
the algorithm is. Tables 3-6 show the specific € values relative to the first, second, third, and twenty-fourth
rounds with an indication of their average value of 0.561, 0.142, 0.061, and 0.062, respectively. Based on
these values, it can be seen that the avalanche effect of the algorithm reaches a good indicator after the third
round. Comparative data of the avalanche effect of the encryption algorithm for the first three rounds are
shown in Figure 1, where the abscissa axis contains i — ordinal numbers of the changed bits in the input text,
and the ordinate axis contains the values of £, (i, X).
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Figure 1. Comparative data of the avalanche effect from 1 to 3 rounds

Table 3. Analysis of the avalanche effect of the ALO3 algorithm after the first round

i &i i &i i &i i &i i €i i €i i &i i &i

1 0,73 17 | 056 | 33 | 044 | 49 | 053 | 65 | 0,61 | 81 | 0,67 97 0,72 | 113 | 0,64
2 0,81 18 | 0,75 | 34 | 045 | 50 | 0,44 | 66 | 067 | 82 | 0,61 98 0,64 | 114 | 0,63
3 0,77 19 | 063 | 35 | 072 | 51 | 048 | 67 | 056 | 83 | 0,70 99 0,66 | 115 | 0,72
4 066 | 20 | 061 | 36 | 044 | 52 | 034 | 68 | 064 | 8 | 0,78 | 100 | 0,58 | 116 | 0,72
5 0,56 21 0,80 37 0,39 53 0,81 69 0,55 85 0,73 101 0,56 117 0,70
6 063 | 22 | 069 | 38 | 044 | 54 | 045 | 70 | 080 | 86 | 0,69 | 102 | 0,77 | 118 | 0,66
7 064 | 23 | 08| 39 | 039 | 5 | 041 | 71 | 059 | 87 | 052 | 103 | 0,67 | 119 | 0,64
8 0,63 24 0,69 40 0,45 56 0,47 72 0,64 88 0,58 104 | 0,63 120 0,78
9 0,56 25 0,72 41 0,19 57 0,39 73 0,45 89 0,63 105 0,58 121 0,78
10 | 067 | 26 | 066 | 42 | 038 | 58 | 045 | 74 | 052 | 90 | 0,63 | 106 | 0,52 | 122 | 0,55
11 | 0,72 | 27 | 061 | 43 | 028 | 59 | 047 | 75 | 050 | 91 | 0,64 | 107 | 0,48 | 123 | 0,55
12 0,58 28 0,77 44 0,33 60 0,34 76 0,47 92 0,63 108 0,39 124 | 0,56
13 0,45 29 0,69 45 0,25 61 0,47 77 0,45 93 0,69 109 0,52 125 0,66
14 | 048 | 30 | 066 | 46 | 027 | 62 | 042 | 78 | 063 | 94 | 0,75 | 110 | 0,64 | 126 | 0,73
15 | 056 | 31 | 0,78 | 47 | 019 | 63 | 050 | 79 | 044 | 95 | 0,50 | 111 | 0,52 | 127 | 0,48
16 0,50 32 0,70 48 0,34 64 0,47 80 0,52 96 0,58 112 0,48 128 0,70

Table 4. Analysis of the avalanche effect of the ALO3 algorithm after the second round

€i i gi i gi i €i i gi i gi i €i i €i

0,22 17 0,23 33 0,19 49 0,05 65 0,08 81 0,08 97 041 | 113 | 0,14

0,41 18 | 025 | 34 | 011 | 50 | 011 | 66 | 0,03 | 82 | 0,03 98 0,23 | 114 | 0,20

0,25 19 | 025 | 35 | 005 | 51 | 0,02 | 67 | 0,05 | 83 | 0,05 99 0,25 | 115 | 0,30

0,33 20 0,19 36 0,13 52 0,09 68 0,17 84 0,09 | 100 | 0,17 | 116 | 0,11

0,23 21 0,31 37 0,05 53 0,03 69 0,11 85 0,19 | 101 | 0,23 | 117 | 0,39

0,27 22 | 034 | 38 (013 | 5 (008 | 70 | 005 | 8 | 0,16 | 102 | 0,27 | 118 | 0,16

034 | 23 | 023 | 39 |002)| 5 (003 | 71 | 011 | 8 | 009 | 103 | 0,39 | 119 | 0,17

O|IN[oO|O B~ |W[IN|F

0,27 24 0,25 40 0,02 56 0,03 72 0,11 88 0,06 | 104 | 0,22 | 120 | 0,19
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9 0,22 25 | 008 | 41 | 005 | 57 | 008 | 73 | 006 | 8 | 0,08 | 105 | 0,22 | 121 | 0,30

10 | 0,25 26 | 034 | 42 | 008 | 58 | 002 | 74 | 006 | 9 | 0,14 | 106 | 0,17 | 122 | 0,38

11 0,25 27 0,31 43 0,09 59 0,14 75 0,06 91 0,03 | 107 | 0,16 | 123 | 0,19

12 0,22 28 0,20 44 0,14 60 0,14 76 0,03 92 0,05 | 108 | 0,08 | 124 | 0,11

13 | 0,33 29 | 036 | 45 | 002 | 61 | 008 | 77 | 000 | 93 | 0,00 | 109 | 0,38 | 125 | 0,13

14 | 036 | 30 | 030 | 46 | 002 | 62 | 008 | 78 | 009 | 94 | 0,08 | 110 | 0,33 | 126 | 0,23

15 0,33 31 0,41 47 0,02 63 0,08 79 0,03 95 0,02 | 111 | 041 | 127 | 0,31

16 0,22 32 0,20 48 0,02 64 0,19 80 0,08 96 0,03 | 112 | 0,19 | 128 | 0,34

Table 5. Analysis of the avalanche effect of the ALO3 algorithm after the third round

i €i i €i i &i i Ei i €i i €i i &i i i

1 0,06 17 0,05 33 0,03 | 49 0,05 65 0,02 81 0,06 97 0,06 | 113 | 0,05
2 0,00 18 0,16 34 0,09 50 0,05 66 0,08 82 0,11 98 0,06 | 114 | 0,03
3 0,08 19 0,06 35 0,11 51 0,09 67 0,08 83 0,08 99 0,05 | 115 | 0,11
4 0,16 20 | 0,05 36 0,06 52 0,13 68 0,11 84 | 0,00 | 100 | 0,09 | 116 | 0,09
5 0,02 21 0,09 37 0,00 | 53 0,06 69 0,09 85 0,02 | 101 | 0,06 | 117 | 0,03
6 0,14 22 0,03 38 0,03 54 | 0,08 70 0,02 86 0,06 | 102 | 0,02 | 118 | 0,08
7 0,05 23 0,06 39 0,03 55 0,02 71 0,03 87 0,06 | 103 | 0,08 | 119 | 0,03
8 0,05 24 | 0,17 | 40 0,00 | 56 0,05 72 0,02 88 0,08 | 104 | 0,02 | 120 | 0,11
9 0,09 25 0,06 | 41 0,08 57 0,11 73 0,09 89 0,06 | 105 | 0,06 | 121 | 0,14
10 0,06 26 0,08 | 42 0,11 58 0,08 74 | 0,03 90 0,09 | 106 | 0,16 | 122 | 0,03
11 0,03 27 0,16 | 43 0,11 59 0,06 75 0,06 91 0,06 | 107 | 0,249 | 123 | 0,08
12 0,00 28 0,03 | 44 0,03 60 0,06 76 0,08 92 0,06 | 108 | 0,02 | 124 | 0,02
13 0,02 29 0,00 | 45 0,03 61 0,13 77 0,08 93 0,00 | 109 | 0,05 | 125 | 0,20
14 0,02 30 | 0,09 | 46 0,02 62 0,05 78 0,00 94 | 0,14 | 110 | 0,03 | 126 | 0,11
15 0,08 31 0,06 | 47 0,09 63 0,08 79 0,06 95 0,03 | 111 | 0,21 | 127 | 0,16
16 0,03 32 0,00 | 48 0,02 64 | 0,09 80 0,00 96 0,00 | 112 | 0,03 | 128 | 0,05

Table 6. Analysis of the avalanche effect of the ALO3 algorithm after the 24th round

i €i i €i i &i i i i €i i €i i &i i i

1 0,11 17 0,05 33 0,02 | 49 0,05 65 0,02 81 0,16 97 0,09 | 113 | 0,06
2 0,13 18 0,14 | 34 0,06 50 0,03 66 0,05 82 0,09 98 0,03 | 114 | 0,09
3 0,02 19 0,17 35 0,03 51 0,08 67 0,03 83 0,02 99 0,16 | 115 | 0,09
4 0,02 20 | 0,11 36 0,17 52 0,03 68 0,03 84 | 0,13 | 100 | 0,08 | 116 | 0,03
5 0,14 21 0,05 37 0,09 53 0,06 69 0,02 85 0,05 | 101 | 0,03 | 117 | 0,05
6 0,03 22 0,08 38 0,03 54 | 0,03 70 0,06 86 0,08 | 102 | 0,20 | 118 | 0,03
7 0,08 23 0,02 39 0,13 55 0,09 71 0,09 87 0,05 | 103 | 0,213 | 119 | 0,20
8 0,05 24 | 0,03 | 40 0,02 56 0,05 72 0,03 88 0,08 | 104 | 0,09 | 120 | 0,02
9 0,02 25 0,06 | 41 0,00 | 57 0,06 73 0,02 89 0,02 | 105 | 0,43 | 121 | 0,11
10 0,03 26 0,14 | 42 0,06 58 0,06 74 | 0,13 90 0,05 | 106 | 0,23 | 122 | 0,03
11 0,02 27 0,02 | 43 0,03 59 0,03 75 0,03 91 0,13 | 107 | 0,21 | 123 | 0,14
12 0,00 28 0,00 | 44 0,09 60 0,05 76 0,06 92 0,08 | 108 | 0,00 | 124 | 0,11
13 0,06 29 0,03 | 45 0,09 61 0,03 77 0,14 | 93 0,02 | 109 | 0,08 | 125 | 0,11
14 0,05 30 | 0,05 | 46 0,11 62 0,16 78 0,08 94 | 0,08 | 110 | 0,08 | 126 | 0,00
15 0,02 31 0,08 | 47 0,06 63 0,08 79 0,19 95 0,09 | 111 | 0,03 | 127 | 0,08
16 0,02 32 0,08 | 48 0,02 64 | 0,11 80 0,00 96 0,00 | 112 | 0,11 | 128 | 0,00
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Conclusion

The structure of the algorithm uses the XOR operation and a substitution S-box. In one round of
encryption, only 56 elementary operations are performed, therefore, for the entire algorithm with the number
of rounds of 24, 1344 operations are performed. By the number of elementary operations, when compared
with other well-known encryption algorithms, this is considered as an acceptable level of performance for a
computer.

For the numerical study of the developed algorithm, software was compiled in the Delphi 7 programming
language. With the help of this software, studies were carried out to assess the propagation of the avalanche
effect. The paper presents in more detail the results of verification to satisfy the avalanche effect criterion. It
was found that good results in diffusion and confusion are observed after the third round of encryption.
However, to achieve the maximum degree of nonlinearity and taking into account the optimal distribution of
the balance between security and performance of the algorithm, the number of rounds is set to 24.

As is well known, one of the main requirements for an algorithm under development is its cryptographic
strength. At the moment, there are preliminary positive research results in this area. The method for
obtaining the used S-box in the considered algorithm and the results of other more in-depth analyzes will be
published in subsequent articles.
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